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Highlights
Objective
To combat money laundering in the U.S., Congress enacted a series of laws, 
collectively referred to as the Bank Secrecy Act (BSA), requiring financial 
institutions, including money services businesses (MSB), to deter and detect 
potential money laundering, and report suspicious activities to the U.S. 
Department of the Treasury’s Financial Crimes Enforcement Network. Under 
the BSA, the U.S. Postal Service, defined as a MSB, is required to comply with 
the law.

Our objective was to determine whether the Postal Service anti-money laundering 
program is adequately designed and implemented to ensure compliance with the 
BSA and to identify opportunities to enhance the program.

What the OIG Found
The Postal Service anti-money laundering program is adequately designed 
to ensure compliance with the BSA, but management could enhance its 
implementation. We identified three opportunities to enhance the BSA program. 
Specifically, we found that Postal Service management:

 ■ Relied on contractor services to comply with BSA requirements. BSA 
Compliance Office management monitors ongoing suspicious activity, 
identifies suspicious activity through a proactive lookback process, and 
analyzes reports developed by senior analysts. However, the prime contractor 
had full control over determinations and decisions mostly involving structuring 
transactions and activity not already monitored by the BSA Compliance 
Office. In addition, BSA management depended on a separate contractor 
to perform quality assurance reviews of suspicious activity reporting. This 
occurred because the Postal Service did not provide sufficient oversight of 
the contractors performing compliance or quality assurance procedures. This 
level of reliance, without sufficient oversight, could affect the functioning of 
the compliance program if the contractor relationship is terminated. Sufficient 
oversight is critical to ensure continued BSA compliance processing.

 ■ Did not include changes to procedures for obtaining missing information 
on Postal Service (PS) Form 8105-A, Funds Transaction Report, in its 

BSA procedures manual. This was an unintentional omission by BSA 
management. When procedures are not updated, processes may not be 
accurately or timely completed and required information may not be obtained, 
which puts the program at risk for non-compliance with BSA record-keeping 
requirements. Also, outdated or inaccurate procedures are an unreliable 
source of reference for current employees and new hires who are not aware 
of organizational procedures.

 ■ Did not address all risk factors for the identification and analysis of suspicious 
activity in their BSA risk assessment, including BSA processing and 
recordkeeping systems, employee turnover at post offices, and the BSA 
compliance office’s relationship with post offices and contract postal units. 
This occurred because BSA management did not have formal, documented 
procedures for preparing risk assessments. Also, management decided not to 
widely disseminate these procedures. 
 
Documentation of the procedures for preparing the risk assessment would 
mitigate the risk of any significant omission of information that is critical for the 
identification and analysis of suspicious activity. In addition, current, accurate 
documentation provides a means to retain organizational knowledge and 
mitigate the risk of having that knowledge limited to a few personnel.  
 
Because of our audit, management updated its procedures manual to 
include procedures for obtaining missing information on PS form 8105-A. 
Also, they agreed to fully address operational risk beginning with the fiscal 
year 2018 risk assessment and created formalized procedures for preparing 
the risk assessment. Accordingly, we are not making a recommendation on 
these issues.

What the OIG Recommended
We recommended management:

1. Enhance oversight practices over contractors used to assist the 
Postal Service in complying with the BSA.
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Transmittal 
Letter

January 17, 2018

MEMORANDUM FOR: JOSEPH CORBETT 
   CHIEF FINANCIAL OFFICER AND EXECUTIVE  
   VICE PRESIDENT 

   ELIZABETH M. SCHAFER 
   TREASURER

   

   for
FROM:    John E. Cihota  
   Deputy Assistant Inspector General  
     for Finance and Pricing

SUBJECT:   Audit Report – Fiscal Year 2017 Bank Secrecy Act 
   Program (Report Number FT-AR-18-006)

This report presents the results of our audit of the Fiscal Year 2017 Bank 
Secrecy Act Program (Project Number 17BG012FT000).

We appreciate the cooperation and courtesies provided by your staff. If you 
have any questions or need additional information, please contact Lorie Nelson, 
Director, Finance, or me at 703-248-2100.

Attachment

cc: Corporate Audit Response Management
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Results
Introduction/Objective
This report presents the results of our self-initiated audit of the Fiscal Year 
(FY) 2017 Bank Secrecy Act (BSA) Program (Project Number 17BG012FT000). 
Our objective was to determine whether the U.S. Postal Service anti-money 
laundering program is adequately designed and implemented to ensure 
compliance with the BSA and to identify opportunities to enhance the program. 
See Appendix A for additional information about this audit.

Background
To combat money laundering1 in the U.S., Congress enacted a series of laws, 
collectively referred to as the BSA,2 requiring financial institutions, including 
money services businesses (MSB),3 to deter and detect potential money 
laundering, and report suspicious activities to the U.S. Department of the 
Treasury’s Financial Crimes Enforcement Network (FinCEN). The Postal Service, 
as a MSB, is obligated to comply with the BSA requirements.

The BSA requires all MSBs to establish and maintain an effective written anti-
money laundering program designed to prevent the MSB from facilitating money 
laundering and the financing of terrorist activities. There are four elements or 
central pillars that MSBs must have in place for a well-designed program:

 ■ A system of policies, procedures and internal controls to ensure 
ongoing compliance.

 ■ Assignment of person(s) to ensure day-to-day compliance with the program.

 ■ Provision for education or training of appropriate personnel concerning their 
responsibilities under the program.

 ■ Independent review of the program.

Table 1 provides a summary of FY 2016 money order, gift card, and money 
transfer transactions.
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Congress enacted 
a series of laws,
the Bank Secrecy Act 
(BSA), to combat 
money laundering.

The BSA requires financial 
institutions, including money 
services businesses, to deter 
and detect potential money 
laundering, and report 
suspicious activities to the 
U.S. Department of the 
Treasury’s Financial Crimes 
Enforcement Network. 

1 Money laundering is the process of concealing the existence, source, or application of income derived from criminal activity and the subsequent disguising of the source of that income to make it appear legitimate.
2 The Currency and Foreign Transactions Reporting Act, 31 U.S.C. §§ 5311-5330 and 12 U.S.C. §§ 1829 (b), 1951-1959, is also known as the BSA. Its implementing regulation is 31 CFR 103.
3 The BSA explicitly names the Postal Service as an MSB.

This report has not yet been reviewed for release under FOIA or the Privacy Act.  
Distribution should be limited to those within the Postal Service with a need to know.



Table 1. FY 2016 Money Order, Gift Card and Money Transfer Transactions

Financial Instrument Face Value Transactions Average Amount Fee Revenue

Money Orders $20,853,865,374 90,388,546 $231 $115,883,623

Gift Cards

Money Transfers

Source: Postal Service Electronic Data Warehouse (EDW)5 as of August 2017.

Finding #1: Compliance Contractor Reliance
The Postal Service’s anti-money laundering program is adequately designed 
to ensure compliance with the BSA, but management could enhance its 
implementation. Specifically, the BSA Compliance Office relied on contractor 
services to comply with BSA requirements. BSA Compliance Office management 
monitored ongoing suspicious activity, identified suspicious activity through a 
proactive lookback process, and analyzed reports developed by senior analysts. 
However, the prime compliance contractor had full control over determinations 
and decisions mostly involving structuring transactions6 and activity not already 
monitored by the BSA Compliance Office. In addition, BSA management 
depended on a separate contractor to perform quality assurance reviews of 
suspicious activity reporting.

The prime compliance contractor has been involved with the Postal Service in 
the identification and analysis of suspicious transactions since FY 2002. The 
contractor’s responsibilities include:

 ■ Conducting analysis to identify suspicious BSA related transactions.

 ■ Developing and maintaining BSA databases to ensure compliance with 
regulatory requirements.

 ■ Providing technical BSA and anti-money laundering system 
consulting services.

The contractor program manager also made suspicious activity reporting 
decisions, submitted required BSA reports to FinCEN, and performed reviews of 
suspicious activity transactions.

This occurred because the Postal Service did not provide sufficient oversight 
of the contractors performing compliance or quality assurance procedures. The 
BSA compliance officer conducted oversight activities including meeting with 
contractors regularly to provide direction; discussing trends and addressing 
potential issues; reviewing monthly contractor reports; and reviewing suspicious 
activity when the compliance contractor could not reach a reporting determination. 
However, best practices suggest a more robust process, to include:

 ■ Independently inspecting documents.

 ■ Frequently reviewing suspicious activity filing decisions.

 ■ Evaluating whether any new risks were appropriately identified, assessed, and 
incorporated into the compliance program.

Fiscal Year 2017 Bank Secrecy Act Program 
Report Number FT-AR-18-006

4

4 Total amount transferred.
5 EDW is the central electronic repository for retail, financial, and operational performance data.
6 Conducting transactions in currency in one or more financial institutions in any manner for the purpose of evading BSA reporting requirements.



 ■ Periodically evaluating whether contractor personnel are properly trained, 
knowledgeable, and performing in accordance with program objectives.

FinCEN guidance7 states that although an MSB may contractually assign 
responsibilities for developing policies, procedures, and internal controls, the MSB 
remains liable under the BSA rules for the existence of these respective policies, 
procedures, and controls. Contractually, the BSA Compliance Office has assumed 
responsibility for evaluating the performance and efficiency8 of the contractors.

While Postal Service policy9 only encourages monitoring of contractor activities 
to ensure all requirements are met, the Committee of Sponsoring Organizations 
of the Treadway Commission Internal Control Integrated Framework, 2013 
(COSO)10 provides stronger guidance. Specifically, COSO emphasizes ongoing 
and separate evaluations to confirm controls are present and functioning. In 
addition, it suggests management independently monitor those involved in the 
performance of the control activity through inspections and examinations. Further, 
COSO11 emphasizes management’s evaluation of the competence of contractors 
in relation to established policies and practices.

This level of reliance without sufficient oversight could affect the functioning of 
the compliance program if the contractor relationship is terminated. As noted by 

the contractor hired by the BSA Compliance Office to perform a quality review 
of the BSA program,12 the compliance officer did not completely understand 
the way the prime contractor structures and maintains various files used in the 
report writing process. Sufficient oversight is critical to ensure continued BSA 
compliance processing.

In addition, the Postal Service risks not identifying or reporting false suspicious 
activity, or potentially allowing transactions that support illegal activities. Further, 
when suspicious reporting expectations are not met, the U.S. Department of 
the Treasury and the U.S. Department of Justice could impose civil and criminal 
penalties on the Postal Service, potentially tarnishing the Postal Service’s 
reputation and brand.13

Recommendation #1:
We recommend the Chief Financial Officer, in coordination with the 
Treasurer, direct the Bank Secrecy Act (BSA) compliance officer 
to enhance oversight practices over contractors used to assist the 
Postal Service in complying with the BSA.

Finding #2: Program Procedure Changes
BSA management did not include changes to procedures for obtaining missing 
information on Postal Service (PS) Forms 8105-A, Funds Transaction Reports, 
such as social security, driver’s license, passport, and military identification 
numbers, in the BSA/AML14 Program Procedures Manual (Manual). In FY 2015, 

management updated procedures for obtaining missing information required 
for BSA reporting, to include automated email notifications to post office 
management. However, they did not include them in the Manual. This was an 
unintentional omission by BSA management.
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7 FIN-2016-G001, Guidance on Existing Anti-Money Laundering Program Rule Compliance Obligations for MSB with Respect to Agent Monitoring, dated March 11, 2016.
8 BSA and Anti-Money Laundering Compliance Program, Statement of Work dated October 20, 2014, U.S. Postal Service Responsibilities.
9 Supplying Principles and Practices, clause 2.1.d, dated September 2016.
10 COSO, Principle 16, Performs Ongoing and/or Separate Evaluations.
11 COSO, Principle 4, Commitment to Competence.
12 Independent AML Review Report of the United States Postal Services’ Anti-Money Laundering Program, dated December 21, 2016.
13 The Postal Service could face civil penalties of $25,000 per occurrence for each unreported transaction, and $25,000 for each day, and for each office that does not comply with the laws. In addition, the Postal Service 

or any of its managers can receive criminal penalties in an amount up to $250,000 and a five-year prison sentence.
14 Anti-money laundering.



The BSA requires MSBs to keep records on certain cash transactions. For 
each customer purchasing money orders, wire transfers, and stored value 
cards totaling $3,000 or more in one day, the Postal Service collects required 
recordkeeping information on PS Form 8105-A. The Postal Service also uses 
PS Form 8105-A to collect information from customers who cash money orders 
totaling more than $10,000 during the same day. Post offices with Retail System 
Software (RSS)15 transmit these forms electronically. However, post offices 
without RSS mail them to the BSA Compliance Office scanning and imaging 
contractor to upload into the BSA database for review.

COSO16 states documentation provides clarity around roles and responsibilities, 
which promotes organizational consistency of the adherence of policies and 
procedures. Additionally, it suggests documentation is required for effective 

design, implementation and operating effectiveness of an entity’s internal control 
system. Effective documentation assists in management’s design of internal 
control by establishing and communicating the who, what, when, where, and why 
of internal control execution to personnel.

When procedures are not included in the Manual, processes may not be 
accurately or timely completed and required information may not be obtained, 
which puts the program at risk for noncompliance with BSA record-keeping 
requirements.17 Also, outdated or inaccurate procedures are an unreliable 
source of reference for current employees and new hires who are not aware of 
organizational procedures. Management updated its Manual effective November 
3, 2017, to include procedures for obtaining missing information on PS form 
8105-A. Therefore, we are not making a recommendation.

Finding #3: Risk Assessment
The Postal Service did not address all required operational risk18 evaluation 
factors in their July 2016 risk assessment. The Postal Service’s BSA/AML/OFAC 
Compliance Policy Manual established the following required operational risk 
evaluation factors:

 ■ Transaction processing and record keeping systems.

 ■ Turnover frequency at post offices.

 ■ Financial services/products transaction activity.

 ■ Senior management involvement in BSA matters.

 ■ BSA Compliance Office relationships with post offices and contract 
postal units.

The BSA risk assessment included a short methodology, which contained a 
description of the overall assessment and risk categories evaluated, but did not 
adequately address three of the five required operational risk evaluation factors.19

This occurred because management did not have formal, documented 
procedures for preparing risk assessments. Also, BSA management decided 
not to widely disseminate these procedures. Had these procedures been 
documented, BSA compliance personnel would have step-by-step instructions 
on how to prepare the risk assessment, including fully developing the operational 
risk category.

COSO states unwritten procedures can be easy to circumvent, be costly to the 
organization if there is turnover in personnel, and reduce accountability. Further, 
COSO20 recommends the formal documentation of procedures when the process 
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15 RSS began deployment in 2014 and replaced the Point of Service system, which is the primary hardware and software system used to conduct retail sales transactions in post offices.
16 COSO, Overview of the Framework.
17 31 CFR 1010.410 Subpart D.
18 FinCEN Bank Secrecy Act/Anti-Money Laundering Examination Manual for Money Service Businesses, dated 2008, Risk Assessment Section, states a detailed risk assessment involves identifying specific risk 

categories such as product, customer, geographic, and operational risks.
19 Postal Service did not adequately evaluate systems used for processing and recordkeeping transactions, turnover frequency at post offices, and BSA Compliance Office’s relationship with post offices and contract 

postal units.
20 COSO, Principle 12, Deploys Control Activities Through Policies and Procedures.



is subject to an external third party review. FinCEN recommends assessing risks 
across multiple risk categories.

The risk assessment is the foundation for developing effective program policies, 
processes, and procedures. Documentation of the procedures for preparing 
the risk assessment would mitigate the risk of any significant omission which 
are critical for the identification and analysis of suspicious activity. In addition, 

documentation provides a means to retain organizational knowledge and mitigate 
the risk of having that knowledge limited to a few personnel, as well as a means 
to communicate that knowledge as needed to external parties.

As a result of our audit, BSA management agreed to fully address operational risk 
beginning with the FY 2018 risk assessment and created formalized procedures 
for preparing the risk assessment.

Management’s Comments
Management disagreed with the findings and recommendation but agreed 
that continuous improvement is beneficial to any program. Management also 
recognized the benefit of enhancing existing controls over the BSA/AML program. 
In response to recommendation 1, as of January 1, 2018, management stated 
they increased the frequency of random SAR reviews, from , 
that include an evaluation of the reason for the suspicious determination, review 
of the , and examination of images. In addition, 
beginning January 1, 2018, management increased the frequency of sample 
decisions reviews by contracted analysts.

Management noted that neither the BSA or implementing recommendations 
prohibit the delegation of functions to contractors. They disagreed that the prime 
contractor had full control over certain BSA determinations but, rather, played 
an important, yet complementary, role in the SAR process. Management noted 
they have controls, standards, guidelines, and safeguards in place that ensure 
the level of oversight meets the regulatory standard of reasonableness and, as 
such, the BSA/AML Compliance Office sets forth the parameters of determining 
whether a SAR should be filed. Management also noted that the OIG did not 
identify examples of oversight deficiencies.

Further, management stated that prime contractor decisions are subject to an 
independent review under the guidance of the BSA/AML Compliance Office. The 
compliance officer and a subject matter expert review the results and implement 
remedial measures if warranted. Finally, management stated that compliance with 
COSO in the BSA context is not required and COSO standards are not binding.

Management reiterated that the new program procedure changes were 
incorporated into the BSA/AML Procedures Manual prior to OIG audit report 
issuance. Additionally, management agreed to revise its procedures manual 
publication schedule, quarterly.

Management stated they are establishing a separate portion of the BSA/AML 
Compliance Office risk assessment to refer specifically to operational risks, 
and as part of that process, those currently included will be revised to more 
appropriately reflect AML risks. Further, management incorporated these new 
operational risks into the new risk assessment, scheduled to be completed in 
Quarter 2, FY  2018.

See Appendix B for management’s comments in their entirety.
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Evaluation of Management’s Comments
The OIG considers management’s comments responsive to the recommendation 
in the report.

Regarding compliance contractor reliance, we recognize that the BSA does 
not prohibit the delegation of functions. Our report did not state that. Rather, 
our report focused on the areas the BSA Compliance Office could improve its 
oversight of those functions to ensure they continue to play a complementary, 
but supportive role. We further acknowledge the BSA/AML Compliance Office’s 
contractor controls and quality assurance measures already in place.

We also agree that COSO standards are not binding, that they present guidance, 
and compliance is not required. The intent of our recommendation was to 
enhance those controls regarding contractor oversight, mainly prior to SAR 

submission. We included COSO principles as a guide to help management 
enhance its contractor oversight because current policy only encourages 
monitoring. Since the conclusion of our audit, management increased the 
frequency of SAR reviews and sample decisions reviews by contracted analysts. 
We believe these further actions will provide better oversight of the contractors.

As stated in the report, we did not make any further recommendations regarding 
program procedure changes and the risk assessment, due to the actions already 
taken by the Postal Service at the time of our audit. We believe the additional 
actions taken will further address the findings.

We consider recommendation 1 closed upon issuance of this report.
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Appendix A: Additional Information
Scope and Methodology
We reviewed the design of the Postal Service BSA program for compliance with 
the following BSA requirements:

 ■ Policies, procedures and internal controls.

 ■ Assignment of BSA compliance officer.

 ■ Provision for training of appropriate personnel.

 ■ Periodic independent review of the program.

We did not perform transactional testing. However, to achieve our objective, we:

 ■ Identified and reviewed BSA laws and regulations.

 ■ Reviewed FY 2016 BSA risk assessment.

 ■ Observed a walkthrough of the BSA transaction analysis process.

 ■ Interviewed key Postal Service Headquarters, field, and contractor personnel 
to discuss procedures performed.

 ■ Reviewed contractor oversight procedures.

 ■ Assessed BSA office staff qualifications.

 ■ Reviewed the BSA training program.

 ■ Reviewed the latest BSA program independent review dated 
December 21, 2016.

 ■ Benchmarked BSA compliance audit procedures to best practices within 
the industry.

We conducted this performance audit from April 2017 through January 2018 
in accordance with generally accepted government auditing standards and 
included such tests of internal controls as we considered necessary under the 
circumstances. Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that the 
evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objective. We discussed our observations and conclusions 
with management on December 13, 2017, and included their comments 
where appropriate.

We did not assess the reliability of any computer generated data for the 
purposes of this report. Our audit scope was not designed to rely on computer 
generated data.
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Prior Audit Coverage

Report Title Objective Report Number Final Report Date Monetary Impact

Bank Secrecy Act Compliance for 

Fiscal Year 2012

To determine why postal facilities 

did not always meet Postal Service 

expectations for reporting suspicious 

purchases and redemptions of 

money orders.

FT-AR-13-002 11/9/2012 None

Bank Secrecy Act Compliance for 

Fiscal Year 2015

To determine why large discrepancies 

in suspicious activity reporting exist 

among post offices located in the 

same high risk districts.

FT-AR-15-007 6/10/2015 None
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Contact Information

Contact us via our Hotline and FOIA forms. 
Follow us on social networks.

Stay informed.

1735 North Lynn Street 
Arlington, VA  22209-2020

(703) 248-2100

http://www.uspsoig.gov
https://www.uspsoig.gov/audit-recommendations
http://www.uspsoig.gov/form/foia-freedom-information-act
https://www.facebook.com/oig.usps
http://www.youtube.com/oigusps
https://twitter.com/OIGUSPS
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