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MISSION

The mission of the U.S. Postal Service Office of Inspector General is to
conduct and supervise objective and independent audits, reviews, and
investigations relating to Postal Service programs and operations to:

= Prevent and detect fraud, theft, and misconduct.
s Promote economy, efficiency, and effectiveness.
= Promote program integrity.

a Keep the Governors, Congress, and Postal Service manage-
ment informed of problems, deficiencies, and corresponding
corrective actions.



A MESSAGE FROM THE INSPECTOR GENERAL

This semiannual report focuses on audit and investigative work in three areas of risk (strate-
glc, financial, and operational) identified by the Offica of Inspectar General (OIG) as facing the
U.S. Postal Service today. We used nsk assassment 10 detarmine the critical areas requiring
attention based on the potential for adverse affects on the Postal Service. This ensures we
have tha right resources in the right places.

Our work and activities for the 6-month period ending September 30. 2007, are outlined here
pursuant to the Inspector General Act.

During this penad, we issued 206 audit reports and managemant advisories. These affarta
resulted in $1.6 billion in savings opportunities

and more than $1.7 million in revenue opportunities. We had 46 significant audit recommen-
dations, most of which were accepted by the Postal Service,

In addition, we closed 4,436 cases and referred 2,408 to management for administrative
action, Our investigators made 282 amrests, obtained 123 indictments, and we returned mors
than $13.2 million in fines, restitutions, and ecoveries to the Postal Service.

| fook forward to werking with tha Governors, Congrass, and Postal Service executves as we
continue 10 address the risks facing the Postal Service today.
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SUMMARY OF PERFORMANCE

For the period April 1 — September 30, 2007
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RISK ASSESSMENT

Top Postal Service leaders and the Baard of Governors (BOG) are Increasingly focused on
risks to the Postal Service.

We defina “risks" as events or things that could keep the Postal Sarvice from accomplishing
Its goals and objectives. Risks can be exprassed in terms of menay (for example — excessive
costs), They can also ba exprassed in tarms of loss of data (either to outside hackers or the
crash of a system that obliterates much needad management information), damage 1o public
goodwill or reputation, or damage to the ethical climate of the organization. On the other
hand, risks can be foragone opportunities such as the harm 1o futura growth and rovenue by
not introducing a great new product.

It Is up to the Postal Service to addross thair risks, but the OIG can add valua by baing awara
of all kay risks and understanding thelr ramifications. As a result, we need to be in the best
possible position to know what tha risks are, undarstand how thay might impact the Postal
Sarvice, and healp find ways to addrass tham more affectively, To that and, beginning with

the fiscal year (FY) 2008 audit plan, we developed a planning approach basad on a formal
top-down risk assossmant of the Postal Sarvice, Further, we are committed to addressing

the highast risks aven if it recuires tamporarily redeploying our resources of reassigning work.
This risk deployment approach heips us direct audit and invastigative resources toward top
priortties and critical areas for attention, basad on the potential for advarse effects on the
Postal Service,

Wae first identified three overarching nsk categones: Strategic, Financial, and Operational; then
wa arficulated specific nsk factors that confront the Postal Service associated with each of
thesa risk catagories.

The Strategic Risk categery includas big picturs long-range Issues, such as:
m Network strearnlining.
n Stratagic vision for automation,

m Strategic workforce planning.
= Viability of the Postal Servica business model.

The Financial Risk category includes issues with a clear financial impact, such as:

m Employees on leave without pay, limited duty, workers' compensation.
n Financial systems,

m Financial fraud.

m Pricing,

2 | Semiannual Report o Congress



The Operational Risk category includes
issues refatod to the day-to-day oparation of
the: Postal Service, such as!

m Planning and moniloring work.

u Revenue operations.

a Contracting process.

= Security of the mail

® Service,

Our Office of Audit executives conducted the
top-down strategic aspect of the process,
after gathenng important risk information
from Postal Servica officials and other kay
OIG officials. Once the risk categones and
nisk factors were identifiod, aldit executives
assassed each risk factar by idantifying the
likalihood it vall occur and the impact on the
Rostal Service, If it does occur, Each risk
factor was rated Low, Medium, or High, and
then the ratings were captured in risk matri-
ces for oach calegory. We shared the results
of this nsk assessment with the Postmaster
General (PMG), other top Postal Service
officials, and tha BOG's Audit & Finance
Committee, and then factored their input into
the final assesameont,

In the bottom-up tactical aspect of the
process, tha results were used to identify
and proritize audit work for FY 2008 based
on tho highest risk factors impacting each
audit director’s area. Thi diroctors also
coordinated their planning offorts to address
cross-functional issues, whore appiicabla.
Finally, whore necessary, wo are redeploy-
ing resources or reassigning work from ona

MANAGEMENT RESPONSE TO 016 WORK

directorate to another to ensure we addrass
the highest risks.

Qver the last fow months, top Postal Service
officials and the Audit & Finance Committee
have embraced their own need to focus on
risks. Tha Chiaf Fnancial Officar has formed
an Enterpriso Risk Management Stearing
Committee made up of

the Deputy Fostmaster B
General, General Coun

sel, himself, and others,
to further address risks
and institttionalize nsk
management in the
Postal Service.

Using bath our risk
assessmaont and risk
daploymeant approaches
aliows us 1o identify the
most important bodias
of work that noed to ba
done, and then position
curselves 1o do that work,
This more agile approach
will enhance our value to
the Postal Service.

For this reporting period
we highlight audits,
reviaws, and invast!-
gations that address
selected nsk factors in
strategic, financial, and
cperational areas.

R srrce

W axthore fo professional audit standards and prosent our stdit work fo monagement for comments proc in ssung A
firal report. Linkess othensiss noted in the selactid audt work discussed in this report, menagoaient hes agresd or partially
apreed with o reconmmemdations and is taking or has dveady Laken corroctivie action to address the ssues we raised.

Further, we adhere to the President’s Councll on Integaty and Efficiency and the Executive Counall on integnty 6
Hiiclency POE BIE) Oualty Standards for ivestijations in issuing 10 managemont the results of o adminkstrative
aveshegations. W repart the Facts in o Reports of investigaton, bol medas ho mecirmnendabions. Managerent deccde:
tiscploary action is warrantod snd ropts 1o us any action takon.
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STRATEGIC RISK FACTORS

The Strategic Risk categery includas big
pictura kang-range issues that Impact tha
Postal Servica's overarching strategic direc-
tion. Strategic nsk factors are those which
may impede the Postal Servica's ability to
be effactive and efficient, and ensure that

its products and services are saif-sustaining
and balance iegal considerations and
stakeholder views. The Postal Sarvica has
many Important initiatives in progress includ-
Ing optimizing its procassing and delivary
networks and increasing investments in
technology to streamiina operations. Thase
initiatives are crtical if the Postal Service is to
continue providing mall services to custom-
ars at a reasonable prica, Historicakty, mail
voluma (revenue) growth has covered the
growth of the dalivery network (cost), Today,
with daclining First-Class Mall volumaes, this is
Increasingly difficult to achiave,

The Postal Service's processing, distribu-
tion, retall, and dellvery network is one

of the warld's largest, comprising almost
34,000 sites and more than 460 mall pro-
cossing faciities. Tha existing network was
devaloped over tima to support the Postal
Setvice's historic businass model. However,
changing conditions are ralsing quastions
about this business model, and have made
network streamiining Imperative, These
changing conditions include mail voluma
fluctuations and daclinas, shifting population
demographics, and increasing automation
and mall processing by mailers,

The Presidant’s Commission on the Postal
Service tauded the Postal Service for its
goal of streamiining its distribution natwork.
In addition, Congress has ancouraged

the Postal Sarvice to continue Its network
streamiining efforts.

In FY 2007, the Postal Service mada some
significant strategic moves in streamiining
its network. Additionaliy, other important
changes are occurring in the environment
ragarding the Pestal Accountabliity and

4 | Semiannual Report lo Congress

Enhancemant Act of 2006 (Postal Act of
2006) and the mall mix. Each of thesa stra-
togic moves prasents nsks that must ba
carafully managed. At the sama time, some
opportunities nead to be seized axpadi-
tiously, such as furthering Intalligent Mall
{saa discussion on page 8).

This section discusses audit work address-
ing the strategic risk factors of:

m Notwork streamining.

» Strategic vision for automation.
m Access to products/services.
s Intalligent Mail.

m Human capital,

Network Streamlining. Tho Postal Sarvice's
business environmant is challenging due to
declining First-Class Mall volume, Increasing
competition with tradiitional mail products
from the privata secter, increasing auto-
mation and mall processing by mallers,
and shifting population demographics. In
addressing these chaillenges, the Postal
Service continually looks for oppartunities
to streamling oparations, raduce costs,
increase operational effectiveness, and
improve senvice.

In recent years, the Postal Service's most
significant strategic effort to optimize its mail
processing network is to identify potential
operations and nelwork changes to create
amore flexible postal distribution and trans-
portation network. Additionally, the Postal
Service uses Area Mail Processing (AMP)
studias lo consolidate mail procassing func-
tions to efiminate excess capacity, increase
efficiency, and better use resources.

Ouwr' racent reviews focused on the procass
for identifying consolidation opportunities,
whether congolidation proposals have bean
supported, and whether consolidations real-
ized projected cost savings. In general, we
found the consolidations were supported,



m Wa reported that hoth the stratagic

approach (top-down) and tactical
approach (bottom-up) add value to the
process of identifying consofidation
opportunities and halp ensure consis-
tency. However, the Postal Sarvice coutd
improve this procass by integrating the
benefits of both approaches. There were
ncorsistancies In the identification of
bottom-up AMP consolidation oppor
tunities where area management had
daveloped additional criteria for service
degradation, minimum savings thresh-
olds, and distance between facilities. We
recommendad that management validato
consolidation opportunities with the net-
work realignment strateqgy and revise
AMP guidance,

We asspssed the post-implamentation
reviaws (PIR) of the Manna Processing
and Distrbution Center (P&DC) consolida-
tion into the |.os Angeles and Long Beach
P&DCs, all located in California. Wa found
with the consolidation resulted in consid-
erable savings. However, support for and
accuracy of tha Marina PIR could have
been improved. Thare were misstate-
ments in workhours, transpaortation, and
associatad costs resulting in a nat savings
ovarstaternent of $1.5 million. Further, wa
identified Issues with data retriaval time-

PIR, establish a rigorous review process
for identifying AMP and PIR arrors, and
clanify AMP gudelines.

Managemeant requested we review the
proposal to consolidata the Bronx, Naw
York, PADC incoming mall operations into
the Margan Station, New York, P&DC,
Wa concluded the proposal was gener-
ally accurate and supporiad, showed
ovidence of management review, and
provided confirming avidence for the

The Psial Gorvies T PIOCEIENg, AXNDINEAN, FELRL, 301 Ceary TRmicK 1% 2690 0f Wil e SIgesl, coreomeg
aimant 34 000 sited a00 mone than 450 mad processn) Beltes

tion issuas rasulted in an overstatement
of $1.4 milion in savings. In response to
congressional inquines, we also reviewed
concoms regarding the impact of tho
consolidation on trailer volume during
peak hours, workar reassignments,
determined that management’s planning
appearad adequate to minimize any nega-
tiva impacts. In addition, thare were soma
potential consofidation risk factors and a
slight downgrade in Standard Mall service.
Managament comectad the savings issucs
during the audit and resubmitted the AMP
10 headquarters for raview. and approval,
We recommendaed that management
develop a mora objective and supportabile
method for datermining raquired work:
hours for consolidations.

Rori 1 — Septamiber 30,2007 | &
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‘ Streamiining the network presents the Postal
Servica with mary chaflenges. These chal

: lenges inchude developing a flexible network

‘ that can adiust 1o changing markat condr-

‘ tions and mail volumes; balancing sarvice
with cost; keeping stakehoidars inforrmed to

f pravont surprises; and maintaining resiience
in the event of major disruptions, natural
disastars, or acts of tarrorism,

We will continue ta review initiatives 1o
streamiing the network to ensure these initia-
lives achiove desired results and comply with
the Postal Act of 2006 without sacrificing
service to stakeholders.

Enterprise Architecture. The Postal Sarvice
halancoshcrnasingdernmdstomhanmhs

technology investment capabilitios with the
nead 1o control costs. One techniquo that
¢an halp with this s an Enterprise Architec-
ture (EA), which is a conceptual framewark
for dosigning, developing, and operating
business solutions to ensure that Postal Sar-
vice business goals are alignad. Managed
properly, an EA can clarify and help optimze
the interdependencies and relationships
amang an organization's busingss operations
and tha infrastructure anxd applications that
support thom.

Our evaluation found the Postal Service had
axecutive support for EA, but plans did not
demonstrate an awarenass of EA within
Postal Service Engincerng. Engineenng did
not utiiza standard processes and controls
that promate accountability and effective
projact execution under EA, and they did
not identify clear measurament of prograss

= towards goals within corporate timelines.

To matuwre under the EA framework, we
recommended that Postal Service Engi-
neering establish and fund a program office

- lo support the Postal Service EA, and

== delegate responsibilities supporting tha

No ons wants to work
with someons who

|5 trying 'ta defraud
or ';teni from tha U.S.
Postal Service

1 8y Phone

i By E-mail

} UNITEDETATES
POSTALSERCE

A EDAGESS 45 VAN ot W CRSTRRAA T B DOkS (7003 30) DOt Thcaes g
i Hepartiong petiod.
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Postal Sarvice chief architect. Additionally,
we recommended that they make informa-
tion secunty mara visibla in technology
plans, and standardze tools o measire
risks, progress, quality, compliance, and the
impact of adjustmants. Management
agreed thal moving in this direction had
merit and commiunicated our findings 1o tha
Senior Vice President of Strategic Planning
for consideration,

Commadity Sourcing Activities. In response
to BOG questions about the Automation
Category Management Centor’s (CMC)
practice of awarding contracts to a limited
number of suppliers, often noncompetitively,
we reviewed the commadity sourcing activi
tias within the Automation CMC. In general,
the Postal Sarvica affectively identified

and maintained a mall automation supplior
base consistent with its policies and busi:
ness cbjectives. Spacifically, Postal Service



officials adopted an acquisition strateqy
and astablished strategic partnerships with
key suppliars to acquire automated mall
procassing equipment. and enhancermants.
In addition, thoy took action 1o mitigate risks
associated with contracting with a few

kay suppliers.

Howover, in light of the Emited automation
equipmant supplier market, we recom.
manded tha Postal Service explora options
for developing aternative mail automation
supply sources and includa appropnate tech
nolegy protection clauses in these contracts
to betiar protact its invastments. Addition-
ally, wo recommanded the Postal Service
obtain contractor cost of pricing data when
noncompatitivaly awarding share-in-savings,
incentive-type mail automation contracts

Management agreed with the racom-
mendations except they did not agrea to
abtain contractor cost or pricing data when
noncompetitively awarding share-in-savings,
incertive-type mall attomation contracts.
Altematively, they said they would conduct
market research activitins with other world
posts 1o obtain information about the prices
paid on recognition system address inter
pretation improvements, and would include
this information, togather with the Postal
Service'’s historical pricing, in future negotia
tion memorandums 1o improve the price
analysis coverage for contract file documan
tation, This is expacted to help ensurd that
contracts are fair and reasonably priced and
suppliers are not unduly enriched. We may
reviaw the price analysis doctmentation dur-
ing future audits of noncompatitively awarded
share-in-savings contracts: In addition, the
Postal Service said it will routinety include
appropriate technology protection clauses in
all new automation contracts.

Automated Postal Centers, \We assessed the
dapioyment strategy of Automated Postal
Cantor (APC) kiosks and determined that
the Postal Service deployment strateqy was
adequate. Postal Service officials initially
daployod APC kiosks to fadilities based on

Automateq Postal Center

W recommented mansgemen] foevauato S oralt Docton Andyvss Mopott b s irdogees Y actdevng lhor
gont of soutng 0 40 the perzeninga of r2sall FANSIONONS DONCRCTA) via aRamats socess chanmess ty 2010

operation critena. As of Dacember 2006,
officials had identified and appropnately
redeployed 170 underperforming ARPC
kKiosks. Additionaily, we performed an analy
sis of FY 2006 actual transaction data for
tho best 3,000 candidate facilitias for

APC daployment.

Wea recommended the Postal Service revise,
finalizo, and distributa the ARPC instructional
documents 1o area officials and include infor
mation on procedures similar to those found
in Handbook PO-102, Seff Service Vending

Apri 't — Septamber 30,2007 | 7
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alsa recommandod management resvaluate
the: draft Decision Analysis Raport (DAR)

10 include stratogies for achieving their goal
of doubling to 40 the percantage of ratall
fransactions conductaed via altornate access
channels by 2010.

Intelligent Mail. Inteliigent Mall is a major
Postal Service intiativa to capture and share
information about each maiipiece throughout
its processing, allowing end-to-end visibility.
We assessad the deployrment status of data
the Postal Service sought the appropriate
compensation for additional costs due to
program delays.

The data acquisition system was maore than
18 months behind schedule due to haraware
for program losses dua to schadute delays
wero timely, the Postal Servica axcluded
certain refavant losses from the negotiations.
In particutar, we identified losses related to
extarding the senvice iife, maintaining the
legacy system, extending tha period for
program management services suppliad by
a separate vendor, operating cptical scan-
nerm«mmbmmuu\anmctod and
storing postal-furnishad . Tha
Postal Sarvice coudd have negotiated those
losses for aaditional vondor compensation

based on a percentage share of the respon
sibility for schadule delays. Since we had
hightighted similar issues in prior audits, we
recommended that the Pastal Service final-
iz a formal process for nagotiating delay of
defivery of goods and services.

Management disagreed with the audit finding
that there were unrecoverabie questioned
costs and belleved the report findings would
not have resuited in a highar recovery.

Compmhensive Strategic Workforce Plan.
Although the Postal Service has takon sorme
stops 1o address workiorce planning for

at both the field and headquoartars lavels, it
has not developed and implemented a com-
prehensive stratagic workioree plan that fulty
addrasses the five key elements ossential to
successful workforce planning. These kay
alements include such things as determining
the critical skills and competancies neaded
to achieve current and future programmatic
rastits, and developing workforce strategies
taflorad 1o address the numbar, deploymaent,
and alignment of human capital.

develop and implement such a plan to help
quida its human capital efforts and perform
its mission economically, efficiently, and
effectively. In addition, impiementing the
recommendations

N
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will assist the Postal
Service In resporg-
ing to Congress in
compliance with the
- Postal Act of 2006,
which requires a
plan describing tha
longg-tanm vision of
the Postal Service
for rationalizing its
infrastnicture and
workforce to support
naw service standards.
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FINANCIAL RISK FACTORS

that have a clear financial impact, particularty
those related to cost control and revenue
genaration. The greates! opportunities to
raduce financial risks are in the araas of
improving internal controls in financial sys-
toms, processes, and benefit programs,
and maximizing tha cost-affectiveness

of contracts.

The major financial frends in FY 2007 were
that financial staternent audits continued to
praduce unqualified opinions and that afforts
relatad to Sarbanes-Oxiey Act provisions are
off to a geod start. Additionally, labor costs
continuea ta receive attention, and thare

are some opportunities 1o be sezed in con-
trolling Pastal Service contributions to life
and health insurance.

Financial risk factors for the Postal Senaco
discussed in this saction include:

» Workers' compensation prograrm claimant
and provider fraud.
s Postal Service benefits programs.

s Maximizing the cost-sffectiveness of
contracts, and contract frabxd.

» Financial fraud.
» Financial systerns and processes,

Our Office of Investigations has five inves-
tigative programs, three of which addross
financial risk: heaithcare fraud, contract
fraud, and financial fraud. Workers' compan-
sation risk is addressed under the heatthcare
fraud program. We investigated two types of
cases under this program; Office of Workers'
Compensation Program (OWCP) claimant
fratid and OWCP medical provider fraud.

OWCP Clalmant Fraud. A critical cost controf
area within the Postal Sarvice is the fund

ing of workers' compansation benefits for
employoes who sustain job related injunies.

It Is a violation of federal criminal law to
knowdngly make a falso reprasentation on

an OWCP clam. (A false representation
typically inveives unreported income or mis-
represantation of one's physical mitation.)
Wa wark closely with injury compensation
units and management 1o idontify instances
of suspected workers' compensation fraud.
When we find instances of fraud, we gathar
facts and report findings to managament
and prosecutors, Criminal prosecutions of
these offenders are an effective deterrent 10
combating workars” compensation fraud.
A conviction pravents those claimants from
obtaining any future OWCP henafits,

P o e O s s et
Fenta) Service's ity Sompensation SpecaRste. who work Cosily
W Our paciat ape0ts O thess MERHDRDNS . This newsiptier &

peariod, our invastigations resulted in
$87.9 million in cost avoidanca:.

During this reporting period, wa compiated
971 investigations and obtainad 16 ciminal
nel.action against 307, inchxding remavals,
lettars of wamings, and claim terminations.

Our rwestigative goal in this area Is to pravent
and deter workers' compensation fraud, not
simply detect and mvestigate it. For axample,
10 exarnine additional ways 10 control tha
escalating workers' compansation costs,

the Postal Service and the OIG, along with
officials from DOL, convenad in Ariington,
Virginia, at a National Injury Compensa-

tion Symposium and Training Confarence

in Aprit 2007. Duning the first 2 days, more -
than 200 attendees shared executive -lavel
knomedge of the workars' compensaticn
program, discussed the program’s design
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and Intended function, and talked about

the chalianges facing the pragram. Tha final
day was davoted to investigative training for
spacial agents. We also publicize criminal
warkars' compansation fraud to the Postal
Service through a "Healthcare Fraud High-
lights Newsletter” The nawslatter is designed
To raise awareness and deter other attempis

to defraud the governmennt,

Following are axamples of investigations dur-
ing this reporting period.

a Former lllincis Rural Letter Carrier
Sentenced to Prison for OWCP Fraud.
A formar Rural Lettar Camer had received
workers' compensation paymants since
Decambear 2002, claiming she was unabia
to perform any waork because of extrama
pain and Iimited movemant In her hands
and arms. Spacial agents challenged her
claim when they leamed the claimant
oparated a lawn and garden business and
faliad to report eamings 1o the DOL. She
was convicted in foderal court of fraudu-
lently obtaining workars' compeansation
banefits. In May 2007, she was sentanced
to & months in prison, 5§ months of haome
confinemant, and ordered to pay $62,226
in restitution. Her workers' compansation
bonefits were tarminated; thereby saving
the Postal Service $1,067,040 in future
workers' compensation costs.

s Selling Cattle Rasults in OWCP Fraud
Conviction. We received an allaga-
tion that a Virginia Rural Latter Carrier
was working on a farm whille recelving
workers' compensation benafits, Our
investigation revealed that the employee
earnad between $6,000 and 87,000 on
tha sale of cattle from his ranch while
recaiving workers' compansation pay-
ments and falled to repart these earnings
as required on DOL forms, The employee
was Indlicted on a federal charge of
falso statemants. He plad guilty and in
May 2007, was sentenced to 2 years of
probation and ordered to pay $8,038 in
restitution, Foliowing the sentencing, the
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DOL ordered him to repay an additional
$33,513 and than tarminated his work-
ars’ compensation banafits, allowing the
Postal Sarvice to save $642 588 In future
workars' compensation costs,

u OWCP Fraud Investigation in New
Jorsay Resuits in $1,225,000 Cost
Avoidance. We were advised that a Rural
Lettar Carrar was parforming physical
activitias inconsistant with har “total dis-
abiity" status. The employee had eardier
filed a workers” compensation claim alleg-
ing she had a shoukier injury causad by
rapetitive movement. As a result, sha sald
sha could not perform limitad work duties
at the post office. She said she could not
usa aither arm, was on pain medication,
and was unable to drive an automoblie
or lift objects weighing batween 2 and
16 pounds. Special agents' survelliance
showed her on rides at a Six Flags Great
Adventura amusament park and display-
ing no apparent signs of discomfort or
disability. The next day, we videotaped her
camying grocery tags. Ona month later,
she completad a quastionnaira raprasant-
ing that sha was basically placad on bad
rest, and this is what she did most of the
time. Wa presanted this evidence to the
traating physician, who approved the
empioyea for imited duty, The Rural
Lettar Carrier rasigned in May 2007 aftar
recelving 4 letter of ramaoval from man-
agement. As a result of our investigative
afforts, tha Postal Service avoided costs
of $1.2 million,

u Convicted Former Mail Handler to
Rapay $393,000 for OWCP Fraud. A
proactive review of racords determined
that a formar New York Mall Handler
concealed his business anterprises from
the OWCP whila recalving compensation
payments on the parodic roll, The Mal
Handler injured his back in 1988, and
bagan recaiving workers’ compansation
payments in 1989, Qur review revealed
that while recaiving workars' compensa-
tion payments, the former Mail Handlar



bought and sold cars for his wilo's
automobiie sales business. During tha
exacution of a faderal search wamant,
spoecial agents obtained evidence con:
firming that the former Mail Handler also
operated a sign-making business and a
driveway-sealing business. in Juna 2007,
the Mail Handler retired from the Postal
Sarvice, and in August he pled guity in
foderal court to committing fraud to cbtain
foderal employee compensation. The for:
mer Mall Handlar agreed 1o pay $392,864
in restitution. Sentencing is schadulad for
Dacember 2007. The Postal Service real
izad a cost avoidance of 85956 140.

OWCP Medical Provider Fraud. \Ne also inves-
tigate allegations of fraud against medical
providers who treat multiple Postal Senvice:
OWCP claimants. Folioaing are examplos of
our medical providar fratd investigations dur-
ing the reporting period.

a Maedical Contractor Convicted of Mail
Fraud to Repay $63,700 to Postal
that a Contract Nurse at a California
postal faciiity created 38 false invoices
inthe name of a fictitious doctor and
directed payments to a past office box
sha controlled. A total of $63,700 was
paid to the Contract Nurse befora the
schome was detected, The Contract
Nurse was Indicted in fodaral court on a
charge of Mall Fraud. She pled guilty and,
in May 2007, was sentanced to 3 years of
probation and ordered 10 make restitution,

a California Chiropractor Ordered to Pay
Rastitution in lllegal Kickback Scheme.
Our invastigation determined that a Cali-
fornia chiropractor made iliegal payments
1o a Pastal Service Injury Compensation
Spacialist in retumn for refarrals of injured
postal empioyess to his medical practice,
The chiropractor plad guiity and, in
May 2007, was sentancad to 3 years of
probation and ordered 1o pay $256,664
in restitution,

Postai Service Benefit Programs. \We assessod
the Postal Service’s Foderal Employees’
Group Life Insurance (FEGLI) and Federal
Employee Health Benefits

(FEHB) programs for bar-
gaining and non-bargaining
employees and found they
are comparabie to the
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six federal and five quast.
focleral agencies with which
we benchmarked. How-
aver, the Postal Sarvice's
contribution rates for both
pragrams wera skinificantly
highar than most agencies.
For exampile, the Postal
Sarvice pays the full cost of
the premiums for almost ali
empioyees’ FEGLI basic life
insurance and for axecu
tives' Option-A Iife insurance
and FEHB benafits. Most
othar agencies pay 33 and
72 porcent of the FEGL! and
FEHB promiums, respec-
tively, for their employses.

Wa aisa found that the
Postal Sarvice made greal
progress in reducing future
FEHB costs when it successfully negot-
ated with two of its major unions — the
Amenican Postal Workers Linion (APWL))
and tha National Postal Mall Handlers Union
(NPMHLU) — for a reduction in the agency's
FEHB contribution rate of one percent for
each year of the new collactive bargaining
agreoments. Based on our analysis, this will
result in 2 $713 million savings to the Postal
Servica ovar a 10-year penod.

wii'a mfomobis mves

Changes can be made 1o axisting FEGLI and
FEHB contribution rates through negofia-
tions wath thoPostal Sawmesomermions

non-bargaining employees). Thase changes
could result in significant savings o the
Postal Sorvice. Specifically, we estimatad the
prasent value of the Postal Service’s potantial

.
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savings resuting from further reductions in
benefit program contributions to be $1.073
bilkon ovar 10 years.

a pyramiding of prafits. In addition, certain
subcontract cost proposals were inadequate
and the subcontractars wera unable 10 sup-
port their proposed costs.

Since the non-compliances and inadequa-
cies wera significant, we did notf baliave tha
proposal was an accaptable basis for nego-
tiating a fair and reasonable contract price.
Therefore, we recommanded that the Postal
Service not negotiate a contract basad on
this proposal, Additional Information was
provided by the contractor and further audit
work was performed. Wo expect to issue a
report on tha most recent proposal submis.
sions in October 2007,

Contract Fraud. \We address the Postal Ser
vice's external risk to financial fraud through
our investigative contract fraud program.
This program is a cross-functional efforf
involving special agents, contract fraud
aftomays, foransic examiners, and investiga-

tive analysts.

Mmmma.&'nﬁ Mmoo fim r.waxﬁnmx»me mmuasmsﬁm:mnm
Mo/ Consumatios Soiosad mon (s $235 Mo 1 quesSones costs.

Togather, OIG componants are identifying
ways to more aggressively investigate con

Maximizing the Cost-Effectiveness of Contracts.
Wa issued 11 contract-related audit reports
during the roporting period, avaluating five
cost proposals, two accounting systems, two
leases, ona claim, and ong Koy performance
indicator, Thase audits identified questionaed
costs of mare than $500 millon. This infor-
mation was provided 1o contracting officers
for their consideration in negotiating the best
torms for the Postal Service. An axampla of
significant work in this area follows:

An atkiit of a $518 millon firm-fixed-price
proposal for the Biohazard Detection System
Operations and Maintenance/Consumables
disclosed more than $235 million in ques-
tioned costs. The contractor did not provide
partinant cost and pricing data requasted
during the audit. The audit also determined
numerous related party transaction concems
and unaliowable costs that resultod from
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tract fraud schemeos that range from failure of
contractors 1o.mest contract specifications 1o
payment of bribas to postal amployees; from
cost irequiarities of chargebacks to double
and falsa biling. Other common schames
includa kickbacks, conflict of interest, and
misuse of contract modifications.

A natianal approach ensures that when a
schema is identified in one region of the
country, other offices are on the lookout
for similar schames. For examplo, after the
discovery of a contract fraukd scheme in
Houston involving recycling contracts, all
simitar contracts around the country were
quickly idenfified and leads sent to other
fiok] offices.

The Postal Service prasently manages many
contracts, involving tens of bilions of doliars
and ranging from multimiion-doflar national
contracts for services such as transportation
netwaorks and information technalogy (IT)



infrastructures 1o local contracts for supplies

and senvices at individual postal faciiitios.
The shoer volume of contracts and their
huge dollar value provide opportunities for
contractors and employees to defraud the
Paostal Service. We aid the Postal Service by
assaessing its management of acquisitions

and contracts and investigating allegations of

contract improprictios.

During this period, we completod 96
Contract Fratxd Investigations, resulting in
$1.3 million returned to the Postal Senvice,
Foliowing are examples of invastigative
accomplishments in this area.

m Postal Service Receives 5424614
from Two Contractors for Improper
Fee Paymaents. In August 2007, the
U.S. Dapartment of Justice announced
that two federal contractors paid
approximately $5.2 million to tha U.S.

Governmant to settle allegations that thay
solicited and provided improper payments

and other things of valua on tachnology
confracts with gavernmant agencies,
including the Postal Service, The Postal
Service received $424 614 from this

sattiemant, This settioment stemmed from

a False Claims Act lawsutt filed in Sep

tember 2004 in foderal court in Arkansas
alleging That numerous companias inap-
propriately received kickbacks and other

referral fees from afliance agreements they

formed with other companies. Under tho

alfiance agreements, the governmen! con:

tractor would allagadty receive improper
payments for recommendiing haraware,

softwarae, and computer sarvices provided

by another company. Spacial agents
reviowod and analyzed thousands of
subpoanaed records to identify evidence
of the scheme. This case is being inves-
tigated jointty with several other federal
law enfarcement organizations, and the
Investigation s ongoing.

u New Jersoy Postmaster Pleads Guilty
to Embezzling $16,500. In May 2007, a

formor New Jarsey Postmastor pled guilty

in federal court to embezzling $16,500
from tha Postal Service. Our investigation
determined that the former Postmaster
had a postal employee parform 5 weeks
of camentry work at the home of his ex-
wife, while the employee was on duty. The
Postmastar also allowed five employnes
to donate annual leave 1o his ex-wifa, who
is also a postal employee, and then falsi-
fiod the amployees’ attenddance rocords
to refiect that they ware working during
timas when they were actually on leave.
The carpentry work and leave time 1otaled
$16,500. The Postmastor also stearad
plumbing, heating, and air conditioning
work 1o a contractor at inflated rates in
raturn for kickbacks. He resigned from the
Postal Service in Octaber 2006 and will
be sentenced later this year.

Colorado Postmaster Paid Wife
$35,000 for Landscaping Services

Not Parformed. We received informa
tion that a Colorado Postmaster was
porforming landscaping work at tha

post office while on duty, evan though

a company was being paid to perform
that the Postmaster improperty steered
landscaping and snow removal contracts
to his wife's company, which had con-
tracts only with the Postmaster’s post
office. Special agents found that the
Postmastor's wife used har maidan name
to conceal her marital relationship and that
the Postmaster assisted her in preparing
the bids. The wife acknowladged she was
paid for doing pothing more than submit-
1ing monthly invoices. The Postmaster and
his wife were arested on state cnminal
chargas. in Saptember 2007, they both
pled guilty to charges of theft and failuré to
disclose conflict of interest. The Postmas-

ter ratired undor investigation.

New Jersay Manager Pleads Guiity

ta Raceiving Years of Kickbacks. Wa
investigated questionable contracting
practices by a New Jersay Operations
Manager. Our investigation determined the
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Operations Manager stearod $600,000in
contracts for plumbing, heating, ventila-
tion, and air conditioning work at various
postal facilties ovar a period of 8 years.
I ratumn, he received payoffs of batwaon
$100 and $400 for each job. Additionally,
he received free auto rapairs for himself
and his family, a free car for his son, and
$2,500 for his daughter’s wedding. Wo
further detarmined he used the carpentry
services of 2 poestal employee at his resi-
dences while the employee was on duty.
The Operations Manager was suspanded
from the Postal Service without pay. In
July 2007, ha resigned and pload quilty to
ona count of conspiracy to defraud the
govermnment. He faces up to & years in
priscn and a maximum $250,000 fine.

Financial Froud. Tha Postal Service has
annual operating revenue of nearly $73 bil-
lon. Each day it serves mora than nine milion
ciistomnars and ssues mora than 900,000
monay orders. We address nsks in this

Lty soring of 2007, micze hia 500,000 pestal
| IO Lo A ity ] wTi e DYtiEK
- Sinlitrnes. (sAding VOO R ehong postll
cmmes 1o Ine DK
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area through our nvestigative Financial
Fraud program,

The Financial Fraud program objectives are
10 protect postal revanue and assets from
theft ar mistse; to raview intornal controls
and identify problems and solutions 1o pro-
vent the loss of postal revanue and assets; to
investigate and initiate administrative, civil, or
responsible for the theft or misuse of postal
revenue and assets; and to provide guidance
o postal management to reduce risk,

Financial Fraud investigations include:

u Employee thell of postal lunds associated
with retail unit revenue from the sale of
slamps, money orders, retall products,
and packaging products.

u Personal use of postal funds associated
with retail sales (for example, kiting money
orders or postage sales).

u Theft of postal products {stamps or pad-
dad bags) and seqvices (the rent for a Post
Office Box).

u SmartPay card purchases converted lo
parsonal use.

w Gasoline purchased with the Vioyager card
for personal Lise,

m Merchant-submitted fictitious Voyager
card transactions.

Duning this reporting penod, our investiga-
fions have resuted in 112 arrasts, 365
parsonnel actions, and $735,000 in
recovarias to the Postal Sarvice. Foliowing
are exampies of our invastigative work in
this area.

s Puerto Rico Contract Station Oparator
Arrested and Contract Terminated for
$130,000 Embezziement. Spacial agents
investigated the discovery of several bank
deposit discropancies that ware assoch-
ated with a Contract Postal Unit (CPU) in
Puerto Rico. Our investigation revealed
that the Contract Statien operator embez-



zlod more than $130,000 and usad
the funds at various Puarto Rico hotels
and casinos. In May 2007, the contract
holder was arrested, and the contract
was tarminatad,

Ohio Sales and Service Assocl-

ate Guiity of Stealing $72,000. We
investigated an Ohio post office after
regular audits kentified a pattam of stamp
shortages. Undercover spacial agants
obsarved a Sales and Service Associate
faiing to properly record and account

for stamp sales. He recorded soma

retail transactions at less than faca vaiue
and did not record othars at all, Further
investigation detarmined that the Sales
and Service Associate had taken approxi-
mately $200 a day In retall sales for mora
than 18 months, totaling around $72,000.
The Salas and Service Associate retired
from the Postal Sarvice, In August 2007,
ha enterad a quilty plea in federal court to
one count of Misappropriation of Postal
Funds and agreed to pay full restitution to
the Postal Service. He faces a possible
maximum santence of 10 years in jall and
a fine of $260,000 at his sentancing later

this year.

North Carolina Postmaster Convicted
of Embezzling $40,000. We datermined
that a North Carolina Postmaster issued
money orders and cashed thom before
reporting the sales. Our review of financial
reports indicated a possible ambezzio-
mant and chack kiting schame. Cur
invastigation determined the Postmaster
had embeazzled approximataly $40,000
in Pestal Service funds. The Postmas-
ter resigned in January 2007 and was
indicted in state court on five counts of
embazziement. Sha plad gullty, recalved
a suspanded jall sentence and 90 days
houss amrest, and was ordered to pay.
restitution to the Postal Service.

California Sales and Service Associate
Removead and Arrestod for Embezzling
$25,800 in Money Orders. A monay

order exception report identified 17 monay
orders assigned to a station of a Califor-
nia post office that wara cashed but not
raported as sold. Our investigation deter-
mined that an addttional 13 money orders
wera also not reportad as sold. Our inves-
tigation showed that the monay orders
wora assigned 10 one employee who
printed money orders totaling $25,800,
issued tham to harself, and cashad tham,
She also wrote parsonal checks to pay
for tha money orders and put the checks
in har cash drawer, but never deposited
the checks at the close of business. The
employee resigned from tha Postal Ser-
vice and was indicted In federal court in
July 2007,

Missouri Postmastear Pleads Guiity to
$21,000 in Postal Money Order Fraud.
A review of monay order raports datar-
mined that two monay orders, issued
from a Missouri post office, had cleared
the Federal Rasarve Bank betore the
reportad dates of sale. We investigated
this and detarminad the Postmastar
porpetrated a personal short-tarm loan
schame, She issued 288 money ordars
that wera reportad as sokd on dates later
than tha dates on which the monay orders
were imprinted. Over a 3-year pariod,
tha Postmaster fraudulently issued more
than $21,000 in postal money orders. In
February 2007, the Postmaster resigned
panding termination. In August 2007, tha
Postmaster plad gulity in faderal court 1o
charges invaling fraud regarding issu-
ance of postal money orders. Sentencing
is schedutad for later this year.

Colorado Contract Postal Unit Owner
Pleads Guiity to Embazziement of
$11,500 in Postal Funds. Wa recalvad
information that a Contract Postal Unit
{CPU) lassee was behind in rant by
approximately $16,000. (A CPU is a “post
offica” located within a retail establish-
mant that oparates under contract with
the Postal Service by Individuals who are

not postal employoes. CPUs ganaraily
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maintain a surety bond to cover the vaiue
of stamps and cash on hand.) Our inves-
tigation found the CPU aanar esmbezzled
approximatelySﬁSOOlnpostalfmds

batwaen November 2004 and March 2006
and manipulated records to conceal the
crima. In January 2007, she plad quiity to
one count of theft, and was semtenced 10 4
years of supenised probation and ordered
o pay restitution.

Rnancial Systems and Processes. We perform
reviaws to assess the adequacy of controls in
financial systems and processes. Foliowing
are two audits conducted in this area.

s Oracle™ Accounts Payable — Feeder
Systems. Oracle Accounts Payablo
(Oracle AP) processes all non-payroll
relatad payments, which totaled approxi-
mately $14 bition annually, Businass
processas include supplier maintenance,
purchase orders (PO), and involca
management. Oracle AP receives and
processaes invoicas, receipts, and POs
from 30 olectronic feadar systoms. Each
fooder systam represants an Individual
appiication with its own inharant risks and
unique controls.

Our audit showead that, generally, the
controls in place for the Contract Author
ing Management Systam (CAMS), the
Logistics Control Managamant Systam
(LCMS), and tha Transportation Contract
Suppart System (TCSS) were adequata
to ensure data and transactions are valid,
authonzed, and accurately processed,
Howavear, the Postal Sarvice can imprave
controis by updating contract award num-
bars, reinforcing separation of duties, and
implementing batch reconciiiation control
totals in CAMS, Additionally, management

can improve processes of the Pay Alona
faature n TCSS.

During our review, managemeant
strengthened sacurty by implemanting
encryption of TCSS. in response to our
audit, managemant provided Instruc-
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tions for CAMS users covenng updaté of
oldar contracts with naw caontract award
numbers whan a cantract is ranawed,
modified, or changed, Management also
took action and performed a raview of
processas and controls relating to batch
controls within CAMS, concluding that
the systam processas and controls are
adequata. Managemant will also estab-
lish oparational procedurss to move tha
cradit mamoranda to a site that doas not
praceass third-party payments, when a
Pay Alone request for third-party payment
rasufts in a nagative invoice balance,

Refund Process — Capital Matro Area.
We audited the Capital Matro Araa'’s
Refund Pracess and found that retall
associates and customar senvice supenvi-
sors were not aways propery procassing
and recording refunds of stamps, fees,
retall services, and Express Mail sarvices.
Speacifically, rotail associates did not
always compiete refund documentation,
enter the proper refund acoount ident!-
fier codes in the Point-of-Sarvice systam,
and provida signatures on Postal Service
Dally Financial Reports. Thesa condi-
tions occurred because customer sarvice
supervisors did not aways adequately
oversea the refund process. As a rasult,
we projectad the four sites visited In the
Capltal Metro Arga have incurred more
than $180,000 In unsupported quastionad
costs and mara than half 2 milllon dollars
in assets ara at risk for thase refunds.,

We recommended that customer service
supervisors ensure retail associatas foliow
established procedures for processing
and recording refunds and reissua the
area refund paolicy memorandum, Also,
customer sanvica supervisors should
review dally financial reports and support-
ing documentation and verify that retail
associates are properly signing daily finan-
cial reports.



OPERATIONAL RISK FACTORS

The Operational Risk category focusas on
issnes refated to the day-to-day oporation
of tha Postal Service, These risk factors
potentially affect the Postal Service's abil

ity ta provide fimely, refiable defivery and
customer sanvice across all access paints,
Operational risk factors irvolve the quality of
postal senvices and the and-to-and service
performance of alt mail, as well as the assur-
ance that postal products and services meeat
customer axpectations by being responsiva,
consistent, and sasy 1o use.

Beng altentive o operational nsks is espe-
cially important ag the Postal Service works
lo control costs with the significant infrastruc-
ture investment required 1o meet its universal
service obligation. For example, delivery
extends 1o more than 144 million delivery
points with about 290,000 city and rural let:
ter carners. and more than 6.000 higiway
route contractors. The sheer magnitude of
Postal Service operations and the costs
involved make addressing operational risk
factors a significant challenge for the Postal
Service. Significant opportunities 1o reduce
costs arg in the areas of oplimizing the net
work (o control delivery costs and mcreasing
efficiencies of technology investments.

The major operational trends in FY 2007
include continuing opportunities for cost sav-
ings in work systems and processes. Service
risks, coupled with congressional attention,
have commanded extensive consideration.
We beliave that better planning and project
management in contracting and automation
davelopment activities could save costs and
improve delivery of the programs. Finally,
there continue to be compliance issues in the
ravenus assurance area.
This section will discuss the following opera-
tional risk factors facing the Postal Service;
a Operational efficiancy.
n Expedient miai delivery —

customer serice:

n Procass and mail processing
oaquipmont enhancemerts.

Information systams,
Workforce and workplace issues.
Security of the mall,

Official misconduct.

Operational Efficiency. Strearniining cpera-
tions s & significant business concem for
the Postal Service, Ouwr work in this area is
aimexd at helping the Pastal Service improve
operational efiiciencies, ultimately improving
customer sarvice.

s Efficiency Reviews. The Postal Senvice
spends more than $20 billion annually
on its mail procass-
ing infrastructure and
waorks 10 create a
flexitia logistics nat:
work that reduces
COoSts, Intreases
operational effactive-
ness, and improves
oporational afficiency.

« We found the Dallas
Bulk Mail Center
(BMC) lailed 10
adjust workhours
inresponse 1o
changes in work:
load; altan (he
officiency achieved
by most other
BMCs; achieve
targot productivites;

take full BOvantage et Servar oitves 212 Uioe s of mad 10 vt 184
o!cxtsling mebhd mien POMES, husneeess w0 Fost G609 Doy FRey ynae

nization oplions:

and reduce excess

handiing of mail. Consequeritly, the
Dallas BMC used more workhours than
necessary to process the mait. We
recommended (he Dallas BMC improve
operational efficiency by reducing mail
processing workhours by 418,000, pro-
ducirg a labor cost avoidance of about
$135 million over 10 years.
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» We found that the Connecticut District

used more resources than naces-
sary 1o process its mail volume. We
conchuded a favorablo business case
existad to transfer incoming mall pro-
cessing oporations from the Bridgeport
Processing and Distribution Facifity
(PRDF) 16 the Stamford PADC, This
consolidation would save an additional
21,800 workhours at the Bridgaport
PADF, imprave notwork afficiencies,
and potentially Lpgrade dolivery ser
vice. This workhour reduction could
produce a labor cast avoidanca of
more than $6.8 million basad on labor
savings over 10 years.

The Postal Service and the OIG worked
logether to improve mail processing
efficiency, by recommending thal man-
agement close the Priority Mail Hub in
Plano, Texas. Closing the Hub could
help avoid fabor and transportation
vosts tolalmg more than $1.4 million.

transportation natwork optimization. This
network includes Postal Serice vehicies
and amployeas, and contracted trans-
portation. Network fransportation using
Postal Service vahicles and employees is
cafled Postal Vehicle Service (PVS), and
contracted suppliers are calied Highway
Contract Rautes (HCR).

We reviewed PVS operations at the Los
Angeles BMC and Miwaukee P&DC,

and HCR transportation servicing at
P&DCs throughout the-Southwest Area
lo evaluate their effectiveness and identify
opportunities 10 save money.

Wa found the Postal Service could save
about 38.9 milion in PVS personnel
costs by not adding more than 25,000
driver hours to the Los Angeles BMC's
PVS workforce and at the Miwaukee
PADC; and $2.1 milion over the term of
axisting Southwest Area P&DC highway
contracts by canceling, not renewing, or
modifying 32 trips. The PVS cost can be

= Optimization of Surface Transporta- avoided without negatively affecting ser-
tion. During this period, we issued vica because the cuarrent PVS workforce
three audit reports addressing surface at the Los Angeles BMC is sufficient to

Lot 28-S0t aned §7-fool Aabucs ke ned 10 e ollee 3t i S Francisen i M Corder dn My 16, 2007
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accompiish all required work and, at the
same tima, moat establishad productiv-
ity standards. Further, schedules at the
Minvaukee PE&DC contained unassigned
tima whan drivars warg not neaded for a
specific trip or related activity, duplicate
trips, and trips that wera not as full as
possible, The HCR costs can be avoided
by sliminating or modifying the identi-
fiad 32 trips without nagatively affacting
sorvice because np valume was low and
mall could ba consolidatad on other trips.

Management of the National Trailer
Lease Fleet. We evaluated the National
Trailor Lease requrements and renewal

in the Southwest and Pacific Areas and
identified opportunities to reduce costs.
Due to fleet management control weak-
nesses, the National Traler Lease renewal
could have baen more effective by more
accurately identifying its traier require-
ments. Instead, the Postal Service may
have missed an opportunity to save

$2.5 miflion when it allocated more trailers
to the Southwes! and Pacific Areas than
were needed. However, the Postal Service
still has an opportunity lo save $9.7 milion
by retuming unneeded traders,

Standard Mail Color Coding. We
worked with the Postal Service to identify
opportunities to enhance the color-code
process on a natiorwide basis. For Stan-
dard Mail, the color code process involves
using a series of color-coded tags to
ensure the efficlent processing of mall in
a first-in first-out sequence to meet pro-
cessing, dispatch and delivery targets. A
color-coded tag represents the day of the
week the mail amived on Postal Service
pramises and denotes the targeted clear-
ance date from the facility in 1 or 2 days.

We concluded the Postal Service pro-
cessed 94 percent of its Standard Mall
using the correct color-code processes.
However, color-code tags were often not
in a standard format, and the contents of
the tags ware sometimes inconsistent,
Wa made several recommandations to

improve the processes and create a stan-
dardwad tag nationwide.

Expedient Mail Delivery — Customer Service.
improving service is a significant concem
for the Postal Service while it simultancousty
works to cut costs. Following are examples
of our work in this area.

= Philadelphia District Delayed Mail, in
response 1o a congressional inquiry, we
reviewed allegations of delayed mail at the
Southeastern P&DC, located in the Phila-
delphia District. From December 2005 to
December 2006, the Southeastern P&DC
had difficulty with the timaly process-
ing of standard flal mail, Specifically, we
found that they adjusted mail processing
procadures; processed standard flat mail
without using a first-in first-out method;
and handled standard flat mail excessivety
dua to poor trailer loading procedures.
They also conductad inefficiant open-
ing oparations for BMC sack mait and
exacuted only a partial contingency
plan when flat volume exceeded sorting
capacity. As a result, there werea signifi-
cant increases in delayed standard flat
mall at this factity. Management acted on
many of the audit suggestions prior to the
comptetion of the audit.

w Tennessee Rural Carrier Convicted of
Delaying more than 10,000 Mail Pieces.
A Tennesses Police Department con-
tacted us regarding a rented storags unit
that appearad to contain a large volume of
undslivared mail. The storage facility man-
ager alerted pofice after finding mall ina
partially open storage unit, Special agents
determined that the unit was rented by
a Rural Letter Carrier, who stored mail in
wo privately owned storage units rented
or controlied by her, For 2 years, the Rurmal
Letter Camer intentionally delayed approx-
imately 10,700 piecas of mall. Tha Rural
Letter Carrier resigned from the Postal
Servics, and In June 2007 she pled guilty
in federal court 1o defay of mail,
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DELAYED MAIL IN CHICAGO

It Dxcesmber 2006, the Chécago District began receving nogative modia coverage sbout five signsticant mad delays and
Inconsstont dolvories m and around (icaga; thes madia covorsge accomprniad nomeroas complaings trom costomerns,
It rsponse I a sequet from th: Postrastor Generl and 1 congrizssionss inquity, we exaviinad the timeliness of mad
peccessing m the Chicago District, See Teaturs story on heasings on page 39.) The Chicago District is part of the Graat
\akos Area, covers 256 squarn miles, 3nd soevices 2 population of more than 3 miflion. The Chicago District processes
‘miove than 1.5 billion pheces a mal annually, and has 48 delivery units
and Z 462 oty dolvory routes.
me‘mbmhmmdm
opecations — processing, transportation, and deliveey. Our rovieves
wﬂmmmmmmnmm
with 1ho timely peocessing of mai resulting in moall dolsys and
Orar roports maude 16 recomensndisbons 1o finpros the fsly
processog of mail. Duning the teviews, we decussed ot
taking mmediats corroitive setion. I addon, beder (he leadiship
‘ol the Postrmaster Ceneral, the Poutal Serdce ook aggressive schions
o improve manl fimeliness. Thess olforts fave begun o rezp bonafits
a8 the Chicago Distnct mail delays are decreasing greatly and sendce
scores have started 10 show improvement. I FY 2008, we plan to
Tromitor managemant acions and conduct folkw-up Tevews.

| Operational/'Service Concems. Tha Cardess Coling PEIC & locatod
i e Chicago Distict, amd is the 30t kegest i jrocessing plad
0 the prostal natwork of 273 plorte. Compeared Yo other ke planks,
the PRUC remans ane of the lowest pedommers in processing el n
- 8 Emely mamen. b addition, fha PROC had Aoy moety outgeng
uwmwnmmncmmmusm-mlmm st clearmnee times and ensuring tht ereporition dupatches
™2 ving Park Rond PADG, Yoemod aevt o e Chicags et Mas Comer O e intnmatoasd mmmmrm_“mw
ol s o rankaxd beiow the nabonal aveeage for latiers socted in Debwvery Pot
Sequence DPS) onder,
The PRDE inefficiencies sk knpaciod Chicago District defivery wnits' performance. Delivery pedonmiance indicators
showed oifice performance was woll Dalow the national average for some fime, and reachod its fowest leved durng
February 2007; strmet performumen wass 2t an all fime knw with talvery unsts wsing incressimgly moea office fimn 1o casy
demmumdm&muMmdehmmmd
Iroem the PRDC consishontly arvived laler than anficipiated and containgd not ouly DS mal bt also caseabl mall. The
addlional (vocassoyg necessary bafore the eamecs oould casa it for ddivery impaciad office and street daliwry ime.

Wo fsad peoviously identifiod and repocted soveral of the sz noted i aodits 1o tho Uhicago Disirict and the Great Lakes
Aevm. Managomant had agusod watl the 1ecommendations i these repocts but had nof shweyt tiden fimely action 1
addeess or correct all of these issues.

Onice the sgnificance of the Chicago District sarvice issues surlaced, managoment 1ook aggressive action 1o:
w Conduct & 1op-to-battom review of every aspect ol mal processing biom repairing equpment, 1o mprowing mad flows, to
evalaaing staffing and scheduling.

o Prowide f defiviey efresher ocarse for sl defivery mansgomnt.

» Him appeommaioly 200 part tinia flexble caniors.
w Doploy a eanm 1o conduct routo revows foc ovory route m the Chicage Dstnet.
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Financial Concerns. Sinos FY 2002, we issued 13 financial auddt roports rogeuding undts @ the Chicago District. n
thase auekts, we iderntifiod sinificant, systamic finarcial weaknesses uver stamp and cash sccountabifity. Gonersly,
marngement agroeod with e findings and recommenrizions, | bowever, the Posial Servicn did not filly imploment
CONTECHW AcHions o maintain complance at the units wo had proviousfy andied

in Apel 2007, the Chicago Distnct Manager asked us 1o conduict more financal atfits of Chicago's stativns and branches.
Ovir audits agan dadosad significant wasknesses in the itemal conbrols over financial operabions. Specihiclly, we noted
intormad cordrols over stamps, cash, and monoy ordors wero not o place and etective, accountabilty talances were not
farly pressnlod, pavomia was not shways accucsisly colkscind and recordecd; ind expeeces we not shyvarys dliowcalde.
rasonabie, necessary, or Iufly suppordnd,

Wa sttrdndexd thees issims W) 3 lng-stamdng
history of msuffioent knowledge of firancs
Atthough various trasing classes had been

pvvwlud.mkxnﬁ dﬂﬁodﬁwwl

vt operalions and conply wath presabed

for this gdit, most station managers rofused o
g ooty contifyion friend socomabity
fot thoir unéts when presantad to dhom by the
Distnct Fnance Mansger. In addiion, cormecine
actions from previous audits wede not sustsined
and the same issues ofien rocumed.

resufing from frequent lumovar For aximple, (rchred s Tat 1k i Coase for peooessing o the Cantiss Colifia Processing st Distribulion Coote, Masty of these fats,

; ucre Sean 1.5 rion, weee: Sebeyesd maaloly e Ko S ol of B Actommssiod Tl Scx g Mactivae 100 AAFSM 100) on
;r:imamnmmndmlndﬂn May 8, 2007 Nt Tres sstsotit o the ASM 300 mactnes s snon been compisted

transferrad o amsw custodin aftar the ooy
custodian et e umt in 2006,

As i reault of our Fvancial ndits, we idantied neardy $122,000 related 1o shortages in stamgs and cashy, post office bay/
callor sarvice fees, rotsil floor stack, and Lnsuppartad disixsrsements. Furthae, the inteenal control weaknessas placed
$11.1 ruafbion of assets and acoountbe e af risk,

Wi secorrsnendad e inaragement mphanent 8 mandstory Sinsncal leainmg pagram far 2l uret nrragers and
stporvisors; establish 3 systom $o mondir complinnos with financial procodurcs; doveiod 8 plin (o coroct the noted
deficoncias; and provide updatos 1o the Graat | akes Area on the remediation of the noted deficiencies.

nvestigative Activity in the Chicago District In May 2007, we miiated fhe Chcago Camer Diisonvation Frogrem (Up-
COP} i ivestigate problosss in tho Chicago Pertormance Clustr. Spoctl agents conducted thy iniffiative i phases, and
for et of the time partisered with posti inspacions 10 msdmize the impuict. Bach day, specad agents condicterd oo
survediancn oporsiorss and moords checkes of camiars who wore belioved fo be engnged in unauthonzed or napxopaik
conduct while defivering mail. More than 235 investigations wers conductad, resuling n move than 60 camiers from
soveral stations observed endaging in mscondoct, Reports were fowarded to postal management outfining the resoits of
thosa rvestigations. Following &5 oot ch invisligabive octivity.

Uniformed Lotter Carrier and Union Steward Seen Drinking Alcoho! on the Job. We teceed infocmation iom
memagement that teo City | atter Carnirs wens sngagmg o ynasithorized devations from thes defivery roots ssegoment,
We obsenaid the amployees sitting fogether i a postal vohicle b over an hue deinking Beer and whaley whils on the
fab and i imdorm. Special agents followad one ernploye f o iquor store, where he wialked inséde and made a porchase.
lronically, one of thit employses was 3 Union Steward who gve 3 stand up tik 10 cariers the day before waming thom
thoat the OIG fuud coaghd other employees dinking on Bt route. The Letter Carrier s Uinion Steward wor ramoved fmm
tho Postad Service in Jhudy 2007,

Aprl | — September 20,2007 | 21

SHOLIVA NSIY TYNOLLY HId0



Process and Mail Processing

' Equipmert
Enhancements. Our work in this area 1s aimed

al assisting the Postal Service in identifying
opportunities o reduce costs by improving
significant aspects of the mail process. Some
exampies follow.

= Flats Sequencing System. In December
2008, the Postal Service issued a
$1.4 bilion Phase | DAR 1o develop,
purchase, and deploy 100 Flat Sequenc-
ing System machines at 31 sites. The
mail processed on these machines would
arrive al the delivery unil in walk sequence
order, ready for delivery by the carrier with
o additional mail movernent or manual
sorting required. As a rasull, the prirmary
savings expected are those resulting from
defvery units eliminating the requirement
that rnail carriers manually case flat mail,
thereby reducing workhours,

Risks are inherent in any project and,
therstore, risk management needs 1o be
an Inteqral part of every project. Hence,
the Postai Service recently developed
risk management guidance as part of its
investment guidelines. This was one of
the first projects to which marsgement
cles, As it applies thase new policies, wa

e e

ualprmdm 1wmmmmnmanmwmm
sequencd ooder, ready for delivary by the camier with no addifional mad movamant o manis

sorting roguised.
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reviawed lhe Flat System
project and concluded that the Postal
Service needs to focus greater atten-

tion on rsk management standards to
ensure that the significant risks associated
with deployment of these miachines are
adequately identified and managed (o
oplimize benefits.

Automated Flat Sorting Machine

tion (Al) and Automated Tray Handling
Systems (ATHS) are majer equipiment
invastrnents that management deployed
in support of the Postal Service's cost
enhancements to the Automaled Fal
Sorting Machine 100 (AFSM 100) and
are expected 10 eliminate workhours by
reducing the stall needed to operata the
AFSM 100,

Wa assessed whether the Postal Ser-
vice reafized the expected savings, and
found that while eyerall workhours were
reduced as planned; workhours for the
mail preparation operation were ncreased
bayond projections, In addition, we noted
adeciing In AFSM 100 throughput, The
increase in mai preparation workhours
and reduction in throughput negatively
impacted the realization of projocted sav-
ings. As a result, we congidered more
thari $80 million as funds put to batter
use since overstaffing the mail prepara-
tion operation is avoldable by adhering o
established standards and methods.

We recommended that the Postal Service
smphasize use of established methods for
to plant managers, and establish plans to
reciice mall preparation workhours. We
also racommended that Postal Servica
Engineering establish formal procedures
for validating basefine throughput figures.

Address Management System. Address
management forms the basis of how the
Postal Service moves mail, In 1994, the
Postal Service established the Address
Managamert System (AMS) 1o capture,



corract, and complete addrass information
to enhanca the afficiency of mail process-
ing and delivery via automation. Tho AMS
captures address information in sort

pragrams usad to process mall in delivery
point sequance (DPS).

We audited the Postal Service's manage-
ment of AMS quality review results to
ensure thal address information is comrect
and complete, which allows for effec-
tive processing and delivery of the mail.
District officials in the five areas reviewed
(Capital Metro, Eastern, Pacific, South-
west, and Western) effectively managed
delivery AMS quality review results for
about five percent of thelr routes (2,742
of £8,926) according lo Postal Service
guidelines. District AMS officials did not
conduct additional streel reviews for the
remaining routes due to kmited staff and
a priority on timely mai delivery. However,
we pointed out that if officials in these
five areas implemented a program simillar
to the New York District's program), they
could reduce errors by about 32 percent,
saving the Postal Service more than

$18 milion over the next 10 years.

Management agreed in principle with

our findings and recommendations, and
agreed to take actions that should reduce
AMS errors. In addition, based on our
audi, the Vice President, Delivery and
Retall, and the Senior Vice Presidant, Intel-
figent Mall and Address Quality, issued a
joint memorandum to area vice prasidents
implementing a National Delivery-AMS
Streat Review procass for FY 2008. This
process is expectad to address the issues
raised In our audit,

Vehicle Maintenance and Repair Pay-
ments. We found the Postal Service's use
of PS Form 8230 to pay commercial ven-
dors for maintenance and repalr services
was not cost-effectiva.

In FY 2006, the Postal Sarvice processed
mora than 76,000 of these forms, disburs-
ing about $19.2 million to commercial
vendaors for maintenance and repair sar-

vices, aven though the Voyager Card was
tha most cost-affactive payment mathod
for these sarvices, This occurred because
managament officials did not:

« Alvays realize the cost and time
impacts of using this form and,
therefore, did not monitor its use.

« Always pursue atternate methods of
paying vendors who did not accept
the Voyager Card.

» Ensure all unit personnel recaived
training on Voyager Cardl use and
approval limits.

In addition, the PS Form 8230 payment
procass did not provide the controls
necessary to reconcile and validate the
reasonablenass of maintenance payments
for each vehicie sarviced,

As a result, we estimatad the Postal
Sarvica incurred mora than 12,000 tabor
hours annually to prepare and process
thase forms, Further, with continued

usa of this form for maintenance and
repair services, the Postal Service will
spend more than $1.2 milion In unneces-
sary expensas over the naxt 10 years;
will not have sufficiont assuranca that
vehicle maintananca expenses are appro-
priate; and will not recelve ravenues

from Voyager Card rebates of more
than $300,000.

We recommended that the Postal Ser-
vice require district management to
discontinue using this form (with some
exceptions) and to provide information
and fraining on the Voyager Card and
PS Form 8230 process.

Management of Administrative
Vehicles. The Postal Service requested a
nationwide review of administrative (non-
mall hauling) vehicles used to support
Paostal Service operations. Specifically,
we determined whether the number of
administrative vehicles used to support
operations was necessary and whether
controls were adequate to support effi-
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cient utilization. We found that the Postal
Sarvice had 587 underutiizad/axcess
administrative vehicles in support of a varn
aty of operations, for saveral reasons.

» Management did not have guidelmes to
use when determining the effective use
of adrminsstrative vehicles.

» Personnel pnmarily focused on the
management of dalivery vehicies
bacause of the size and cost of the
delvery fieet.

» Personnel did not consistently moni-
tor, review, and report adminisirative
vehicle use.

« [Personnel did not always take advari-
tage of the vehicie motor pool concept.
Eliminating these
underutilized vehicles
could save the Postal
Service more than $2.7
million over the next 2
years, Consaquently,
we recommended thal
rmanagement reduce
the current number of
administrative vehicles
and implement a policy 1o
review use of all admin-
istrative vehicles based
on milee driven and days
used. We also racom-
mended promoting tha
use of motor vehicle
pools and reirdorcing
the policy 1o use and
‘mairitain PS Form 4570
lo track miles and days
used for owned and
General Sarvices Admin-
istration-leasad vehicles,

Passport Program, In 1975, the Postal
Seanvice began accepting passport
appiications for the Department of State.
Today, if they chooss to participate in the
program and are approved to accept
applications, post offices, public fibrar-
g, and courthouses can all accept

24 | Sesninnnusl Report to Congress

passport applications and mall them to
the Departmant of State for process

ing. Approximately 5,600 Postal Service
facilities nationwide accept passport
appications. During our audit, the Dapart-
man! of State estimated that 16 million
passports would ba requested in 2007,

of which tha Postal Sarvice estimated it
wotild rocaive approximately 10.9 million
appications (68 percent). Subsequent

10 our audit, the Postal Service providod
FY 2007 actuals for passport applica-
tions, noting that the Department of State
receivad 18.2 million passport application
requests with 12.0 milion of those applica
tions coming through the Postal Sarvice.

Diurinyg this reporling period, we reviewed
the Postal Service's ability lo accuratety
convay passport application locations and
appomiment information 10 the pubilic, Our
review determmed thal customers may
receve inaccurate location nformation

for passport apphication acceplance
because the Postal Service database

that maintains facility information is some-
times inaccurate. Also, its webssite,
www.usps.com, does not el customers
which post offices require appointments
10 apply for passports, and some of the
post office locator links were inaccurale.

Passport applications contain sensitive
personal information. Given ths level of
personal information required for passport
apphcation and procassing, we work {0
ensure that this application acceptance
proceass does notbecome an opportunity
for identity theft by employasas. Unfortu-
nately, this recently bacame a reality, s
lustrated next.

Pennsylvania Passport Acceptance
Clerk Arrested for Theft. A Passpord
Acceptance Clerk at a Pennsylvania post
office inappropriately accessed and used
customer pagsport-reiated information.
Special agents identified customers
whose information was accessed and/
or used inappropnately, provided those
names to the Postal Service, and coor-
dinated efforts with the Postal Service to



pravent financial loss to these customers.
In July 2007, the Postal Servica sent lat-
ters to dentifiable customers notifying
them of tha incident and providing contact
points 10 answear any questions or provide
further assistance, Tha Postal Sarvice pra-
vided Impartant information on preventing
identity theft and agread to pay for 1-year
cradit monitoring service for affected
customers. The employes resigned under
investigation in April 2007, She

was arrested and the case is pending.

Information Systems. The OIG works 1o
preserve the integrity of the data in Postal
Service information systems. Exampies of
our work in this area follow.

a State of Information Technology within
the Postal Service. As part of our over-
sight of the Postal Service's information
rasourcas, we assassed the progress
tha Chiet Technology Office (CTO) has
made with the IT program. Overal, CTO
management has made notable progress
toward enhancing the Postal Service's
information security program, upgrading
its computing Infrastructure, and achiev-
ing universal computing connectivity.

The 75 audits and assessments of the

IT program we conducted from October
2003 through June 2007 showed that the
IT program is well managed and supports
overarching Postal Service neads. When
opportunities for improvements were iden-
tified, managament undertook initiatives to
addrass them, Consaguently, we believe
the Postal Service's information resources
provide an adequate levet of security, refi-
ability, and value.

m Controls over Network Switches. Net-
work switches help direct and control data
flowing across computer networks. These
davices inspect data packsts as they are
received, detarmine the sources and des-
tinations of thosa packets, and forward
them appropriately. The Postal Service
had adequate physical controls over
the network switches at the U.S, Postal
Inspection Servica fadilties we visited;
however, applying additional technical and

management controls could strengthen
sacurity over switches sarving Inspection
Sarvice users, provide for reliabie inven-
tory information, and ensura continuation
of vandor maintenance support. We made
wo recommandations for strangthening
tachnical coritrols, Including updating
and applying hardening guldance to
network switches. We also made five
recommendations for strengthening
managiement controls refated 1o an infra-
structura Information Security Assurance
avaluation, technology refreshment, and
switch accountabliity,

Implementing corrective actions would
help ensure that the Postal Service
maintains the confidentiality, availability,
and integrity of sensitive law enforcement
communications and data, theraby
salequarding customer goodwilf and

the Postal Service brand. We regard the
entire switch inventory, valued at about
$1.2 millon, to be at risk due to account-
ability issues.

Information Systems Reviews. We
review Information systerms general
controls to suppaort the annual finan-
cial statement audit and to assess the
adequacy of controls over information
systems security and softwarsa.

Separation of Duties, Sensitive posi-
tions inciude those in which personnel
could, during the performance of their
duties, cause material adverse affect to
Postal Service information resources, This
includes making changes to operating

system configuration parameters, system
controls, and security authorizations, All

personnel whose duties reguire access o
sensitive or businass-controlied sensitive
Postal Servica information resourcas must
have an appropriate clearanca before they
obtain access,

We assassed whether the principles of
least privilege and separation of duties
wera spacified in the Postal Service's poli-
cles and procedures and implemented

at the Eagan, Minnesota; San Mateo,
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Califormia; and St Louis, Missouri Informa-
tion Technology and Accounting Servica
Camtors (IT/ASC), Genarally, we found the
policies, procedures, and intemal controls
adedquate 10 separate duties for person-
nel accassing critical information system
resources af the [T/ASCs. However, con:
frols to determine which carcar employees
required sensitive security claarances
neaded strengthening. Specifically,
managemant did not always raview and
update tha classification of sensitive posi-
tions for employess at the three [T/ASCs in
a timely mannar.

MOVER'S GUIDE

Change your address online
immedigle Emat | Confiemation @

usps. com

O ol 200 ARKER

Mors e 40 miend Aremeass changs DadIEess mvery i, mnummms

Unduiversiig 50 AGONSscd RUAA)

As a resull, management needs (o review
555 ASC positions that may need o be
classilied as sensilive positions becauss
they have access o sensitive mforma:
tion resources or the capabiiity to update
information systemns critical fo financial
operations. Also, some ASC career
employees had sensilive securily clear
ances, while other ASC employees in
Security Vulnerability Assessment —
Postal Automated Redirection System.
More than 40 million Americans change
addresses every year, resulting in'4.3 bil-
lion mall pieces identified as Undeliverable

28 | Seminmuzat Report to Congress

as Addressed (UAA), Tha mobility of the
Amorican population creates iormidable
obstacles for the Postal Service In main-
taining an efficiont process for forwarding
mail and for large mailing businessas that
Iry to maintain high quality, mailing lists.
The natichal Change of Address (COA)
program makas change of address infor:
mation avagable to mailers to help reduce
uncaiverablo or duplicate mall pieces.

The Postal Autormated Bedirection System
(PARS) plays an integral role in the COA
process. PARS devices identify and redi:
rect UAA mailpieces at their point of ongin
rather than their destination, As a resull,
PARS provides significant savings in
both mail ing and transportation.
Implementation of PARS also substantially
improves the processing time associated
with handiing redirecled mai,

We assassed the secuiity of the servers
and databases supporting PARS and
determined whethear they complied with
current Postal Service hardening stan-
dards. We identified nurnerous high-risk
vuinerabilities, primarily retated to missing
patches, across the servers tested. In
addition, the servers and databases do
not comply with Postal Service hardening
standards. Our technical report did not
contaln any formal racommendations;
howeaver, management took corractive
actions as the issues were brought to
light. By reviewing and addressing these
vulnerabilities, management has the
opportunity to strangthen security, and to
prasarve axisting servica levels and the
intagrity of the PARS data and the Postal
Service brang.

Database Administration Practices
Audit. The Postal Service Is commitied
to creating and maintaining an environ-
ment thal protects information resources
from unauthorized use, modification,
disclosure, or destruction. It is further
186 business applications and 550 ass0-
ciatad databases hosted on its Oracle

database management system platiorm



and providing services to Postal Sarvice
business units. All requests for accass to
these databases ara subjoct 10 a secunty
clearance, management approval, and
validation priof 10 managemant granting
devsiopers accass 1o production data.

Our Irmited review of Tour applications
showed the Postal Service needs lo
strengthen controls and processes sur-
rounding access, segregation of duties
and dalabase administration. Implement
ing our recorminendations would resull

n stronger controls surrounding produc
tion data, which would help preserve

the mlegrity of the sensitive data al nisk

in these applications. As a result of our
audil, management ig implementing a
new process for approvals and rejections
that tracks written requests for use of
production data in a test environment, and
he expiration date of approved requests,
In addition, tho Corporate Information
Secunty Office (CISO) has updaled policy
and procedures thal address the use of
sensitive bul unclassified dala in the tesl,
development, and production environ
ments. Further, the CIS0O and Database
Support Services have implementad addi-
lional requirements and sleps thal ensure
everyona loliows existing policy. Finally,
managernent is formulating a serman-
nual USer acuess account review process
within eAccess thal fists pertinent dala for
all users of a registered application.

Contractor Terminated After Unin-
tentionally Modifying Global Security
Policy. As part of our efforts to mitigate
risk conceming IT security, we maintain a
Computer Crimes Unit (CCU), staffed with
investigators frained in network sacurity

The CCU recently completed an inves-
tigation regarding access 1o sensitive
information resources. In March 2007,
Postal Service [T management told us
thousands of Postal Saervice workstations
were becoming inoperable due to unau-
thorized changes replicated across the
Postal Service computer infrastruciure.
The unauthonzed modification was made

to the global sacurity policy within the
Postal Service's Active Directory computar
secunty application, known as Global
Policy Objects (GPO). The GPO providoes
unifonm security policies for natworked
computars, computer applications, and
computer users.

Because of the unauthorzed modifica
tions, internal computer users ware
denied access 1o soma applications,

significantly disrupting business. Qur
COU investigators worked logether with
the Postal Service Compuler Incident
Response Team and determined thal a
postal contractor in Greenboelt, Maryiand,
unintentionally iniliated the tnauthorized
GPO modification. The confractor know
ingly provided a false stalement to specil
agents during his interview,

In June 2007, the contractor was temi-
natedi, and his Postal Sarvice computer
network access was disabled. The US.
Attormey’s Office declined prosecution.

The documentad cost damages to the

Postal Service were $392,737.

Data Integrity Reviews. he Postal
Service processes more than 213 biion
meil pieces a year, o help manage its
mission, the Pogtal Service has g number
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of systems supporting its operations.
Criticai among these systoms is tha Wab
Mai Condition Reporting System — this
systam Is vital to managing the day-to-day
domastic and intamational operational
mail activities, In cooperation with the
Postal Sarvice, wa complatad threa data
integrity roviews and found the mall condi-

could resuit in managemant making
incorract decisions about rasource alloca-
tlons and the productivity of individual
oparations. Furthermore, the Postal
Service did not secure all time card racks
containing amployeas' elactronic tima
cards and allowed some employass to
retaln thair time cards during their tours,

tion reports for the:

PCIE FECA AUDIT GUIDE
Thet Poetal Sievice 016 and 0IGs
ot the Dapartments of Labee and
Treasury developad 3 pro formma
it guide for auditiog the FECA
program for the Fedecal Audit
Exmcatres Courmd. Tha purposs

Jof this guide is o provida o

more coivdinatad approadh o
canduating FECA- retated audi,
wsysction, and smlhistion work
and i peomeote collaboration
across the DIG commuonity. - i

San Franaisco International Service
Center (ISC) were submitted on a
timely basis, but the data was incom-
plate and inaccurate.

Miam| ISC were submitted ona

timely basis and generally reported

compiate and accurate data, with

some minor exceptions.

Los Angeles ISC were accurate,

complete, and timely, However,

improverments couid be made in the

reporting of inbound parcels and plan

failuras for each processing operation
We found that management could
not always rely on data to make
distribution decisions, identify
problems in achieving operational
largels, or analyze operational
trends. We recommended mprov-
ing controls over reporting and
training employees.
We zlso reviewed internal controls
over the clock rings and time card
operationg at the P&DC in San
Diego, California. (A clock ring
occurs when employees swipe
time cards on an electronic badge
reader to record their work hours
in the Time and Allendance Con-
trol System.) Generally, internal
controls to ensure the accuracy
of clock rings were in place and
effective, Based on our statistical
sample of 220 employees, we
projected that 83 percent of mail

This increasad the PADC’s vulnerabdity 1o
timakeaping errors and fraud. Wa made
four recommendations in the report to
corract these Issues.

Workforce and Workplace Issues. The Postal
Service faces the challenge of managing a
large and dynamic workforce. Added to that
challenge is the need to improve workplace
safetly and to reduce workplace-refated inju-
ries. Qur work in this area follows.

» Workplace Safety and Workplace-
Related Injury Reduction Goals and
Progress. During this reporting period,
we assassed the Postal Service's ability to
rasolve workforce and workplace issues,
particularly those related to Injury and
llness reduction goals. We also worked
with the Department of Labor (DOL) OIG
to address scheduled awards program
recommendations with the DOL OWCP. in
addition, undex the auspices of the Presi-
dent's Councll on Integrity and Efficiency
(PCIE), mledanOlGoomnmnnyeﬁomo
develop a pro forma Federal
Compensation Act (FECA} Audit Guide.

=» Workplace Safety. In compliance with
the Postal Act of 2006, we reviewed tha
Postal Service workplace safety and
workplace-related injuries and found the
Postal Service had exceeded its DOL
Occupational Safety and Health Adminis-
tration (OSHA) injuries and linesses (1&)
reduction geals for FYs 2005 and 2006,
In fact, over the past 5 years, the Postal
Servica's OSHA 1&] rate and numbers
decreased 27 and 34 percent, respec-

processing employees were clocked into
the correct opearation, while seven percent
were clocked into incorrect operations.
Errors in employees’ operational moves
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tively. The Postal Service’s success in
achieving its OSHA |&] goals was due

to numerous actions taken to improve
workplace safety and reduce workplace-
related OSHA |&! nationwide.



In ackdition, although OSHA does not
establish individual injury reduction goals
for federal agencies or the Postal Service,
it does establish a national average injury
reduction goal to reduce OSHA &I for

all entities within its jurisdiction. Using
OSHA's national averaga reduction goal
as a banchmark, we detarminad the
Postal Service exceeded OSHA's national
average 5-yoar goal by seven percent.

Further, we determined there may be a
corresponding reduction in the Postal
Service’s lotal accdent and OSHA 1&
cosis. (OSHA defines an acaident as any
unplanned evert that resulls in personal
injury or property damage and defines an
inury or ilness as an abnormal condition
or disorder.) However, the Postal Service
does not caplure individual accident
costs so we 'coukd nol determine the cost
savings In key categones from 1 year 1o
the next. We recommended the Postal
Sarvice monitor costs associated with
accidents and OSHA 181, to help target
high cost areas for reductions in accidents
and OSHA 18l and ensure the safety

of ernployees.

Scheduled Awards Program. Last

and parcels on time and intact. Most

tion. Unfortunately, a small nurnber

seeking their prosscution is

wolid help agencies monitor increases in
schadula award paymants 1o ensura thoy
are correct and woidd enable agencies
10 identify and correct errors before the
OWCR bilis thom,

Through meetings vath DOL QIG auditors
and review of our report and support-

ing work papers, they concurred thal

our two recommendations to the OWCP
were valid and would enabile all foderal
agencies (not just the Postal Service) to
accuralely validate schedule award pay
menis. Tho OWCP also agreed to
implement the recommendations
for workers' compensation tran-
ing for federal agencies.

Security of the Mail. The American
public expects to receive their lattors

postal employees work diigently to
move tha mail 10 its proper destina-

of individuals betray the public’s

trust. Investigating and identifying
those employees who steal mail and

our responsidility,

SHOLIV4 MSIH TYNOILYH3d0

raporting period, we issusd a report to tha  Since assuming responsibdity from 1 oot O PO AT L 006 ¢
DOL OIG requesting that if addresstwo ~ the inspection Service for these Foiewnad e (ol S0rdis womDlace sty d

wirkptace-tekalod Neries
issues identified during our review of the
Schedule Awards Program in the Postal
Sarvice's New York Matro Area. These
issues were: (1) OWCP handbooks and
course materiale do not contain informa-
tion on how OWCP participating agencies
should calculate and verify scheduie
award payments; and (2) the OWCP
doas not notify participating agencies of
new weekly or monthly schedule award
payments resulting from annual cost-
of-living adjustments (COLA). Since the
DOL OWCP has program responsibility
for schedule awards, we recemmendied
that it provide participating agancies with
instructions on how 1o calculate and verify
schaddle award payments and advise
agencies of COLA changes to employ-
eas’ schadule award payments. This

types of nvestigations, we hired
a number of postal inspectors
speciaiizing in intermal crime investigations,
Thesa investigators, along with the existing
complerment of special agents, have made
an immediate Impact

We address the security of the mall risk
through our Mail Theft program, which s

dasignad to protect mail from theft, rifling,

daestruction, mistroatrnant, or obstruction.
This destrad outcome is achieved through
the identification, arrost, and prosecution
of thosa responsibie for thesa crimes,

as well as tha removal of employees by
postal management.

Office of Investigations management has ini-
liated investigative and prevention efforts by
parinering with the maiing industry.
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== Exampias inciude attending stratagic

maetings with key maiders (such as Netflix,
Blockbustor, QVC, and the 1.5. Depart-
ment of Veterans Affairs) and major financial
industry associations, and leading a Gen-
efal Assembly presentation at a racent
International Association of Financial Crime
Investigators conference in Toronto. As a
result of thase partnerships, mallers provide
loss information to the OIG that we match
with Postal Service delfivery databases 1o
determine possible points of theft, improve
efficiency, and reduce losses associated with
amployes theft.

During this period, our mail heft investi
-gations resulted in 196 arrests and 513
administrative actions. The following cases
memnpl&solmrwdgabvaaccompﬁsh
ments in this area during (he reporting period.

u Pennsylvania Casual Carrier Pleads
Guilty to Stealing Gold Bars from the

Mail. When a jewelry store owner in Pean-

sylvania reported that an
Express Mall package
of gold bars was not
received, special agents
- datermined that the

. package was scanned
tasdeﬁveredandsigmd

for, but the jewelry store
owner did not receive the
package, The package
~ contained 15 goid bars,
valued at $790 each,
totaling $11.850. Our
that a Casual Carrier stole
the gold bars, Me sur-
renderad the gold bars
to us and resigned from
the Postal Service in Aprit
2007. In May 2007, the
Casual Carrier pled gulity in federal court
1o one count of Obstruction of mails and
was sentenced 1o 1 year of probation

m California Postal Employee Pleads
Guilty to Mail Theft. A maor DVD movie
rental company alerted us about the pos-
sible theft of inbound DVO movies at the

W e e Sooumity of o s i Seough our M

THAL QUMY WiSoN B DRSNS 1 INobACE el Mo el
T, CEETCOn, mustragiment, or otelclisn. Anove is an
I o WSRO Tl O s 1t Bas e Dken Kho and e
contanly remmed.
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San Bemardino PADC, The company’s
records indicated that batween January
and October 2006, customers reported
not receiving 8303 DVD maovies. Our
investigation determinad that a Mail Han-
dier was responsible for the rifling and
thaft of the VD maifings. In addition, the
Mail Handler was responsitole for the theft
of mailings from other mailers of DVD
movies, vidaea game discs, and other mail
matter. We executed a federal search
warrant at the employee's residence and
seizad more than 5,000 discs valued at
approximatoly $75,765. The employee
was ramoved from the Postal Service, and
In March 2007, pled guiity to one count
of Thoft of Mail The employee was sen-
tancad 10 3 years of probation, 12 months
of home datention, and 100 hours of com-
munity service.

= North Carolina Casual Letter Carner

Arrested for Theft of U.S. Treasury
Checks. In June 2007, we arrested a
Casual Letter Carrier aftor observing

her steal maid and place it in her pocket.
Special agenls recovered s pieces of
fnadl containing Treasury checks from the
employea’s pockets, and found an addi-
tional three Treasury choecks in the glove
box of her vehicie. The Postal Setvice
terminated the Casual Letter Camer’s
employment. The criminal case is pending.

West Virginia HCR Driver Convicted of
Stealing Veterans Affairs Medications.
Wa investigated numerous customer com-
plarits regardling missing U.S. Department
of Veterans Affairs (VA) packages. Thasa
the VA's mall order pharmacy. Special
agents arrestad the HCR Driver after he
videotaped stealing VA parcels from a
post office shelf. The HCR Driver pled
guiity to Theft of Mail in Jaly 2007, and he
is awaiting sentencing. The Postal Service
terminated his contract and he no longer
has access 1o the mail

Pacific Area Security Controls, The
Inspection Service conducts Facility Secu-
rity Surveys (FSS) to assess facility status



and to recormnmend actions o improve Additionally, Wichita
sacunty. Tha FSS, which must ba com: Falls MPC management
ploted annually, is an in-depth checkist had not astablished an

covaring physical security areas. Integrated Emergency

, : Management Plan (IEMP)
Dunng our review of the Pacilic Area’s 1o ensuro employees
FSS program, we found opportunities wore familiar with pol-
for the Postal Service and Inspection cins and procadures for

Service ta improve secunty contralsand  atfactivoly responding to
processes (o effectively and efficiently pro- g 1spicious mail Incidents.
tect employees, customers, the mad and  Ag a result, Postal Service
critical assets, For example, responsible  ampioyses and critical
security persornnel did ot always conducl  assats wore not appro-
FSS's accurately or annually as required.  priately safoquarded,

We racommended that management sl porsolial wek

90 e STaN oo T § SOuTs Cargan AR LERY
Cairer GOt 5vd tistond awmm.dm
. : . The delyed sl fipc e 574 Agsaichof the
: 10 Sefnih
require area- and districHevel persorinel  2posed 10 incraasod eSOy st n e ecarery f e 1 7,00

risks that could have i of FEST Cluss N, S27 sewsDances, W 28 Pammpess of

: . SEANONG M 350 34 (Ackaons U Wirs 21 1 neerad ¥ D
resuited in senous health e cuttomenn In e 2007, e fnaral Lettar Canr raskgnsd
problems or death. We froen the Flastal Sarvics, Prosaciition i pering

1o establish and implement appropii-
ate intemal controls, such as an intemal
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review and approval process, 1o ensuie
that securty personnel complate FSS's
accurately and in a timely manner. We also
recommended that managament develop
appropriate performance maasures for
physical sacurity 10 assiass the achieve-
ment of security goals and incorparate
them into performance plans for area-,
district-, and field-level security personnal.

Area Security Assessment Program. We
reviewed the Area Security Assessment
Program (ASAP) and determined that ASAPP
reviews were similar to secartty reviews the
Inspeciion Service performs, Postal Service
menagement used its own personne! to con-
duct ASAP reviews, the results of which the
Inspection Service did not take into account
tionally, Postal Service management spent
about $144,000 on the ASAP database:
however, the information in the database was
not refiable. Consequently, management dis-
continued use of the ASAI? based on

our recommendation,

Suspicious Powder Incident. We reviewedd
the handiing of a February 2007, suspicious
powdar incidant al the Wichita Falls Mall
Processing Canter (MPC) In Texas and found
that employees did not follow policies and
procaduras for handling suspiciots powders
and unknown substances found in the mail,

recommended that man-

agement provide training and practice drils
1o ensure that employees understand the
procedures for handling suspicious powders
and unknown substancas, and complets an
IEMP with a focus on suspicious powdars
and unknown substances.

Official Misconduct The Official Misconduct
program oversees investigations of miscon-
ducl by postal employees (hal deteriorates
the public’s trust and reflects negatively

on the Postal Service. Official Misconduct
investigations include: misuse of postal
computers; destruction or thefl of postal
properly; fasifying official documents/
forgery: theft of funds; abuse of author-

ity; sabotage of operalions; narcotics and
alochol abuse; and general misceliancous
employee misconduct.

During the reporting perod, we completed
1,871 Official Misconduct investigations,
rasufting in 115 arrests and 1,071 administra-
tive actions. The following are examples of
our investigative accomplishments in this
area during the reparting pericd.
= Missouri Postmaster Indicted for
Alleged Sale of Narcotics at Work
Wa received anonymous informeation
alieging that a Missour Postmaster was
seliing drugs on postal property. An OIG
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and Drug Enforcemant Administration
(DEA) Invastigation lod to the arrost of the
the Postmasterwas using monay from
the office safe to furxd some of the trug
transactions, and she sokd mathadone
for cash, tradad the pain killer Vicodin for
another prescription dnug, and purchased
other drugs incliding methamphet-
amina. Our investigation datarmined that
the Postmaster falsified records inthe
accounting system 1o conceal the missing
monay. The Postmastar, who had worked
for the Postal Sarvice for nearly 27 years,
resignad and was indicted in Juna 2007,
on drug-related charges, She pled guity
to one count of misbranding prescription
drugs in fedaral court and could now face
up 1o 3 years in pnson. Sentencing

is ponding.

Temporary Employee Gets Prison for

Intent to Distribute 48 Pounds of Mari-

juana. The Inspection Service lold us that

an Express Mail parcel mailed to a Hous

{on-area address had been inlerdicted

after being identified by a drug-sniffing

dog. The parcel contamed manjuana.

Atermporary Rural Letler Carmier al the

defivery office made it

L known al the post office

that the addressee was

a friend of the famidy and

- was expecling another

Express Mail parcel.

W Surveilance by spacial

- agents, postal inspec-

e lors, and officors of the

= Houston Police Depart

- ment deterrmuned that the

= lemporary Rural Leller
Carier falled to delivor the

1,600 Stanaoen Wi pracas: Tha Sormer Rural L offer Caprior waa
SfTaed 0N AUOU 20 2007, Har e 5 Seniding

removed the temporary
Rural Letter Carrier. She
was ndictod 0 lederal courl and arrested.
In May 2007, the former-employee pled
guiity and was sentenced to 4 months

in federal prison for inten! lo distribute
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48 pounds of marnjuana and 2 years of
supervisad raleasa.

Oregon Letter Carrier Arrested for
Selling Narcotics. We received an
anonymous complaint reporting that drug
sales by a Lelter Carrior were common
knowdedge among the employees and
customers of a local Oregon bar. Survei-
lance by special agenis on approximately
26 occasions documentod lransactions
of cash and apparen! narcotics lransac-
tions from within and around his postal
vehicle, The Lelter Carriey was arrested

al his home by OIG and DEA agents and
tocal police. Among iterns seeed at the
employoe's residence were approximately
14 pounds of marijuana and $3,000 in
cash: The employee was arragned m
federal court in March 2007. Tnal is sched
uled for November 2007,

Postmaster Charged for Viewing Child
Pormography on Office Computer. The
Office of Investigations CCU conducts
administrative and criminal investigations
of misuse of postal systerms. A CCU
investigation involving a New Jersey
Postmaster uncovered 127 pomographic
images on a postal computer. Individuais
in many of these pornographic images
wete certified as children by the National
Center for Missing and Explofted Children.
Disciplinary action against the Postmaster
is pending. In August 2007, the Post-
master was charged in federal court with
possession of child pomography.

Carrier Observation Program. Miscon-
duct committed by postal employees who
are on duty, in uniforrn, and in public view
casts the Postal Service In a negative hght.
This improper conduct inciudes, but is
niot limited 1o, purchasing or consuming
aicohol, sefing flegal narcofics, driving
with suspended state drivers’ icenses,
and deviating from their routes to conduct
non-postal business. In particular, City
Letter Carmers who drive postal trucks
while intoxicated or under the influence

of drugs also presem a threat to themi-
selves, the public, and Postal Service



property white piacing the security of tha
mail at risk.

On Seplember 1, 2005, we intiated the
Camer Observation Program (COP) based
on aliegations of Letter Carner miscon-
duct. We receive miormation from various
sources nationwide, including:

» Hofline allegations.

» Survellance of postal vehicles parked
autside bars or simiiar establishments
for profonged periods.

« Contact with Postal Service superv-
3018, managers, postmasters, and
district managers.

In addition, spacial agents raview Over-

time Usage Reports and Managed

Sarvice Points Exception Reports to

idantify excassive early, iata, or miss-

ing scans that recur for the same lettar
camars and 10 compare workicad anc
resource (tilzation,

As a resull of our nvestigative activity,

during this period management took cor-

rective action against 209 employees.

Actions ranged from reprimands and

suspensions to removal. Following is an

example of a COP investigation during the
reporting perod,

a Uniformed Denver Letter Carriers Seen
Drinking Alcohol in Bar while on Duty.
We recaived mfonmation from manage-
ment that two Denver Letter Carriars were
frequenting a bar and drinking akcoho!
whiles oy duty and in uniform. The Carri-
ers were observed driving postal vehicles
the two Carriers falsified Managed Service
Point scans while in the bar to make il
appear they were on their delivery routes
In duly 2007, beth employees were issued
Letters of Removal by the Postal Service.

Special Investigations/lmtemsi Alfairs lnvesti-

gations. The Special Investigations/intemal

istrative investigations of Postal Service and

OIG executives, Inspection Service, and OIG

Ot Hotine st eecetved 42,000 FIscls g ik peod, mary of whik led 10 misoadc! Ivesdotons.
staff, as'well as allegations of whistiablower
reprisal.

In the Postal Service, a whistleblower is

an employee of an applicant for employ-
ment who reports misconduct to peopla

or entities that have the power to take cor-
rective action, Generally, the misconduct Is
a violation of law, rule. or reguiation, and/
or a direct threat to public interest — fraud,
health, safety violalions, and corruption are
Just a tew examples. I order to be eligible
ior whistieblower protection, the employee
must reasonably befieve his or her employer
has commitied a violation of some law, rule,

or regutation.

OIG whistieblower actvity dufing this poriod:
ASgalionNs received: ..o seearesn 44
OIG investigations initiated: ... 32
investigations closed with no finding
of retaliation or deferred to other
AUAICAEIVE DOTY! . ccvvnsisnsissisiarassasiasions 23
Opan MVeSUGAtIoNS: ... s 9
OIG found repnisal: .........eeessessessassrssae 0

Aprit 1 — September 30, 2007 | m

SHOLIVA ¥SIY TYNOLLYH3d0

™

k‘

|
|



FEATURE STORIES

Postal Accountability and Enhancement Act
Update. The Postal Service's mandate is to

provide reliable universal service at affordable

prices. Al the same time, the Postal Service
needs to operate In a businesskke manner
while reducing costs ar fostenng growth
and innovation in the mailing industry.

As noted in our prior Semiannual Report to
Congress, the Postal Act of 2006 is the first
maior legisiative change to the Postal Ser-
vica since 1971, A number of its important

requirements impact the OIG. For example, it:

m Requires the OIG to submit to Congress
and the Postal Service, by June 2007, a
report that detalis and assesses Postal

Servica progress toward improving safety,

reducing workplace injuries, and identify-
ing opportunities for Improvement.

« |nMay 2007, we issued a report anti-

tled "Postal Service’s Workplace Safaty

and Workplace-Related injury Reduc-
ton Goals and Progress.”

= Requires the OIG, by December 2007,
to study and submit o the President,
the Congress, and the Postal Service a

report conceming how the Postal Service

administers the assessment of revenus
deficiencies for Nonprofit Standard Mall.

+ We have reviewed the adequacy
and falmess of the process by which
assessments arg determined and
appealable, including whether the
Postal Regulatory Commission (PRC)
of any other body outside the Postal
Servica should be assigned a role and
whether a statute of limitations should

be established for the commencement

of proceedings by the Postal Service.
We are currently summarizing our
rasults and ptan to issue our report
prior to the required reporfing date.

w Applies certain provisions of the Sar-
banes-Oxley Act to the Postal Service,
and requiraes the Postal Service to con-
form to certain aspects of Securities

and Exchange Commission (SEC) repori-
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ing requirements, both of which wil
require tha OIG to conduct audit work.
Also, the Postal Saervice must submit to
the PRC financial results segmented

by markat-dominant and compatitive
praduct lines along with additional supple-
mantary information,

« We coordinated with the Postal Service
and Ernst & Young (E&Y), its indepen-
dent public accounting firm, to monitor
its process to become Sarbanes-Oxley
Act compliart by FY 2010, We also
started realigning our financial report-
ing structure and processes 10 better
assist in supporting the overall opinion
on mternal controls over financlal
reporting Issued by E&Y. Also, for the
third quarter, FY 2007, we assisted E&Y
in reviewing the quarterly financial infor-
mation to prepare for full compliance
with SEC requirements beginning in FY
2008. We will continue to coordinate
with the Postal Service as they identify
kay controls over financial reporting
and move towards compliance; and will
further refine and coordinate our work
and incorporate process efficiencies n
the overall opinion process.

u Requires the OIG to audit regularly the

data collection systems and procedures
the Postal Service uses to collect Informa-
tion used for its report analyzing costs,
revenues, rates and quality of seevice to
tha PRC.

= In August 2007, we Issued a repori
entitled Management Operating Data
System (MODS), which assessed the
effectiveness of MODS internal controls
and the validity and reliability of MODS
volume and workhour data, We found
that MODS intemal controls were
generally effective at the seven mal
processing facilities we audited and
that MODS data was valid and reliable
at thase faciliies when used to assess
overall plant efficiency. However, MODS
internal controls were not effective in
ensuring that volume and workhour
data recorded against MODS cpera-



three recommondations for updating
outdated pokoies, procedures, and
on-line training materials, developing
guidalines for comacting MODS volume
and workhour arrors, arx performing
MOOS reviews annually.

Computer Assisted Assessment Technigues
Continuous Monitoring System. In the traditional
audit approach, a period of time passes
(sometimes months afler business activities
occurrad) before ransactions o events are
reviewed and an audil report is issued. In
many instances, [his delay rmakes informa-
tion contamed in the report less beneficial ta
management. Further, the audit resulls were
likely denived from a testing methodology that
employed only a slalistical sampling of the
total population being reviewed.

By implementing continuous auditing
Assassment Techniquas (CAATs) Continuous

Monitoring System (CCMS), we can now
analyze, in'a near real-tima environmant,
100 parcent of a fransaction universa within
kay Postal Service systams for anomalies
ardd indicators of control deficiencies, fraud,
and emerging risk.

This mitiative marrors a recent Pricewater-
houseCoopers nationwide survey of Forfune
250 firms; many respondents said their
audil execulives are how pursuing continuy
ous auditing solutions to shorten audit cycle
times and provide more timely audit testing
of control effectiveness or fraud detection.

Our CCMS analyzes transactions at the end
of each month for selected Postal Service
systems. I identifles frends for risk assess-
ment and *flags” transactions that meet
defined fraudulent pattemns or control anoma-
lies: In addition to producing special reports,
COMS allows special agents to search all
transactions refating to a subject cardholder.
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Suspicious Expenditures Task Farce. \s
discussed in our last Semiannual Report

1o Congress, we established a cross-corm
ponent task force 1o coordinate purchase
cardd audit and investigative work. Tha group
analyzes purchase card transactions using
pra-defined queries from the COMS. Some
of the systems under contintous review

include the following.

= SmartPay Purchase Card. The Smart
Pay Purchase Card program processed
purchases of about $187 million during
Ihis reporting period. The COMS assesses
about 103,000 SmartPay Purchase Card
transactions-each month for anomalies
and common fraud indicators.
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We judgmentally and statistically select
purchase card transactions for tasting

on a routine basis, Whon a transaction 1S
selocted, we request documantation from
cardholders to confirm the validity of these
transactions. We also evaluate relevant
internal controls and data raliabifity. We will
ba issuing an interim report on the (nitial
results of our national transaction review in
the first quarter of FY 2008.

In addition, the Suspicious Expenditures
Task Force has a number of olher ongoing
audits, including audits of purchase card
transactions at Postal Service districts and
stalistically selected field units, an audit of
officers’ use of purchase cards, and audils

——— ol -



on the effoctiveness of intermal controls on
Voyager transaction cards.

SmartPay Purchase Card Audits -
District Reviews. As part of our work in
support of the annual financial staterment
audit, we completed audits of SmartPay
Purchase cards in four districts. Qur
audits disclosed systemic issues refated
to approvals, supporting documenta-
tion, purchases made from unauthorized
vendors, and prohibited purchases. In
addition, we noted that cardholders in
each district did not always reconcile, or
timely reconcile, purchase card state-
ments, In total, our audits identified
monetary mpact of more than $300,0600
in unapproved, unauthorized, and unsup-
ported purchases, and almost $700,000
in non-monetary impact for purchases
that were not reviewed or reconciled,

SmartPay Purchase Card Audits —
Officers Use, We audited purchase card
use by Postal Service officers. At the
request of management, this included a
review of purchase card policies at the
headquarters level, Our audit concluded
that internal controls over SmartPay Pur-
chase Card use by officers were generally
adequate. Howevar, the Pastal Service
did not always maintain adecguate pur-
chasa documentation,

We also identifiad arsas where con-

trols over the purchase card could be
enhanced by sfrengthening existing
SmartPay Purchase Card policies. Thesa
included allowing officers to serve as
cardholders or credit card approving
officiais (CCAQ) on an exception basis
only; requiring that itemized sales slips be
included as part of required documenta-
tion; and requiring that documentation of
meals acquired with the purchase card
include identifying the pariicipating staft
We Idantified questioned costs of more
than $127,000 (such as unsupported pur-
chasss), and an additional $182,000 for
disbursements at risk (such as purchases
net reconclled or split purchases),

m Voyager Fleet Cards (eFleet). The
oFlaat program pays for fual, oil, repar,
maintenance, and washing of mare than
200,000 Postal Service vehicles. The
aFleat program processad purchases
of about $235 million during this report-
ing period. The CCMS assasses about
863,000 such transactions sach menth,

As part of our national review of the eFleet
program, we select post offices for a more
detailed audit. Duning this reporting period
we found managers at certain branches of
a Pennsylvania post office did nol always
follow pertinent eFlest program policies
and procedures because they had other
duties that took priority or they were
unaware of the requirerments. Although
we did not identify any fraudulent transac-
tions, control weaknesses increased the
nisk of eFleet program fraud or abuse at
these branches. Management agreed
with our two recommendations to improve
the efleet program at the branches. The
results of this audil will be included in

a nationwide capping report assessing
eFeat program controls and transactions,

In addition, Voyager Cards are issued to
HCR suppliers to purchase commercial
fusl for supplier vehicles transporting mail
for the Postal Service. We have several
ongoing and planned audits addressing
the sffectiveness of internal controls over
Voyager Cards issued to HCR suppéers.
We plan to issue several reports discuss-
ing opportunities for the Postal Service to
improve intemal controls over retall pur-
chases of fusl by HCR trucking suppliers.

Augmenting the audit work discussed above,
wa investigate dllegations of suspicious
transaciions. This compiements ongoing A
work by the Postal Service to strengthen r
confrols, For example, the Postal Service's -
Financial Control and Support Office recently ! -
conducted approximately 800 Purchase A
Card reviews in the field, concentrating on

oot causes for issues regarding training and i
cardholder and CCAO activity,
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Office Of investigations ABgns With Postal
Service Areas. The Office of Investigations

assists the Postal Service in its offorts to
achieva the highest leval of employee and
program integrity through the prevention,
detection, and investigation of embezzla
ment, theft, fraud, and misconduct. It is
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organized geographically with about 650
investigators ana support staff assigned to
our nine area officas that are afigned with the
Postal Service figld management structurs,
along with & headquarnars support compo-
nent in Ardington, Virginia.

In July, the Office of Investigations restruc-

 tured its field operations and reduced its

13 Fiald Offices 10 nine. IS field operations

 now coincide wilh the nine Postal Service

Area Offices. The realignment will enhance
Office of Investigations' abifity o establish
stronger lines of cooperation and com-
munication with area stakeholders, as area

- vice presidents and the area special agents

in charge will comimunicate drectly. The
restructuring wall @lso promole integrity, econ
omy, efficiency, and betler custormer service,
particularly 1o semor posta managemert.

Our irvestigative work is now organized by
function, with five major field investigative
programs (Confract Fraud, Financial Fraud,

- Official Misconduct, Healthcare Fraud, and

Mail Theft). At the headquarters level is a
separate Special Investigations Division and
a Countermeasures group.

POSTAL INSPECTION SERVICE
AREAS OF RESPONSIBILITY
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Keeping Congress Informed. [he: Inspector
General Act requires the individual inspec-
tors general to formally report their activities
to Congress twice each year. We fulfil this
requiremant with the submission of two
semiannual reports to Congress. However,

communicating with Congrass is an on-going

activity, From responses to congressional
inquines to briefings of congressional staff-
ers, we are actively involved in keeping key
stakeholders in Congress apprised of our
oversight activities of the Postal Service.

Congrassional hearings also afford the OIG
opportunities lo lestify on Postal Service

programs and policies, as well as issises of

concerm in the nspector general community,

During this reporting period, Congressman
Danny Davis, Chairman of the House of
Representatives' Subcommittee on Federat
Warkforce, Postal Service and the Districl of
Columbia, invited tha Inspector General to
testify four timas. Copies of the OIG testimo

nies are available on our website:
WWW.LSPSOIZ.00V.

On April 17, 2007, the Subicormimittee held
their first oversight hearing. “The US. Postal
Service: 101" hearing provided an overview
of the Postal Service's operation and busi-
ness proceasses; mail growth and dafivery

sarvices; and infrastructure and realignment,

Four panels, comprised of the Postal Ser-
vice, Governors, and the Postal Begulatory
Commussion (PRC); Inspector General and
Govermment Accountability Office (GAO),
postal unions,; and postal management
associations provided testimony. inspector

General David Witams testified on the activi:

ties of the OIG; the impact of the Postal Act
of 2006; and major challenges facing the
Postal Service, including network optimza-

tion, cost controls, revenue, and technology.

The camplate text of all heanng testimony
for all four heanngs can be found af :
www.federalworkforce.oversight house.gov/

hearings.asp.
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The Subcommittea visited Chicago, on
May 31, 2007, for thair first finld hearing.
This hearing examined the mail delivery
issuos in Chicago and the reforms and new
systems implementad by the Postal Sorvice
1o improve sarvice. The Subcommitieo heard
from the Postmaster General, focal postal
officials, pofiticians, businasses, citizens, and
unions, Assistant Inspector Genoral for Audit
Gordon Milbourm testified on behalf of tha
OIG. In his testimony, Milbourn briefed the
subcommittee on the audit and investigative
activities being undertaken to assist in rem-
edying the Postal Service's challenges
in Chicago.

A July 18, 2007, hearing focused on the issuc

of contracting out services within the Postal
Semoe inanmbrmlerestwaswtsmm
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Lezs inany 12 hocrs after hearing aboue & eriticet plece of
Trofed soeniific saigment st in Wl Speciel Agerd

Boart of Governars; and presidents of
postal unions and management associa-
tions. Inspactor General Wiliams tostifiod
on the OIG's responsibilitios for reviewing
and investigating contractual activities of the
Postal Servico.

on the infrastructure and realignment pro-
grmandpuhoaosofthePostalSemce
Of specific interest o the subcommiltee
was how the Postal Service updated its
delivery standards to reflect changes in mail
preparation and delivery. Testimony was
also provided on the Postal Service’s plans:
lo consolidate operations and facilties. The
subcemmittee heard from the GAO, PRC,
Postal Service, and mailer’'s associalions.
Assistant Inspector General for Audit Mil-
bourn testified for the OIG. His testimony
focused on the Postal Servioe's END initialive

-and the AMP process.

FRAUD, THEFT & MISCONDULT
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OFFICE OF INSPECTOR GENERAL AREA FIELD OFFICE LOCATIONS

The OIG currently has more than 1,100 employees located in mwore than 100 offices nationwide in exch of
the Postal Service's nine areas.

Yy
(®) Headguarters

v Area Cffices
0O Financlal Audit Fekt Offices
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DEFINITIONS

FUNDS PUT TO.
BETTER USE
Funds that could be wndlmrl

Mbvmhm
recommeacided actions.

QUESTIONED COSTS

A com) that 15 Unfmcassary,

ureasonibio; Untupporied,
o . aflegard ickdtinn o lew,
ragiintion, contract, e

UNSUPPORTED COSTS
Anoutmtsmtawarm
by adequate documentation
Unaepported costs &m
Incldad wisth the amauntn
shown 23 Questionad Costs,
REVENUE IMPACT
Amounts from révenus
gencrating Anoions such as
ttad sales ond, lsases, o4
fogs Hiat were undémad or
ot realized iy aodifion, S
calsonty induties incressed
ravang fom existing hunctions

1 genarting rvecus from
nNew soirces.
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APPENDICES

The Inspactor General Act of 1978 raquires semianmual reports on tha immaediately
praceding 6-month periods ending March 31 and Septamber 30. Thase reports ana
sant to Congrass and made availabla to the public.,

This report surnmarizes OIG aclivities and illustrates significant problerns, abuses, and
deficiencies, along with recommendations and corrective actions refated to the admin-
fstration of U.S. Postal Service programs and operations duning the reporting period.

The appendicas on the following pages fulflif the requirements of the Act.

Appendix A

REPORTS ISSUED TO POSTAL SERVICE MANAGEMENT
For the period Aprd | — Seplember 30, 2007

016 avdit teams conduct performance and financial audits, evaluations, and other reviaws to addrass the business of
the Postal Service  Each team issues audit reports (AR) or management advisory reports (MA) in acoordance with the
Identified nasds of tha project.

Summary

Following is a stmmary, by principal area, of reports issued 1o Postal Seyvice management. The folowing pages list each
ssued repont.

Urisupporied
Number of Funds Putto Questoned Questioned Ravenue
Risk Assessment Categorles Reports Betber Use Costs Costs Impact
Stratagic 7 - - — —
Rnancial 141 $1072843275  $236.130.428 $686.367 $1.478.583
Operational 58 8279100610 $11,884 567 $8.234 551 $301,708
TOTAL 26 $1351943885  $245014993 S3920.Mm8 $1,780,382



Reports With Quantifiable Potential Monetary Benefits
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Unsupported
Funcis Put to (Questicned Questioned Revenue
Roport Titte Batter Use Costs Costs impact

FINARCIAL RiSK

i|

Posta Sarvica's Ralund Procsss ~ Capeal Modro Are; DR-AR-07-011;

32007 —_ $180,614 S180619 —

Fnanclal Reporting

SmartPay Purdiiase Card Uso by Poctal Servico Officess. FT-AR-07-014;

Q2% 2007 —_ $127.5% $127,303 -

Finen! Yaar 2007 Financial Installation At

Ada Main Pest Office —Ada, Okishorra; FI-AR-07-154; 5/3/2007 - S400 S400 $1.214

Bénson Post Otfice - Banson, Araona; FF-AR-07-213; 8/2/2007 —_ — — £1,208

Boukder Vaimon! Sttion = Baudder, Cokado: FF-AR-07-162; 52172007 — 1182 - si29

Chariotie Businass Mall Enfry Unit - Chariotie. Noeth Carolina: FF-AR -07.--228;

W30/2007 — - - 47,928

Chester Post Office - Chestar, Pennsytvania; FF-AR- 07166, 5222007 - - - 043

Chicago District Financia! Acooutitabany, FF-AR-07-264; G728/2007 — £8.782 85,782 $114.804

Cincinmal) Bywsinase Mal Entry Unit — Cincinnsli, Oteo; FI-AR-07-207;

712712007 - — - $330.094

Deenvifa Pt Oifice = Deenillo, Indlarmy, FAR-07-216; 31372007 — 52,504 52,504 -

Easky Business Mall Entry Unil - Fasiey, South Cardiina; FF- AR-07-214,

ares200/ - §7.892 -— $1.040
Business Mai Enoy Unit - Elfingham, Snoks: FH=AR-07-182;

862007 — [ — §5.384

Frociorick Businass Mol Endry Unit - Fredoriok, Maryland:; FF-AR- 07.-158;

6182007 — 36,700 — 2

Fredericksburg Business MaR Engry Unit - Fradenckshurg, Virginis,

FF-AR-07=212; 8122007 _— $135 — $34,059

Grani Contral Stabon - New York, New York: Fr- AR -07-178; BNV2007 _— §2,669 §1,574 $50,353

Cuthway Station — Corpus Chtsti, Teoas: FF-AR-07-181, 51/ 200/ - $8.078 $2,026 —

Houston Ganersl Post Oftice Window Main Office - Houstan, Teas;

FF-AR-07-147: 4/20/2007 - $8.175 4N 67,469

IMPAC- Gatoway District - SL Louks, Missouel; 7 AR 0770, /572007 — $2,363 $3,362 -

IMPAC-San Francisco Dislric! — San Francisco, Calilornig; H-AR-0/-202,

712072007 - §144,759 $144.750 —_—

Keithy D Ogfesty Station - Sreernille, South Carobna; FI-AR-07-171;

/3072007 — $1.454 — §3.400

Kirkwood-Voortiees Busingss Mail Frtry Unit — Voochmes, Newr Jersey:

FF-AR-07-263; 9/28/2007 — - - $20,600

| agrangevile Post (lfice — Lagmngeali, New York F—AR--07-232; 87127200/ — — — §7.663

Lo Mces Bualness Mad Entry Upit - Le Mars, lowa, - AR-07-166; 5/24/2007 — — - $5,076

Libarty Bugnnss Mall Enfry Unit - Liborty, Missourl; FR-AR-07-169;

SI252007 - - - 860,560

Macon Bissinoss Mait Entry Linll - Macon, Georgio; FF-AR -07-186; 8/13/2007 — — - §2,300

Main Otfies Window Service Post Office - Trenteer, New Jetsey;

FF-AR-07-248; 911072007 - $6,000 $8,000 857,900

Michow Station ~ New York, New York; FF—AR-07-161; 61872007 = $1,004 — £34,751

Miciwazy Mam (ftos Window — Sai Diagn, Caltioms; HF-AR-0/-183;

£20/2007 — - - £8.309

Motganton Post Office — Marganton, Borfh Camiing; FF-AR-0/-208:

1502007 - $1.303 sa7e $31825
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Reports With Quantifiable Potential Monetary Benefits

Funds Put to Questioned Unsupported Revenus
Report Title Better Use Costs Comts impact
Fieeal Yaar 2007 Finanglal Instaliation Audi
Morristown Busness Mal Entry Unit - Marrissown, New Jersay,
H-AR-07-223; 9n2/2007 —_ 84,190 89190 —_
Narrpa Post Offics - Nampa, Idaho; FF--AR-07-156; 5/9/2007 — - — $809
Natchitoches Masrl Post Office - Natotrloches, Lousiand; 17 -AR-07-172,
BI3112007 — — - 82825
Ocs Comers Post Office — Daks Comars, New Yon FF-AR-O7-197; 77672007 — —_ — §2.538
Oudahoena Gily Bhassnass Mall Eritry Uit — Oldshoma Caty, Okdshoma;
FF-AR-(O7-187; 5/25/2007 — — — $581,804
Phi-Oinay Station — Philadeiphia, Penraytvanis; FF-AR-07-108; 77212007 — S5.940 - 816,150
Randon Main Past Olflea — Ranton, Washington: FF- AR-07-160. §/16/2007 — — — 51,684
five Post Olfica — Rys, New Hampshive; FF-AR-07-208; 7/26/2007 - - — $1.018
San Angeio Busness Mall Cntry Unk - Sen Angeio, Toxas; F—AR-07-193,
£122/2007 - — — $1.041
San Frananco Busingss Mt Ertry Uit ~ San Faincisen, Califomis;
FF-AR-07-217; 8/14/2007 - $2,008 $2,008 $30.269
Sanly Hass Mam Poel OHice — Santa Bosa, Calinersa; H—-AR-0/-140;
AN7I2007 - 8361 361 12627
Shawneds — Laneos Branch — | anext Kansss; H—-AR-07-137, ANV 2000 -_ 51228 S1.22%6 —
Simew 1Py Purchese Card Progeam - Coloracky/Wyomang Distcs, Danwer,
Codorncky, F¥-AR-07-247: Q1 2007 - $50.629 $28719 —_
SnartPay Purchase Card Program for Local Buying — Capitsl District
Washinglon, District of Coturmbia; FE-AR-07-251; 842772007 — $93.038 $14,186 —
S Business Madl Entry Unit - Springfiold, New Jorsey, FF-AR -07- 235;
S1472007 -_— -_— - 336,709
St. Faut Main Fost Office - 8L Paut, Mirnesata; FF-AR--07-188; 671372007 — 814588 - —_
STC- Mission Stafion - Santa Clara, Calliomia; FF-AR-07-148; 4/ 132007 — 81.085 §i5 -
Sumrenin Staton ~ Les Yegas, Neveda; FR-AR-(7-1G2; &/2972007 - 58 558 $in —_
Swedashorn Busnass Mail bnry Lnit - Swsseshoro, New Jarsay;
H-AR-07-153; 5472007 —_ —_ — 8§50, 380
Tatahasson Ousiness Mad Entry Unit - Tallahassee, Forida: FF-AR-07-157,
SI8200/ - - -— $42.204
Ihisnsvile Business Mal Fatry Unif - Thesnsville, Wisconsm; FRAR-07-211;
812007 — — — §2.955
Vi Nuys Busimess Mas Enary Unit < Van Nuys, Caiioes; H-AR-07-174;
TR P — $127.884 — SE40
Victora Busisoss Mail Entry Uil - Vickorda, Texas; FF- AR-07--218; 8/15/2007 — — — 51.488
Westgate Post Officd — Raleigh, North Caroling; FI-AR-07-243; 9/18/2007 — $13.247 - $13.888
White Plang Main Past Uffice - Whie Plains, New York; FF-AR-07-230,
are/2007 — $11429 $10,750 $16.887
Wikningioe-Myrtie Ceove Stifion — Waminglon, Norfl Caméra; FF-AR-07-245;
01872007 - $70,634 $70,634 83,801
Wincsor Mils Branch — Windsor Mile, Marytandl; FF—AR-07-148; 472072007 — $38.045 — -
Woodbridge Business Mall Enfry Uit - Woodbridge, Virginiay; FF-AR-07.-190;
8/18/2007 - — - .92
Woodstock Busmess Mt Entry Unet - Woostock, Bnots; H-AR-07-185;
E12812007 - - - £314 605
Human Capiral
Postal Servicy's Employoe Benafit Programs; HM -AR-07-003;
9/24/2007 S1.02843.275 = = =
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Reports With Quantifiable Potential Monetary Benefits

Report Title

Funds Pat to
Better Use

Questioned
Costs

Unsupported Revenvo
Costs impaat

SUpply Managemant

Bilboard Lease Agreeement Revenun Racetved from Van Wagnir,
Communications, 1 1.0; CA-CAR-{/-017; 4302007

Price Adusimont Clalm Submitted by Barisch Properties, Umifod Linbiity
Corporation; CA-CAR-O7-IN6; 771872007

Proposal Subenitiod by Northwop Grumman Corparation, Bactmnie Systems
Company, CA-CAR-07-018; 8217200/

OPERATIONAL RISK

Delivery

Arddress Mansgemunt System kfamation - Caplial Meto Area;
DR-AR-07-004; 51/2007

Atddrass Managemant Systam Information - Fastern Area; IR-AR-07-008,
BIT2007

Arkdross Managemant Systen infeemistion - Panhic Area; DR-AR-07-005;
SNAN07

Address Managemant System nkemasion - Souttwest Araa; DR-AR-07-006
(R); 8720/ 2007

Addrass Managemmant System krfommation — Westem Ares; DR-AR-07-008;
B2007

City Dosivery Vobhicss Miaage—Base v, Actual ~ Eastam Area; DR-AR-07-014,

Qe 2000

City Dolrery Vitricks Mg Rass va. Acknl — Sothess! Ares;
DR-AR-07-015; /2042007

City Deleery Vehice Missge-Rase vs, Achnl - Safmes! Arnd;
DR~-AR-O7-013; 9/26/2007

Maineananca and Repas Payments © Commarcal Venaors Using Pogts Sanvcs
Form 8230, Aytharization for Prymeet; OH-MA-07-005 (R ), 97212007

Marageenant of Adminstrative Viehicles; DR-AR--07-007; 5/1/2007
Englineeriog

Automatind Hat Sorting Machine 106 Enfuancaenants; DA-AR-07-005;
Q02007

Ingaigent Mad Data Aoquisition System Deployment Status ansd Vandor
Negotations; DA- AR-(7-008; 9/21/2007

[ntormation Syelems
Heaxiquartors Cotubr Seavices; IS-AR-07-011; 4/30/2007
Inspection Service & Facilition

Postdd Inspection Service Seaurity Controls and Frocesses — Area Secunity
Assossmont Program; SA--AR-O7-004; 7/10/2007

Notwork Processing

Efticiency Raview of the Bridgepon Processing and DsTribunion Factity -
Bridgapord, Connactiond; NO-AR-07-004; 4/25/XX)/

Fifeiency Raview of tha Daliezs Bulk Mad Canter; NO-AR-17-008; /2172007
Priatity Mall Hub Operations in Plano, Toxas: NO-AR-07-011; 8/27/2007
Siupply Managemenl

Complance with the Uss ol MSC industrial Supply Co., Inc_and W. W. Grainger,
Inc. Nabons$ Contracts; CA-AR-07-004, 572372007

Transpoetation

Postid Viehicie Service Transportation - Los Angeles Buk Mal Center
NU-AR-07 -006; 8/21/2007

$455.197
$779,013
87,881,288
$5.201,116

$4450 816

$1,260718
82,715,463

$80,307.204

$122772

$17,740,107
$134,071 6338
£687.538

$1,761,112

84914726

3162
71,856

$235,088,642

S532 600
52,098,347

§753322

$4,550,082

§144,000

§736,543

217,113

SE32,800 —
$2.098.347 —
§753,322 -

84,550,082 -
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Reports With Quantifiable Potential Monetary Benefits

Funds Pul to Questioned Unsuppotted Revenoo

Report Title Batter Use Coets Couts Impact
Transportation

Postal Velecla Sarvica Transporiation Foules — Miwaides Procsssing sod

Distribution Centet, NE-AR-07-007; 8027/2007 #0522 — ~— —
Surface Transportation-Processing and Distribution Center Transportalion

Houtes ~ Soushwest Area; - AR-O7-004, 4/20/200/ $2,116,153 - - —_
Vihicks Mansgomeat-Nations! Trador Lease Ronows - Pacific Arca;

NL-AR-07-00; 8/28/2007 $5,960.140 $1,556.344 — -
Vebecke Management-Nationad Trader Leass Renowal ~ Southwes! Area;

NL-AR-07-005; 8/16/2007 $3,757.385 $997.018 — —
TOTAL $1,351 943885  $248,014,993 $8.920918 §1,790,382
Report Listing
For the pedad Aptl 1 — Septamber 30, 2007

Complete listing of all 0iG Roports issued 1o Postal Service management.

STRATEGIC RSK

Delivery

Autormated Daployment Stralegy of Aulanatad
Postal Carter, DR-AR-07-010); 8/7/2007

Engimearing

Entorprise Architociure in Postal Servico
Engineanng; DA -MA-07-001; 7717/2007

Peteork Optimizatlon

Ares Mat Processang nifabon Process;
EN-MA-07-001; BI26/2007

Bronx, New York Processing and Destiitason Cenir
Corsolidation; EN-AR-07-003; 71872007

Bulk M3 Centar Quistiroing; EN-WP-07-001;
A1 252007

Supply Manngement

Commodity Sourcing Actiitics Within e Autmation
Categoey Managoment Conter; CA-MA-07-005,
B2y

Postal Servce's Rehund Procass -~ Capltal Melio
Ay DR-AR-07-011; 7/13/2007

Financial Reporting

Complance with Bank Secrecy Act (Suspecious
Activity Reporting); FT-AR-07-015; 9/20/2007

Indepondont Report on Withhokdings and
Contributions for Health Banafits, Lits insurunce,
Radrernant, and Empioyes Headoourt Daks,
1-AR-07-013; /2012007

46 | Semiannusl Report la Congrass

Post-dmpiementation Review af e Marsa
Processing and Distrihution Center Area Msi
Processing Consoldagon; BN -AR-07-004;
8NM2007

SmatPay Purchase Card Ust by Postal Service
Officers; FT-AR-07-014, 5/28/2007



Abuguerus Distrct; FF-AR-07-215; &/0/2007
Baston Distrit: FF-AR-07-240; /1772007

Fisaal Year 2007 Fmancial Mstaltation Adit
Aty Meain Post Office ~ Ads, Oidahoma;
FF=-AR-07-154; B/ 20007

AXSTWOod Manor Statin ~ Lynnwocd, Washington;
F-AA-07-219; Bhhro0?

Amanio Business Mal Eotry Unil - Amatto, Taxas;
[F-AR-07-159; N02007

Anciston-Cxfoed Branch - Oxlord, Alabiina,
FF-AR-07-225; Bi27/2007

Bam Post Offion - Bathy, Now York; FF- AH-07-244;

anarzeo?
Bamiji Businass Mali Erry Uit - Bamid,
Minnesatn, F1--AR-(7-249; Q242007
Haret Post Oflice — Bonson, Adzors;
[T-AR-07-213; 8/2/2007
Bosngtrook Business Mat Endry Unit — Balingbvook,
Minoks; FF-AR-07-201; T/14/2007
Boutder Vaimont Staton - Bocoer, Colorado;
FF-AR-(-<162; S/20 12007
Buftaio Main Past Office - Buffai, Rorth Dakota;
FE-AR-0/-221; BIN2007

Pret OMice — Cambnidge, kows;
FF-AR-07-139; 41272007

Cameron ["ost Office ~ Cameron, West Virgeea;
FF-AR-07-144: A1/ 2007

Carrokion Business Mad Entry Unll - Camoition. Odo:

H—=AR-0/~143; 41872007

Certer Staton Post (Mtics — Westminstee, Cablornia)
Fr-AR-07-229; Q/4/2KV

Cliarioths Busness Mall Fntry Unit - Chardotle, North
Caroing: H-AR-07-228: 8/30/2007

Chester Post Office — Chester, Pennsylvana;
FF-AR-O7-165; 57232007

Chicago Acoontabie Paper Deposiony amxd
Starmp Distribution Office — Chicage, Binos;
FF-AR-07-184; B2/ 2007

Cricaago Deetnel Francdd Ancoungsbiity;
FF-AR-7-254; 9/28/2007

Chicksnsaiga Station — Chatlanoogn. Tennessee;
FF-AR-Q7.-200; 7/ /2007

Cincirmali Business M Enfry Hinit - Cincinnat,
Oe;, FF-AR-O7<207; 17271200/
Cincingrat -t ockiand Branct — Cncmat, Oho;
FF-AR-07-184; BN2/2007

Catronaila Post Offica — Citrorielie, Alsbama;
FE-AR-07-180; 6/6/2007

Crossroads Station — St Petersburg, Porda;
FF-AR-O7-14Y: 41162007

Cavite Post Office - Danvite. Indiana;
FF-AR-07-216; 81372007

Massachuselts District; FT-AR-07-23%;
anamar

Denr Acoountabl Paper Deposliney - Darwer,
Colbrada; F—AR-O7-1386; 4/%/2007

Downoes Grows Business M2 Entry Unit - Downers
(o, Minces; Fi—-AH-07-208; (182007

Eaaslay Business Mal Fokry Unit - Cady, South
Carchra; ITF-AR-07-214; 8/6/2007

Cfogham Business Mail Entry Uit - Effiagham,
fingis; FF-AR-07-182; 6/6/2007

Eikhart Business M Enary Unit -~ Ellchart, inckana;
H=AR-07-142; 4/16/2007

Faletax Post Otfiog — Fairtix, Ovdahoma:
H—AH-07-203; IN62007

Farrasstury Pest Ollics - Fatnarstirg, bxhans;
FF-AR-07-226, 8/27/72007

Faputtenille Post Difes - Faypettoniie, Permsyivanis;
FF-AR-07-170: 5/31/2007

Fort Worth Stamgp Dis¥rinution Office - Fort Worth,
Texas; H-AR-07-260), Qr28/2007

Frazers Bothom Post Dffice — Frazars Bottoem, West
Vegnia: H—AR-07-145; 41712007
Frodanick Bisingss Mad [niry Ll - Fraderick,
Maryland, FF-AR-07-189; 8A19/2007
Fredoncisburg Business had Entry Unit —
Feadorickstusg, Viginga: F- AR-(07.-212; B/ /2007
Qlendom Business Mall Entry Unit - Glendora,
Calitornizt, FF-AR-07-204; 111672007

Griews Canral Station - New York, New York,
FF-AR-07-178; 671872007

Guttwesy Station — Corpos Cheistl, Texas;
FF-AR-07-151; &71/2007

Harosd Busness Mad Entry Unel - Harced, Keamcky;
FF-AR-07-176; 5/31/2007

Houston Genersd Post Office Window' Main Office -
Houston, Tecas, M ~AR-07-147; 47 2072007
Hoven Main Post Oftics - Howar, South Dakota,
FF-AR-07-231, Ar1/72007

Hurtington Husmess Mail Entry Unil — Humfiglon,
Nowr Yook, FT-AR-07-242: 31712067

IMPAC ~ Gatewsy District ~ St Louis, Missouri:
FF-AR -07 -179; 6/5/2007

IMPAC - San Frpocisco District, San Franoisoo,
Catiforrua; FF-AR-07-202: 112002007
Jamesown Blsinass Mad Entry Unit - Jamastown,
Newr York: FF-AR-(7-183; 572212007

Juncson City Busitess Mai Eriry Unit — Junction
City, Kansas; FF-AR-07-191; 81872007

Keith O Oglestyy Station, Greerndlle, South Carbing;
FF-AR-O7- 171 61302007

Kikwood - Vooehaes Business Mall Entry Uit -
Voorhaes, Naw Jersay; FF-AR-07-293; 9728200/

Southeast Michigan District FF~AR-07-24;
282007

Lax Vialie Fost Office - La Valle, Wisconsin;
FAR-07-220: 841772007

Lagrangevite Post Ofica, Lagrangovite, New York,
FI—AR-07-232; an2rao0t

|8 Mars Busmess Mail Frlry Undl - L2 Mars, iowa,
FF-AR-QT-166: 524/2007

Libty Main Post Ofice - Libty, Montina,

F AR-D7-224; 8/23/2007

Liberty Business Mad Entry Unit - Liberty, Missous;
F=AR-07169; Sy 207

Lynchineg Businass s Erdry Urit - Lynehbieg,
Vegini; H-AR-07-158 5/4/2007

Maron Busrs: Mal Frlry Unit— Macon, Georgia)
TT=AR-07-185; 61372007

Main Offoe Window Service Post Office — Trenton,
Now Jorsey, FF-AR- 07-246; 9/18/2007

Manteo Post Office ~ Mantoa, Norih Casolna;
F=AR-07-152; b/4200/

Marion Post Utfica — Marion, Montana,
FH—AR-(/-222; BE2112007

Mesxdow Vista Post Offics; - Mesdow Vists,
Calfomia; FF -AR-07-175; 86/ 2007

Midhown Stadon ~ New York, New Yok,
FF-AR-O7-161, 52007

Midvwry Main Offico Window - San Diego, Calllormia:
H—AR-O7-118; 612012007

Meeganon Post Office ~ Morgaron, North Carcim,
HAR-07-208; 7/30/2007
Mormsiomm Besnass Mat Fntry Unt — Moristown,
Now Jersey, FF-AR-07-233: 9/12/2007
Musiagon Business Mail Entry Une ~ Muskegon,
Michigan; FF-AR-07-224, 9712/2007
F—AR-07-156; 5A/2007

Nashvile Business Mall Enry Unlt — Nastills,
Tarmesses; IH—AR-(7-108; 7/07XN7
Nalehfioches Mam Post (fice —Nalchitxhes,

L duksiana; FI=AR-07-372; 53122007

New Lénox Post Offics - New Leno, Minois:

FF AR-07-238, aM7/2007

Oaks Comess Post Otfica — Ooks Comavs, New York:
F—A3-079T; 17672007

Okiahormea Gily Businass Ma Endry Linit — Ossahormg
City, Odahoma; H—AR-O7-187; WZ5/X07
Purkwood Statcsr — Watson, North Caroling;
FI-AR-O7-200; 7/31/2067

Pecda Stamgp Distribution Office —~ Peoda, Minos;
FF-AR-Q7 168; BI/200T

H—AR-QT-237, 80712007
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Pri-Oiney Staton — Pridsteiphis, Pennsyving;
FFAR-Q7-199, 7731/2007
Paisburgh Stamp Distribution Office - Pittsbargh,
Pennsylvaria; FF-AR--07-241; S¥17/2007

Pleasant Garden Post Gifice - Ploasant Gardoh,
e th Carcling; H--AR-{7-223; 872372007

Prantice Post ifcs — Prantce, Wisconsin;
FI-AR-07-194; 6/22/ 2007

Reron Main Past Offics ~ Rerton, Washingson;
FF-AR-D7-160, B/18/2007

Roanoke Business Mast Endry Unit - Boanaoke,
Vieginla; FF-AR-07--187; 6/13/2007

Fyo Post Offico - Rye, Now Hampzhice,
Fr=AR-D/-206; 77252007

San Angalo Bugness Madl Entry Unit - San Angelo
Teomay; TF-AR-07-103; 8722/2007

San Francisro Business Mall Eritry Urit — San
Frarciso, Calfornid; FF-AR-07-217; 8/14/2007

Santa Rosa Main Post Office - Santa Rosa,
Callfornia; FF-AR-07-140, 41772007

Sharpetysy Branch -
H-AR-0/-227; & 28/ 2007

Shawnee-| enea Benoh ~ | gooa; Kansas;
FF-AR-07-137; 41012007

Strur (Pay Purchase Card Prognam--Colondo/
Wyoming District - Donwar, Colorado;
FF-AR-07.. 247 2/10/2007

SmartPay Purchase Card Program for Local
Buaying- Captal Dis¥ric! — Washamton, District of

Hurman Capital

Pastal Sarvice's Empinyee Benaflt Programs,
HM-AR-07-1503; 2r2472007

Appication Conlrol Review of Oracic Acoounts

Payaie - Foeder Systems, IS-AR-0/-014;
BII007

‘Inspection Service & Facilliles

Postal Inspection Service Transition and Resowrces;

SA-MA-D7-002, 972112007

Seles & Servico

Managemant Opeeating Data System,
MS-AR-LI7-003; 87212007
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Cotumntss; FF-AR-07-261; W27/ 2007

Smiths Creek Pogt Office — Sireths Gresk, Mctagan,
- AR--07-238, 91772007

Soringliold Business Mad Entry Unit -

New Jorsoy, FF-AR- 07-235; 1472007

St. Paul Maln Post Office - St Paul, Minnesota,
H—AR--07-186; 6/13/2007

Stmgng Ground Prst Olfice - Stamping Grooned,
Kentucky: FF-AR-07-183: 6/12/2007
STC~Mission Suibon ~ Sgats Clars, Catlorms,;
F-AR -07-128; 4NY2057
Stovonsitle Business Mal Entry Unit - Stenengvillo,
Montuns; FF--AR-07-181; 6/12/2007

Storrs Busingss Mol Entry Urit - Stogrs,
Comecicul; F=AR-0/7-150; 4/3072007
STP-Ponser Staton - S1 Pad, Minnespta;
F-AR-07-177: B/812007

Surmmertin Station - | a5 Vegas, Newads:
F-AR--07-192; 672072007

Sumnit Business Mail Entry Uni - Summit, New
Jorsey, FF-AR-07.-252: B728/2007

Swodeshoro Busness Madl Eniry Unit - Swedesboro,

Newe Jorsey; Fi~AR-{(1/-153; 5/4/7007

Jalkahaxses Busness Mai bntry Unit - Tallshassse,
Pocda; FF-AR-07-157; S0/2007

Thiensvile Busioess Mail Entry Unil — Thenavlle.
Wisconsin; F--AR-07-211; 8/1/2007

Tharmon Business Mad Entry Unlt - Thiamoot,

Marnyang; FF-AR-07-168; 5/24/2007

Leysees Post Offion - Liysses, Kanses;
FE-AR-07-173; 5730/ 2007

Vakey Miis Post Offico - Yaboy Mile, Toxas;
FE-AR-O7 149, /23,2007

Van Nuys Buginass Mall Entry Unit - Van Nuys,
Caltorma; H—AR-07-174; 5/31/2007

Victona Busness Mad Folry Unif - Victortiy, Tanas,
FE-AR-07-218; 8115/2007
Wesigate Post Office - Radeign, North Caroins;
F-AR-(07-243, 9N 8/ 2007

White Fizns Man Post Offico - Whit Plains, Now
York; FF-AR-07-230; 976/2007

Wichita Business Mad Entry Unit - Wichita, Kansas,
H-AR-Q/-210; BA/2007

Wictta Genarsl Ml acality Staton - Wichita,
Kangas; FF-AR-07-196; 77212007
Wilrington-Myrtie Grove Staton - Wimington,
Nortt) Cardling; FF-AR - 07 -245, 91872007
Windscs M3 Branch - Windsor M, Maryland;
FF-AR-07-148, 42072007

Wotom Starp Distribution Difics - Woburm,
Massacdumsalts; FF-AR-(07-146; 41772007
Woortindgs Busmess Mail Enlry Unit - Woodtridge,
Virginia; FF-AR-O7-100: 871872007

Woodstock Busmess Mall Entry Uit — Woadsinek,
|Bewolg; AR -07-195; 872872007



Supply Managenwnt

Bliboard Lease Agreement Fevenue Recaivad

from Van Woagner Communications, LLC,
CA-CAR-O/~012; /3072007

Controls Over eBuy Biings ang Payments;
CAMA-O7-007; 92572007

Uwract | sbor and Indvect Expanse Ratee of indelinte
Delivery, Indefinte Quantity Propogal Submitted by
Highiand Assodiates; CA-CAR 07016, 8/14/2007
Diroct Labor Rates and Indirect Rate of indofinite
Dolivery, Indatinite Quasty (DI} Proposal
Submitied by Progrm Managemend, LLC;
CA-CAR-0/-021, 97112007

OPERATIONAL. RISK

Kay Performance indicasors including Procurement
Savings of Contract Numbes BEBMSTR- 0% B-3002,
and Acounting Systam of Rydor intagrated Logistes,
Incorporatad; CA-CAR-O/-0/: 7/3072007

Lessd Fxpensas af |MO Criseprsss, Lamited | iabiity
Corporasion, CA-CAR-07-018; 7/30/ 2007
Preaward Sunvey of Accourtting System at | O
Associates, lnoorporated; CA- CAR-07-020;
B3N

Prics Agussment Ciaim Submitisd by Rarsch
Properties, Lamitad [ bty Composstion;
CA-CAR-07-015; T8&/2007

Propesat Subeitted by Jacobs Faciises,
Incorporated; CA-CAR-07-.014; §/23/2007

Proposal Suterstied by Norfivop Grumman
Corporasion, Electronic Systems Company,
CA-CAR-O7-018; 8/1/2007

Propasal Submitted by Dudens sna Knoop Archiects,
PE; CA-CAR-0/-03; 5AVZON7

Sternans Energy and Autometon, incorporaled;
CA-CAR-Q7-011, 5172007

Sautheast Facifies Senvce Offics Use of
the Parsons' Indafintte QuanSty Confract,
CA-MA-O7-006; 97107200/

Vioyagar Carg Program — Swatars and Lower Paxin
Branches of the Harrisburg, Panmsylvania Post Office;
CA-AR-O7-006; 7/9/2007

Delivery
Address Managoment Systee Informalion - Capitat
Matro Nea: DR-AR-O7-004; 51/2007

Addiass System informmson - Exdam
Args; DR-AR-07-009; 57772007

Mddress Managemant System informaton — Netiona!
Capping; DR-AR-U7- 012; 8/2972007

Addrass Managomant Systeen inforvnation - Pacific
Area; DR -AR -07-006:; &/1/2007

Address Managemont System Infeemasion
Souttvmsd Areay, DR-AR-07-006 (R ), 872072007

- Enginesting
Afomatad Hat Sorting Maching 100 Enhancemaats;
OA-N-07-D05; 9110:2007

it Sequanary) System Risk Managemend;
OA-AR-07-003; 7/31/2007

Hurman Capital

Postal Sariee's Workpiacs Sty and Workpiaoe—
Related Injory Redoction Coaly and Progress;
HM-AR-07-002: 5716/2007

Address Manxgeanont Systoen information - Westermn
Area; DR-AR-O7-D0R; 2007

Cily Defivery Veltcle Mileagn-Basa vs. Actual -
Castern Aran; DR-AR-07-014; Q12672007

City Delvery Vehicde Misage-Buse ve, Actusl -
Southeast Area; OR-AR-07-015; 9/29/2007

City Dotvary Vehiclo Mieege -Basa v, Actunl -
Souttwest Arca, DR -AR-07- 013, 9726/2007
Impicmenttion and Utiizaton of the Growth
Marcgeenant fool; DR-AR-0/-016; 8729/2007

Intobigant Mall Data Acquisiton Syztam Daployment
Shats and Vendor Nagotitions; DA-AR-07-D06;
Q2112007

Optical Character Reader Enhancements, Delivery
input Output Sub--Systemt; DA-AR -07-004,
BIZITX07

Ihe Posta Senvice’s Comprebensie Sralegic
Workiores Plan: HM-AR-07-004; 22672007

Maindenance and Bepak Paymonts to Commencial
Vendors Using Postal Service o 8230,
Autherization for Payment; OR-MA-07-005 (R);
/212007

Management of Admmssirative Vohicks;
DR-AR-(7-007; 5112007

Managemant of Retall Workhours in Relagon fo
e Workinad for Mobila Urts — Tribors District;
DR-MA-07-004; 6/14/2007

SL Louis Equipment Mantenancs and Waste
Dieprasal, DA-MA-07-002; RA20G7
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Infarmation Systens

Change Controts at the Cagen, Minnesota;

San Mateo, Cafifomia; and SU Louts, Missod,

Irdoemation Technokagy 204 Accounting Seevwca
Cantors for Fiscal Year 2007 IS-AR-07-015;
142007

Condrals Over Pastal Inspection Sendce Hetwork
Switches; 1S -AR-07 -012; 72622007

8202007

Inspoction Service & Facilities

Handing of a Suspicious Powder Incident
at the Wichita Falis Mal Procassing Center;
SA-AR-O7-005; 11112007

Postal Intpection Sandes Sacunty Controls and
Procazsem-Area Secuvity Aesessmunt Programy;
Sh-AR-07-004, 7/1072007

Network Processing
Color - Code Capping Report; NO--MA-O7-003;
8720872001

Color-Coding of Standstd Mal 22 the

Mabila Processing and Desiritason Centar;
NC-MA-07-002; 6/26/2007

Efficiency Review of the Bridgeport Processing
and Distribution Facility ~ Bridgeport, Connecticut;
NO-AR-O7-004,; 4/25r2007

Efficiency Ressow of the Dakag Buk Mad Camer,
NO-AR-07-008; /312007

Sales & Services

9/282007

Supply Management
Compliance with the Use of MSC industrial Supply

CA-N-07-004; 572372007

Itpact of Transportation on Chweagd Distict
Performance, NL-AR 07008, 8/28/ 2007
Postal Vehicke Service Transporiation - Los Angeles
Bk Mail Centor; NL-AR-0/-806; 22172007

S0 | Semianmal Report to Congrass

Databasa Administration Praciices; iS- AR-07-016;

Pastal Servics Passport Programy:. MS-AR-07-004;

Co., Inc. and W, W. Grainger, Inc. National Confracts:

Drsagter Recovery Yesting for Critical Fostal Service
Appications at the Eagan, Minnasota, and San
Matno, Casomia, Mtonmation Techrology and
Aecuunting Service Centers for Fecal Year 2007;
I5-AR-07-018; 911472007

Headquarters Calular Services; 1S-AR-07-011;
A/30/2007

Security Vinerability Assossenent of the Nodonal
Accoonting Gracie FHnancials Application;
5-0S-07-D04; 12007

Seacurily Vidrerabilty Assessmant of the Sesvers
and Databases Supporting the Postal Automaled
Rodirocion Systeay; 18 -CS--07-004: 614/2007

Peetl Service Facilities Maintenance and Rapalr
Costs; CA AR-O7-003; 51472007

Postal Senvice Security Controls and Processes for
tha Pacific Ared; SA-AR-07-003; tra/ 200/

Usa ol kxisting Postal Service—Owned Spacs in the
Pacte: Ares; CA-AR-07-005; 81472001

¥nternal Confrois Over Clock Rings at the Margarel
L. Seflees Processing and Distribution Canter;
NO-AR-07-008; B/24/2007

Mai Condibion Reporting af the Los Angeles
Witermaticodl Service Center; NO-AR-07-010;
24/ 2007

Mail Condition at the Miami intemational
Servica Center; NO-AR-0O7-008, 9720/2007

M3l Concition Reportng at the San Francisco
Wbarnabioral Ssevice Corder; NO-AR-07-006 (R);
812002007

Facifies Service Office Lise of the Parsons' indefinita
Quangity Contract: CA-~MA-07-003; 6/4/2007

Postat Vencie Senvice Transportanon Roules -
Miwaukee Processing and Distribution Cenden
NL-AR-Q7-007; 972712000

Sirtace Transportation -Prooassg and Disributon
Cantar Transportation Roules — Soulhwest Area:
NL-AR-07-004; 472002007

Separation of Oubies &t the Edgan, Mrnesols;

San Mateo, Callomia; and St Louls, Missour,
Tntormason Tachnology and Sarvice
Cenlary; IS-AR-07-017; &28: 2007
States of frdonmeion Technoiagy Witten She Poetal
Service; 15-MA-07-001; &/6/2007

Systen Software Conbroks at the Eagan, Minnesola,
and San Maizo, California, Ifarmation Technology
and Sarvico Contens %or Hecal Year 200/,
1S AR-O7-013; B/ 2007

Use of Existing Postal-Owned Space i the Groat
Labes Avea; CA- AR-07-002; 5/18/2007

Usa of Existing Postal-Owned Space in the
Southeast Area; SA-AR-07-006; 9/27/2007

Mai Processing at the Southeastern

Pannsylvanks Processing and Distridution Center,
NO-AR-O7-007: 862007

Priveity Mad Hub Cpecations in Plang, lass;
NO-AR-L7-011; 9/2772007

Timediness of Mal Processing at the Chicago, linos,
Cariiss Colins Proosssing and Distrbwtion Canter;
NO=AR-Q7-012; 972872007

Gread Lakos Fadities Senvice Offlos Usa of
the Parsons” Indetnite Quanity Contact;
CA-MA-07-004; 71312007

Véhide Management-Natooa Traler Lease Fencwal
Pacific Arca; NL- AR-07-0D09; W/28/2007

Vehicie Management -National Trafler Loase Renewnl
~ Souttwest Araa; NL-AR-40/-005; 6/16/2007



Appendix B

FINDINGS OF QUESTIONED COSTS

For the pariod April 1 — Saptermbar 30, 2007
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Questioned Cost: A cost that Is unnecassary, unreasonabdle, unsupported, or an alleged viokation of law, raguiation, o contract

s required by the i3 Act, the followang pages show the Jotal number of alidit reports and the tolal doltar vaiue of questoned costs 1 audit reports,

Unsupported Costs Included

Description Number of Repotts Ouestioned Coste In Ouestioned Costs

Reports for which fo management decision wis made &t the begrning of iy

reporting peniod 26 $161,347,47 $2.853,83%6

Beports requiring managemant oassion Mt word issued turing he

reporting peciod ' 45 5248,014,003 $6.920.918

TOTAL il $409,362 040 811,774,754

Reparts Jor which & manugemaed decision was mada during e rEpoaing

period (1+1) 43 $118,680,006 £9,459,835
0 Dodar Vaius of disaliowed cost $43.121 807 $2.207,208
(i) Dofar valoe of cost not disaliowed 375567109 $7.262 547

Reparts Yor which no mansgement décison waes mada by he and of the

reparting period. Nogolisons o ongong 28 $200,673.034 $2.314347

Raports for which no management decgon was imade withen € months o

issuanes (Soe Mol 1 bor a Bt of beivioual ropoets) — — —

Reports for which Ho managament Secison was made within | yi of

ssuanca {Soe Nok 2 br 3 Bt of inovidual rports) 7 $50.443.108 —_—

Note 1 - Reports for which no management decision was made within 6 moenths of Issuance

Questioned  Unsupported Costs included
Subject Report/Case Numbet Report Date Costs m Questioned Costs

Nore

Note 2 - Reports for whizh no managumont decision was made within 1 yesr of issuznce:
Questioned  Unsupported Costs included

Subject Report/Case Nurbey Report Date Costs In Questioned Costs
Contrizct Aucit-8of and Howet Mail and Massaging Technologies CA-CAR-03-002 101672002 £343,759 —
Contract Al - DL Kasman, comporsted CA-CAR-03-011 21372003 4 026,935 —_—
Vetecks Managornent - Dotvory Viehicis - Buy vs. Loase NL-AR-04.-005 930/2004  $42,751,032 -
Roport on Audi! of Settament Proposi Under Confract Numbet

102681,03-Q-0454 Subemitind by Hasler incarporated CA-CAR-06-027 72005 $2470818 —
Audit of Fiscal Year 2002 incurred Lost of

New Breed Corportions CA-CAR-D8-007 122005 $59.576 -
Postal Sarvice's Grasvance-Artivration Service Canters HM-AR-06-006 202006 $356,510 —
Vebecke Maragament-Nafional Trafler | sase Regumments -

Capitu Metro Area NL-AR-DE-013 W20,2006 $402,478 —
TOTAL 850,443,108 -
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Appendix C

RECOMMENDATIONS THAT FUNDS BE PUT TO BETTER USE
For the pariod Aprd 1 — Septamber 30, 2007

As required by the 16 Act, this pages show the total number of audit reporis and the total dollar value of recommendabions for funds that can ba put to better
use by management.

Funds Put to Betler Use — Funds that could be usad more efficiently by enplementing recommended actions

Description Mumber of Reports Dollar Value
Reports for which mo manegernent dodision was made at the bagnning of Me reporting pened 7 $58.927,7%0
Reports sund daring Ihe reporting pericd 19 $1,351,943 885
TOTAL 26 $1.410 871 675
Reports for which 2 management docision was made dunng the éport period 20 $1,351,586,133

{I) Vadue of recommandations agreed to by munugemen $271 880 491

(W) Value of recommendstions that were not agreed to by management $1,078,705,642
finports for which no monagement decision wae mads by the ond of the reporting perod. 8 $59.285 542

Reports for which no management decision was mad within 6 monghs of issuance
(Sew Notw 1 for a st of indidud repors) — -

Reports Joe which no rmanagemen| decision wes made wilhin | yaar of lgtance
(S0 Note 2 for & st of individual povs) 4 SAG.568,017

Note 1 - Reports for which no management decision was made within 6 months of lssuiice

Recommend Funds Put to
Subject Report Number Report Date Batter Use

Novie

Note 2 - Reports for which no management dectsion was made withm 1 year of ssuznce:
Recommend Funds Put to

Subject Report Number Reopen Date Better Use
Vericle Munagerment- Delvery Vehicles — Bizy veruos | sass NL-AR-O4-005 003072004 $40,206 954
Surtaca Transportamion-Butk Mal Canter Fighway Trassportaion Rotes -

Wastam Area NL-AR-06-001 02172008 $2.735.812
Postal Sarvies’s Griovance- Artiration Service Centars HM-AR-GE-D06 OR/2972006 $5,521.081
Vehsck Managomant- Nationa? Traikr Loase Requiomants

Capital Metro Aroa NL-AR-06-013 00/29/2006 $1.514170
TOTAL $49,568,017
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REPORTED NON-MONETARY BENEFITS

For The pariod Apal 1 — Saptender 30, 2007

Overview

Many 0f our sudit reports identify areas for improvement that result in non-menetary benefits 1o the Poslal Service. These benefits include improvements 10
service, profection of essets, and improvements in the refiability of data. FY 2007 is the first year we are reporling these benefits to the Postal Service.

Type of Measure Valuo or Amouit
IMPROVED SERVICE
Reconwmendations that addresd the Pastal Service's effornts 1 improwe the qualty and
acoeashiity of its products and seevices Number of Recommendations a7
Nurnber of customor Sorvice sudits conducied Number of Audits 19

SAFEGUARDING ASSETS

Assets or Accountable fems at Risk:
Inadaquale intemal controis put thi value of assets or accounsabie fems (lor examgle cash

3 stamps) at risk of loss Daollar Valye $110,611.612
Physical Safety and Security:

Recommandations thal address the salaty and securty of Pastd Service employees and/or

1he work eovironmiont Number of Recommendations 16
Nuritiar of fripioyese/facily sstaty and secuity auits conduttad Rumber of Audits i
Totarmation Technology Secuity:

Inadequate controts/profoction pul the vakes of data, 1T assets (soltware, netwarks), and

amployae work tima al Dollar Valus $t211.119
Musmber of dala securify/\T security midis conducind Number of Audits 14

GOODWILL / BRANDING

An “adverss kmpact” on goodwil is an aciual event/prodlem that harms the Fostal
Service's reputation or a poteniial problom that could nagatively impect fro Postal Sandce
*trandd name” Nurndar of issuae iaatifiad 10
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Appendix E

REPORTS WITH SIGNIFICANT RECOMMENDATIONS PENDING CORRECTIVE ACTIONS
For 1he period Srough Segtemtier 30, 2007

As required by the 16 Act, the following pages inchude a &t of aach audit report for which no managemant decision has baan mads by the énd of tha

rEporting period.
Nuitber of

bsicue Dt Recomvmendations  Repord Tille Report Number
7102002 3 Review of eBrsmess Agreements EM-AR-02-012
2172003 1 Propriely of Postal Sarvics Uility Payments FI-AR-03-011
@3072003 3 mmnmﬁnmmﬁmmamwmw- S-AR-03-008
AN 72004 1 Poutal Inspection Service's Postud Potoe Officers SA-AR-04-001
QY2004 1 Postal Servics's Businass Partner Connectivity (S-AR-04-D14
V3072004 5 Vehick: Management-Dalivery Velicles - Buy v. Lesse NL-AR-04-005
V252004 1 Reports Distribution 1S-AR-05-001
V12572005 2 m%WWWMK-MW-M, NL-AR-D5-001
252005 1 Efficiency Review of the Akron, Ofve, Processing und Distribution Center NO-AR-05-009
AN72005 z Vehicle Management-National Traber Lease — LUnresoived Audit Recommenciations NL-MA-05-00
81772005 1 Efficiency of the Los Angalas infamational Sendica Cantar NO-AR-05-011
10222005 5 Comphaints Regarding Personnel Bssuss i the Caribbean District HM-AR-05-00%
81172005 1 xms‘;‘;““,;g ﬁ“""‘ Reganding Compisinis of a Hostlla Work Enmement o o0 40 06,010
W06 3 Cornmaorcia Alr Network Opérations NL-AR-05-015
122372005 2 Secutily Over Sensithve Customer Data on Altomated Postal Center Kiosks 15-MA-06-001
2102006 1 Flat Remote Encoding System for Automated Fiat Sorting Machine 100 DA-AR-06-003
21072008 4 Securty VulierakaRly Assasoment and Audit of Aulomated Postal Center Systerms 1S-AR-06-002
2222006 1 Efficiency Review of the Weshington Bubx Mall Center NO-AR-06-003
32212008 1 J.T. Weeker (Chicago} imemational Service Center - inbound intsmational Mail FT-AR-08-013
31/2008 1 Pystal Service's Shass of Haalth Insurance Premiums for Retred Employeey FI-AR-06-M8
S/5/2008 1 Foilow up at the Engincering Research and Development Cantor — Merrifield, Virginia 5-AR-06-010

54 | Semiannusl Report la Congrass




>
v
v
m
=
.
><
m

Number of
fssue Date Recommundstions  Raporl Title Repoet Number
Q2006 2 Pmmwmmmmwm HM-AR-06-004
Hutricane Kalrina - The Etfeciivensss of the Puslal Service Transporiation and X
82972006 2 Logisties Network NL-AR-06-006
Mali Trarspon Equipmant Sacvice Canter Network — Propoged Changs to Gusiity
17202008 2 inepection and Payimert Authonzzbon Contrits NL-AR-00-007
Surfaco Transpartation-Processing and Distribution Cemer Transpoctation Rowtns —
772572008 3 Great Lakes Avaa NL-AR-06-006
V2006 1 Overdrawn Expreas Mall Corporate Accounts DR-AR-D6-007
B/20/2006 9 Postal Service's Griavance-Arbitration Seyvice Canters HM-AR-06-006
V12/2008 1 Efficiency Review of the Los Angelss, Calfornia, Worldway Aot Mall Conter NO-AR-06-006
Mail Trarsport Equipment Service Canler Network-Higivay Transportation
Y12006 3 Roules — Greensbord NL-AR-06-010
VAV2006 3 Pazadena, Cafifornss, Processirg and Distribution Canter Corsulidation EN-AR-D8-001
¥27/2006 2 Enterprise Payment Switch Solution Phase 1; Requiremants and Design 15-AR-06-017
nformation System Access Conirols af the Eagan, Minnesctn, and San Mateo,
weraom : Calffomia, nformation Tachnology and Accounting Sanvica Centars BR-08.018
YIR006 2 Mail ijspon Equipment Service Conter Network—Highway Transportation NL-AR-08-012
22006 3 Defvory and Retall Standarm Opesating Procadires - Great Lakes Area NR-MA-05-008
Y20/2006 3 Postal Service's Schedule Awards Progrm in the New York Metro Area — Repod | HM-AR-06-007
V22006 4 Vehice Managemant-National Traler | esss Requrements — Capital Metro Ares NL-AR-DB-013
2972006 1 Mall Trargport Equipment - Transportation of Over v Boad Contanens NL-AR-DG-014
3072006 1 Blohazird Detection System Consumabios DA-AR-06-006
10162006 1 Devery and Retail Standard Operating Procedures — Capital Metro Area DR-MA-07-007
117872006 4 Siuae Cily, lows, Processing and Distrbution Facitly Cansolidation EN-AR-O700)
122006 4 Sarvice Implications of Ares Mall Procassing Consolidations EN-AR-07-002
Secorfly Vulnorability Assessment of Legacy Applications at the Eagan Host Compuding
12772006 1 Servicax Eacan Manests I5-AR-07-003
121172008 1 Postal Service Contact Center Phase 1: Customer Service MS-AR-07-001
12262006 2 National Custorms Management System Encrypéon 5-A8-07.006
Timetnass of Mail Processing at the Lus Angeles, Californea, Processing and AR
202007 2 Distribaion Center NO-AR-07-001
223007 1 Enterpriss Payment Switch Solution Pz & Prapamtions for Securily Testing 5-AR-07-007
162007 3 Address Managument System Information - Northeast Aea DR-AR-07-001
Surface Transportation-Processing and Distiibabion Center Transportation Routes - 3
232007 2 Easinm Amd NL-AR-07-002
32972007 2 fuidit of Calutar Services B-AR-07-010
Y3072007 4 Address Managemens System Indormation - Southsast Area DR-AR-07-002
302007 1 Steubemville-Youngsiown, Ohio, Outgoing Mail Consolidation NO-AR-07-003
V302007 2 Postal Yehicks Service Transportation Routes — Memphis Processng and NL-AR-07-002
33072007 5 Postal Sarvice Secunty Controls and Processes for the Capital Metro Area SA-AR-07-002
3172007 1 Stamps on Consigrenant Program DR-AR-07-003
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Number of

fssue Date Recommundations  Reporl Title Report Number
Efficiancy Roview of the Bridgeport Processing and Distridution Faciity — J
42002007 1 Bririgepart, Conneclicul NL-AR-07-004
Efficiency Review of the Bridgeport Processing and Distribwtion Faciily - .
472572007 1 Bridgaport, Connectict NO-AR-07-004
&/30/2007 1 Headquarters Collular Servdces 5-AR-07-011
9172007 4 Addross Managerment System Information - Capital Metro Area DR-AR-07-004
shena7 4 Address Mansgerment System Information - Pacifie Aoe DR-AR-07-005
127 1 Address Marmsgement Systam informalion — Wesiem Ares DR-AR-07-008
5172007 4 Addross Management System Information — Eastern Ares 08-AR-07-000
82007 2 Peetnl Sarvice's Sevurity Controls and Processes fof the Pacific Atea SA-AR-07-003
S/1/2007 f M’““ms’m'““‘“""“s‘“’“ Workplace:-Beisted sy, Ruhartion Gows HM-AR-07-002
S3172007 1 Efficiency Review of the Dufies Butl Mall Canter NO-AR-U7-005
Maragament of Retail Work Howurs in Relation to the Workload for Mabifle Units -
61472007 2 Triborn Distrct DR-MA-07-004
/1572007 k| Vehiclo Managemont-Nationa) Traller Loase Renowai — Southwest Area NL-AR-07-006
282007 2 Area Mall Processing Inifiafon Process EN-MA-07-001
TM12007 2 Handling of a Sispicious Powder Incident af the Wichila Falls Mall Procesming Center SA-AR-O7-005
Ne2007 2 Bronx, New York Processing and Disinibution Centor ConsoidaSion EN-AR-D7-003
7i25r2007 3 Roview of Controls Over Poctal Inspaction Sorvice Netwark Switches 5-M7-07-012
713172007 2 Flat Sequoncing System Risk Management DA-AR-07-008
Report on Audit of Proposal Submiltted by Northop  Grunman Corporition, Electronic
w207 1 Systems Company CA-CAR-07-018
2272007 3 Commadity Sourcing Activites Within the Automation Catogary Managemant Cartes CA-MA-07-005
Poet-implementation Reviews of the Maring Processing and Distribution Canter Area
1472007 4 Mail Processing Coasolidation BN-ARAT-004
82072007 A Address Managament Syatem Information — Soutivwest Avea DR-AR-07-006
2072007 1 Aodit of Databass Admintstration Practices B-AR-07-016
2772007 2 Opiical Characier Reader Enhancaments, Delivery input Outpat Sub-Sysiem DA-AR-O7-004
Separation of Duties at he Eagan, Minnesota; San Mateo, Caifiormia; and St Lows,
BN 3 Missour, Information Technokagy nd Aconunting Servca Centers EAE017
9102007 3 Autormated Flat Soding Machine 100 Enhancements. DA-AR-07-006
Y1372007 1 St Lows Equipment Malntenance and Waste Disposal DA-MA-07-002
Disaster Recovery Testing for Crical Postal Seevice Applications af the Eagan,
142007 1 Minnescta; and San Maleo, Cafornia, Information Technolngy and Accaunting Sarvice 5-AR-07-018
Centers for Flecal Year 2007
Management Advisory — Maintenancs and Repalr Payments to Conmimercial Yendors
w2200 ! Using Postal Service Form 8230, Authorizaion of Payment DR-WA07:005
/2172007 1 intalligant Mail Data Acquieiion System Deployment DA-AR-07-008
QRA2007 4 Postal Service's Employes Benefit Progrims HM-AR-07-003
2n/2007 { City Delivery Vehicls Mileage Base vs. Actual - Southwest Area DR-AR-07-013
26/2007 1 City Defivery Yehick Mileage Base vs. Actual - Eastem Area DR-AR-07-014
Q2672007 2 The Postal Service's Compreharnssw Strategic Workiores Plan HM-AR-07-004
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Humber of
fssue Dals Recommendations  Reporl Title Report Number
2712007 i e NLAR-07-007
W22007 B Audit Report = Chicago District Ainancsal Accountabiity Fr-AR-07-254
Wezo07 2 Postal Servica Passport Program MS-AR-07-004
WIRIN07 8 TMNw‘mgmmcm,Mmcmmemmam HO-AR-07-012
Q22007 4 Tha impact of Transportation on Chicago District Performance NL-AR-07-008
V207 L) Natonal Trader Lease Renowal - Pacilic Area NL-AR-07-008
V22007 1 City Delivary Vohicle Misoon Basa vs, Actusl — Southeast DR-AR-07-015
22007 1 implementation and URilzation of 1he Growth Management Tool DR-AR-07-016

Appendix F

SIGNIFICANT MANAGEMENT DECISIONS IN AUDIT RESOLUTION
For the penod Aprl 1 September 30, 2007

As required by the 16 Act, the lolowng page discusses nlormation conceming any snificant management decision wih which the Inspector General Gisagress and &8
cuenontly i audt resolution,

Thé OIG has oo signilicant maragament decesions i sxdt resolution as of September 30, 2007,
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Appendix G

INVESTIGATIVE STATISTICS'

For the period Apl 1 — September 30, 2007
INVESTIGATIONS'
Iivestigations Complotod 4438
Arrests 282
Indictmentadinformation 123
Convictions/Pretrial Diversions® E1i1]
Aominstrative Actions Taken 2,215
Coat Avoldance 87.862,882"
Fines, Restitutions, and Recoveres $17.740.468

Amount to Fostal Service $13,213100

' Statistics include joint lnvestigations with other law enforcement agencies.
* Convictions reported in this frams may be related fo arresls muds in prior reporting perods.
* Amount included In Fines, rostitutions, and recoverios.

* The Qclober 1, 2006 — March 31, 2007 Semianmual Report & Congress contalned 4 typographical eeror. Fines,
restitution, and recoveries for this period should have read $22, 388,081

Appendix H

SUMMARY OF U.S. POSTAL INSPECTION SERVICE ACTIONS UNDER 39 USC 3005 and 3007
For tha pedod Apnl 1 — Septamber 30, 2007

The Posstal Reormanization Act requires the Postmaster General to furnish information, on a semisnnual basis, on e investigative activities of the Postal Servico by
the U.S. Postal Inspection Service. With passage of the Deceptive Mall Prevention and Enforcement Act in Dacember 1999, the Postal Servics's reporting obligations
were changed. The AX requires the Postal Service 1o submit ks semianmsal report on Iivestgative activities to the 0IG rather than 10 the Guvemirs, expands the
subject matter Shat must be reporfed, and revises the reporting schedule 1o coordinate with the 0IG Seménnus’ Bexort B Coruress. The information in the report
incudes actions dimctad st combating crirmes invohang the mail; costs and expenditures devotid fo Imspection Service investigatve activities; use of subposna
pawer; and any additional information the OIG may rogquire.

The following information summarizes the admintstrative and judicial actions initiated and resolved during the reperting period. Thess actions include the
msuance of rease and desist orders directad to mulars, actions {o infercept payments (mudidantly intuced, and orders seeking (o intercept fnuxdulent masings

Noto:

1) Theeo i o sianificant Increass In tho nimber of subpoenas issued this past summer due 10 3 growing creass b inbound forokgn fottury sofiditations matied
from Caracy

) There i 2 sigrificant inorease in the mamber of edminttratve actians and civil penafias (e largely Yo renewsrd smphesss on that progam by Be Postat Sesvice's
Ditice of Caurs,
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Consent Cease & Desist
Type of Schems Complatns Filod Agroements FROs Orders
Advance Fea 3 - 1 1
Conlests/Swespstakes ] 1 ~= 1
Coupon Fraud 4 4 — 4
False billings 9 ] 3 8
Internat Auction 8 3 4 7
Lottaries 2 1 2
{Forelgn and Domestic) =
Medical 5 -— = —
Morchandise:
Failure to furnish 4 1 — 1
Faifure 10 pay 17 7 1 7
Miscepresentation 10 — — -
Miscsllsneows 11 3 - 4
Telemarkafing 2 1 2 2
Work at horme 15 5 4 q
TOTAL 94 k 15 48
16 Subpoenas for Semiannual Report to Congress Other Administrative Actions
(April 1 — September 30, 2007) Administrative Action Requests a8
U.S. Postal i " Tomporary Restraining Ordors Roquestad —
Subpoena No, btk ale lssued: .
30 USC 3016 Tempotary Wo Orders issved =
07-004 36 USC 3018 Sweepstakes promotion  8/20/2007 P e g BT
39 USC 3018 Test Purchases 5204
07-006 Deceptive malling; sweepstakes Br20/2007 Withholding Mail Orders issuod I
39 USC 3016 Deceptive mailing; Valuntary Diseontimminces 8
07-008 sweepstakes £120/20077
20 USGC 3018
o, DECApIE CROD; Sespatales 81202007 Financial Reporting On Investigative
39 USC3018 Daceptivo mailing; Activities FY 2007 (April 2007 —
07-008 swoepstakes 872072007 Rasibamiins
38 USC 3016 ot |
Samiannua
07-008 Decepive malling; sweepstakes 8720/2007 TYPE Repart
30 USC 3016 145754785
07-010 Dacaptive mailing; sweapstakes 8120/2007 e =g
30 USC 3016 Honpersonnel 548.482.221
07-on Dacaptive maliing; sweepstakey 8720/2007 Total $194 257,000
38 USC 3016 Capital Obgations $22628.078
False representation;
07-012 sweepsiakes mailing 942007
3% USC 3016 Falea rapresantation;
7013 swoepstakes malling 1472007
39 USC 3016 Falsa representation;
07-014 sweepsiakes malling 9142007
30 USC 3016 False representation;
07-015 awaepstakes mailing /1472007
30 USC 3016 Falge ropresentation;
07-018 sweepstakes malling /1872007
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Appendix |

CLOSED CONGRESSIONAL AND BOARD OF GOVERNORS INQUIRIES
For the peciod Aptd 1 — Saptember 30, 2007

Thes appendix kizts the Congressional and Board of Governors nquiries the OIG clased during this reporting period. We reviewad theao inquiries ta help
identify systernic issues and 1o driermine the need for future Postal Secvice-wide auds,

Investigations

Rogquestor
Sermtor, Penrmyivania

Representative, Tecs

Reprasaatstive, Forida

Reprosentative, West Viminia

Serulor, Texas

Repmasriative, Arbama
Repragaetative, Cajitomia
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Allegation/Concam

Alleged a Postal Setvics manager brought o
firearm into the garage of & Generad Mail Facaity,
dissatisfiod with managsment’s response.
Empioyes allogos falsification of injry claim by the
Postal Service Injury Compansation Office in San
Anfonio, Texad

Postal employes shagadty has baen
Impenonating complainar.
Madl tnmparing.

Alleged a postal manager discupled public mestings
snd imisused postal fadiises in support of personai
and/or poltical agendas.

Allnged mail destruction or delay by carrien.

Whistiablowar reprisal after raporting sataty
hazards to supervesors.

Misconduct by Postal Sarvice and inspection
Sérvice employees, indluding mas thoft and
tamparing, and retaliadion for fiing a complaint
Alleged mall tampering by an smployee at the post
office. An Officer in Chasge remaved a laties from
the mall, wrote on By ervelope, 2nd had anathee
employee retum i

Agent allagedly acted unprofessionally

Mall thaft conceming package saat via Exprass Mail
through Parce| Force of Great Britain,

Fostad Service has traudulently removed injured
empioyees from their rolis

Emiployee contesting proposed removal; alleged
basis for removal a biased 0IG report.

Madl thaft concetming puckage saed vin Exprang Mail
theough Parced Force of Great Britsin,

Postal Service has fraoduienfly rernoved Injured
empioyees from ihair rolis

Employee contesting propoced remordl; alleged
hasis for removal a bissed 036 raport.

Our Major Findings

We nvestigated, found amployes had a pending
Equal Employment Opportunly (EEQ) compkaint, No
additional work nocassary.

Wo reviowed, found no ovidonce of a systemic
probiem in processing warkers' compensation
claims and did not sibstarsiate allegation

of michandied dlaim. As 4 result of Giher
congreasional inginies partaining to the San
Antonio PEOC, we began a review wiltin our
Warkplace Ervironment Uait,

Qur criminal invastigation was on-0oing at the tima
ol chosurs,

Wo invostigind, found no svidonoe of intentional
delay or discarding of

We investigerded; reporied our findings to
managerment for any appropriate action

We invealipatad it &d subsdantisle allsgations.
Wa reviawad, found Concams communicatad to
153 ware nol covered by the postal whisiieblower
peotection nues, Employee has pending EEQ
complaints, no additional work necessary.

We invessgated, did not discover any
misconduct on Mo part of the Postal Sérvice

or Inspaction Service.

We invesSigated, found no evidencs that postal
fawes or raguiations wera viobtled, We reported our
Tewfings 10 disinct management.

Wa reviswed, did not substurtiate allegution

Our investigation reveaiad the driver infantionaly
destroyed the package, Providad our findings 1o
Department of Justice and referred to management.

We investigated, did not substantiate allegations

We invesSgated, foand no evidence tn support

the alegations.

Our Invastigafion 1evealed the driver intenbonaly
destroyed the package. Provided our findings to
Department of Justioe and refemed o managemonl.

We invesSgated, did not substantiate allegations

We investigated, found no evidence to support
the allegations.

Closure Date

4472007

5872007

SN52007

2272007

/472007
SA2007

S2007

S/B/2007

ANW2007
B2072007

652007
B 112007

773172007

/R2007
51172007

173172007



Repeosentaiive, Toxas

Represenistve, Georga
Repeesentative, Kertucky

Reprmentative, Merytang

Senator Minresota

Saniior, Missour
Represareative, Calfornda

Sanuhy; New York

Reprnsentutive, Floride

Reprasentative, Texas

Swvstor, New York
Seowmdor, Now Hampshire

Senaky, Texas

Unlon afieges Postal Ssrvice Office of Injury
Compensation abusad authorty and retaliasted
against daimants by defaying or controveriing
Injury compensation ckaims.

Allsged mad thett, which could lead i entdy thet

Postal inspecton interview about
discardod mall allegidly mistraalad amployes,
fuited to provide proper wamiing, and forced a
resignation.
Misiardling of mall by postal amployess end
possibie machinory problome.

Concerng with sufficiency of Inspection Setvice
Irpvestigation into the refism of mall marked as
*deceased” which had been addressad to soidiar
in Irag.

Inquiry about investigntive techniques wsed during
n 06 investigation,

Masl thelt, possibly by a postal employes.

Ma tamparing, thek, or defay,
Ml theft, possibly from 2 collection box

Mt tampering and stolen postage,

Executive Service employee allogedly fraudulently
used a federaly funded relocation program to sell o
homa with undisciceed known defects.

Fraud and fakefication of records ot 2 Texas
post office.

M1 $hett by sn employes at a New York post offica

Whistieblower retaiation for reporting misconduct
1o the OIG,

Concarns with sutficioncy of Inspection Servica
investigation info the et of mail marked as
*deceased” which had been addressad 0 soidior
Inimg

Viokation of $ Privacy Act of 1974 resufting from
foss of & thasmd drive,

Alegadly two postai inspectors falsified a
pholocopy of & check thal vweas drswn on the
account of a fanilty inherance; recetred money
from the trustee; part of a bribery/edoron ring,
and wers cocaing addicks.

Retadtion for contiting Congress about
amploymant-ralated issues

We reviewnd, found no evidence of a systrenic
Probm In processing workees” compenzation
daims and did not substantiate allsgation

of mishandled claim. As & result of other
congressional Inquides partaining to the San
Ardonio PEDC, we bagan & review within ous
Workplacs Environmant Unit

Wh reviewed, did not substiutints allsgudion
Wie investigated, did not subatantiate allagations.

Our investigntion did not substantiate alegutions
and ound no similar complants or instances of
tampering or losses for this 2I° Coda.

Our investigation supparted the Inspection Senvice's
wark. We rofesred our findings to the U.S. military
authonty seracing e "APO" delivery address for
any appropriale action,

We investigated, did not substartale allegubors
Tetating 16 mikiie oF abuse of postd resources
and OWCP venefits. Howaver, we did find potential
safely issues, which we forwardad 1o managament
These findings restited in the smployes's mmowl
fram duly.

We detarmnined approprist jurisdiction resided with
the Inspacion Service,

We investigated, did not substantiite atlegations.

We ivestigated, did not subssantiate allegations
However, wa did defarming the coSsction box was.
dafectve. Wa reported the probilem bo managemant.
We reviewad, fsund no Sk to any poatal srmployes
We referred compiaint and ouwr findligs to the
Inspaction Sarvice for additional review.

We reviewed, did not sstanfiate allegation

We shared our findings regarding fmid snd
fatmification of nscords with management. [ not
substantiate allegation of unfalr disciplinary action.

We imvetigated, did not subistarnite agagions

Qur invesigation revesied the matiers ralsad
WAFS N0 3 DIopar basss for 3 wilstiablower
reprrsal complainl. Found employes had a
pending EEQ complaint,

Our investigation supportad the Inspection Servicy's
work. Wa refermed our findings ¥ the US. miitury
muithority servicing the “APO™ delivery address for
any appropriate action,

Wo investigated, did neot find missing thumb dive.
Hovrerrer, wa determined emplayea's privacy was
ot vickated.

We investigated, did not substanfiate allagations of
empioyes miscondoc

We reviewed, Tound no evdénce that & case of
whistisblower reprisal existed
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Representatre, Texus

Representative, Texas

Representative, Caformis

Rapressntatve. Nebraska

Senatar, Peansylanln

Reprasentative, New York

Representative, Ohlo

General Counsel
Roquestor
Senutor, Vgink

Aepresentative, Flonda

Aeprasentative, T

Aopresantative, Penasytvanky

Regeacntative, New Jersey
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Cormnlidaion of posts! faciiities 81 Ware into Fort
Westh/Austin allegedly supparted by intentiona
detay of mall and falsification of records.

Delyod madl at s Texas post office,

Mal theft and concem about OIS role in
resolving complaint.

Aleged employes thaft of mall a business has
piaced in masl stream.
[nsufficient 046 support in Invessigating 3
refafiation complaint

Concerme about O investigation intn madl
theft complaint.
Aleged mall fampening

AllSgALoON/CONCem

Tha Subcomimittas on Faderal Workdorea, Postal
Service, and the Distridt of Columbi raquestad to

testity at & hearing on Thursday, May 31 at 10 a.m,,

In Room 2625 of the Dirksen Federal Courthouse,
219 South Dearbom Strest, Chicago, inols.

Allogation/Concem

Alleged hastile srvicunment (stress, hermssmamt.
sexun! harassment), relatiation, and msconduct at
a PADC.

Empioyee requests documentation on medical
chearinoes feviewed by the DIG

Complaint with the handling of an injury clim by
officials of the Injury Compensation Dffice at the
Postal Servion,

Emﬂwoodmmmmwum
work spvironment ot & post office.

Complaints about safety, harsssment, and
retafiation at a New Jecsey postal faciiity, nduding
making workees usa outdoor portabila Soliets in
freezing weather following 4 waler main break.

We investigated, found problens of delayed nsil
exisied due 10 persoonel shortage, restrictions on
avertime, and incxparienced management shsff,
Whan hiring rastrictions wera lifted, managament
resoled the delfeys. We did not substantéate
allegations of intentionad delay.

We investigated, found problesms of deliyed mall
existed duo fo porsonnel shortago, resirictions on
overtime, and inexperienced managerment siafl.
When hiring restrictions were fified, manngement
resoled the delays. We did not substantiate
piegations of intenfionad detay.

We Investigated, did not substantiate the allegation.
We noted the delay was unusual, but alooe was not
conclisiva of misconduct.

Wa oviewed, did nat subetantiate aliegation against
the employes.

Wo investigated, found employoe mado & prodocted
communication but &d not find ra

retafiated. As the employee aiso had 3 pending EEO
complaint, no further 0IG action was indcated.

We worked on this cess with the Office of the LS.
Atiomey for the Northern District of New York and
addressad alf Issues within ow judsdiction

We investigated, did not substantivle alegation

Our Findings

Assistant Inspecior General for Audit testifiad batom
the Subnommities on Fedaral Workforce, Postal
Service, and the District of Columbia on Mey 31.

Owr Findings

Wa did not substantate allegations of a hostile
enviranment, but noted management efforts to
atdress the sues. Owr investigation foand o
evidencs of omployee misconduct.

We revewed poor documents and defermined they
ware comect

We conducted a review, but noted that the
STPioyed was actively pursiing the comphaint
through the equal employment opportunity process.
Wo did net find sufficient avidence to support

the aflegations. However, we kiund employess
percetved thelr work envimement as hostife, A our
request, management conducted an investigation
and has made efforts o correst tho Issues.

We reviewed, lound no indication that the
workpiace chimate dedlined s a result of the

portable tnlats, Management & contimuing o
monifor the cimate
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Representative, New Joroey

Roprazentative, North Carcking

Senator, Toxas

Senator, Geora

Rapresectative, own

Represantstive, Geargla

Represertative, Connoctiout

Reprosentative, Connecticut

Ropeosentative, Mincls
Reprusanistve, Aricona

Alleged salety issves, hamssment, and retaliation al - We reviewed, found no indicalion that the

& New Jarsey post office

Complainant disputes OIG finding not substantiating
whistisblower complaint and seeks hrther revievs.

An ompioyeo pressed CONCEM alout asegabons
apainst carriers and about the stress on carmiers o
deliver mare mail with fewsr pessonnal.

Theeatenmng behavior by manager in g
Goorgia P&NC

Employess allage postrstar is dirscting them to
vickate postal reguiations in performeance of duties.

On April 17, 2007, the Subcommitiee on Federal
Workdoree, Postal Servica, and the District of
Columbla held an ovorsight hearing oa the Postl
Service. As part of the scope of this haaring, the
subcomm itiee requesied a copy of $e ull report
drafted by the 0IG on the investigation of Cintas,
Allsged medl tampenng

Alleqed mall thaft by postal employes.

Raguest for OIG and GAD mvestigation of
complainant’s remaval froen the Poatl Service.

Alleged perjury by postal managens in a faderal
court 2o,

Staffing decision at a post office alegedly viclated
tha Civil Rights and Age Discrimination Acts.

Post office alogedly discarded
targe amounts of political mall during fall 2006
dlachon seasan.

Whistioblower retaation.

Aleged managermun! craatad hostile environmant
and committad wide-ranging misconduct aimed at
giminating the mad handier cradt in Mesa.

workpiace chimats daclined 38 A resilt of the
water main break. We made numerous
unsuccessiul attampts to reach complainant 10
Idontify specific incidents redating o the aleged
hostila Work enviropmaent.

Qur January mport concludad there wam not
sulficent grounds I find that whistiehiower
retaliation oocunmed, Our (ffice of investigations
complied with statutory and meguiatory
requiraments.

We ivestigaled, found substantial anoounts of
addressnd but undaliversd (doloyed) mall. We
shared our findings with management and verified
the emiployee filed a grievance with tha Netionsd
Assockation of Letter Carriers union. Since the
tznion is pursuing, we daferred to the union.
Management conducted an inquiry and provided &
copy of the fivai report. Found oo tieat of violence
was mada against azhar panty.

We revitwed, did not substantixts allsgasions of
viokations.  Our investigative findngs regarding

discardad mail was provided 1o management

for disposision.

Our FOW office provided copies for heanng.

We reviswed, did not sutsstartiate slleguion

Dur earfiar investigation substantiated the afiagation
and we foremnded our findings to the US. Alomey
for the Westem Judicial District of New York. The
U.S. Attomey deciined prossoution; we made
information avaiiadle 1o another ageaty, witich
might want lo puesuss the mattar.

Dur Wodkpiace Enviromment unit was unshie fo
Jocate docurmentation addressing root causes of
reoval due o the age of the personnet action
and unavaiiabilty of pacsonned records, We wil
review i contacks with postal sources ylekd
Iesponsive (eoords.

We reviewed, due fo passage of time and
umavailabiity of records, we declined In refer the
matter for investigation,

We roviewed, found to be individudl lssuos subject
either to union grievance or EED processes. No
furlber work necessary,

Wo reviewsd, (id nol substantiate aliegations.

Matter was proviously rafered 1o the Office of
Spocial Counsel Tor appropriate investigstion.
We reviewad, did not substantiate allagations.
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Repressstative, Cakifamia Alleged NG investigakors relumed to recogni Provided gensral information on 036 policy and how

the right of union stowards to participate in we ensire compliance
the interrogations of employees, as provided in
cotlective bargaining agresments,
Reprosentative, Okéshama Allegoed retaliation We reviewed, found employess had a pending EEO
complairt. No additional work necessary,
Representative, Georgla Alieged parjury by postal managers In a federal We reviewed, due to passage of fime and
courtcase. unavaiablity of records, wa declined to refer the
matter far ivestigation
Reprasentstive, Florida Alleged an Inspacior-in-Charge should be removed Outsida of our jurisdichion, rafured o the

for instances of misconduct, including violation of  inspection Service.
the Heakh Insurance Poctabiily and Accoumiabity

Act (HEPAA),
Allegation/Concem Referred To

Representative, lowa Postal Service non-compliance with Amancans with  Govemment Relations Otfice
Disahifiies Act al locel post office

Represantative, Binoks Allagabons nedghdars used the mad fo Inspaction Sacvice
fmrass complaimant,

Reprossntative, Pennsybvanis  Postal Seevica Impeoper refusal 1o honor insurance  Governmend Relations Office
for 0 item send through the mail,

Representative, Virgmea Cormspondant has ideas that would banefd the Government Relations Otfice
Postl Service.

Represantative, Florida Legal questions concaming private-sactor Goyernment Refations Office
cormpetition with the Postal Service on mad dalivery

Reprasentstive, Viminia Allegad mail fraud Inepaction Service
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SUPPLEMENTAL INFORMATION

FREEDOM OF INFORMATION ACT

The Freedom of Information Act (FOIA) Office for the Postal Service Otfice of Inspector General operates independently of, but frequently coordinates with,
ibs counterparts af the Postal Service and the Inspection Service. Ths FOIA Office receivas requests for records from the public, the media, and Posta)
Sanice smpioyses, The Freadom of Information Act, according 1o the Dapartmant of Justice, *generally provides that any person has a right, enforceabio in
court, to obtain access to federl agency records, axcept o the axtent that such records (or portions of them) are protacted from public disclosire by one of
nine exemptions.”

Activities
For the period April 1 — Saptember 30, 2007

Requasis Number of Ruguests
Carryoves from pror penod 16
Recaived dming period 173
Total on hand during period 169
OIG Actions Numbor of Requests
Processed during the period 165
flequests refeased jo full 8
Reguests partaally gruntod 44
Raquasts ot grntad 206
Roquests relerred o another agency 51
No recocds 13
Not proper FOIA requests 10
Withvirawn 1
Othier 1
Balunce Numher of Requests
Bajance at the and of the pariod (panding) 34
Procesaing Days Number of Days

Madian processing days to respood lo 3 FOIA requsst "
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WORKPLACE ENVIRONMENT
For th parssd Agel 1 — Sepsember 30, 2007

The 01&"s Workplace Erweranmnnt leam meaves referrals svolving workplace environment and operational issues from nauttiple sources, which include the
Hotting, Congress, the Board of Governors {B0G), and Postal Service and 016 management. Complaints reviewed by the team inciude sexual harassment:
discrimination; hanasament and intimidation; nepotism; mid deftvery and processing; and workpiace safety lssues. Workplace Environment closely
coordinates efforts with management to ensire employees a stress and adversity-free work environment. The feam also reviews complaints received
froem DIC stafl providing (hemm with another averse fo repord their concems, in addition to the equal amploymend opportunity process, Once the revew is
complated, the team may is=us a faci-finding repott to DIG management

Reforrals Total
Camyover from pref perod 28
Compinints recaived fmm OIG Holfine 287
Congresssanal/ BOG/Pustal Sarvica marmgermsnt 5
Intornal 16
Other 2
Total on hand during this period 137
Workplace Environment Actions Total
Comprainte closed during the pesiod 23
Raferred b Postal Service mana gemont 64
Referred to 0IG Office of Investigations 20
Reforred to 0IG Office of Audt 1
Summary of findings reported to Congress/B0GFostal Service management [
Contucted limitad inquiry into alisgetions/ssoes 148
Refrred to databana for statistical aradysis and possible systemi; reviews 47
Fact-finoing reports issuod to OIG management 6
Referrals pending ot the ond of the period 44
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GLOSSARY

Adwince fee scheme -~ Obtaining fees purparting to
Becurs buysrs or oblain foans,

APC - Automated Postal Center, a kiosk that dispenses
postage and provides several mading services. APCs
aliow customens 10 weigh, cakculate, apply exact postage,
and ship Exprass Mad and Priority Mal! itams, packages,
and First-Class Iatiers right at the klosks. Thay also
provide easy access 1o postal products and services,

BMC - Bulk Mail Center where gackages and standand
mail ere processed.

Bulk mail — Mall that is rated for postage partly by weight
and partly by the number of pieced in the mading, The
torrn is genarally used to refer to Standsrd Mail (A),

CPU - Contract Postal Units (CPU) are contractor-owned
and oporated faciitties under contract to the Postal Servico
I provide selacted postal services such as sccepling mall
nnd salling poztage, supplies, and Postal Servica money
orders fo the public. CPUs are usually located in a stom or
other placs of business

DPS— Devory Point Sequence [DPS) provides mai in
Istter carmiar route arder with sstomation,

END Inltiative - The Evolutionary Network Develdopment
{END) initiative i the naxt step in the Postal Service's ef-
forts to create a flexible logistics network bo reduce costs,
increase overall etfectiveness, and improve consistency of
garvios, It is now known as Network Straamiining.
Express Mail service — A mad class that provides
expadited delivary sesvice for mailsbie matler subject lo
cerigin standards.

False hillings scheme - Maling solicitations in the guise
of bilings.

FECA - Posta| Sarvice employeas injurad while parforming
thoir duties may ba sligitie for compensation undsr tho
Federal Employee's Compensation Act (FECA).

FENB - The Federnd Employees Hoalth Benefits (FEMB)
program helps foderal smployess, retirees, and their
survivors meet heafth care needs through a wide selection
of health plans across the country.

First-Class Mail - A clazs of mad that includes all matin
whally or partly in writing or typewriting, afl actual and
pevzonal correspondence, all bills and statements of
account, and all matter sealed o otherwise closed against
inspection. Firat-Class Msil comprised three subciasses:
posteards, letters and seuled parcels, and Priority Mail.
Any molabio matter may be sent as First-Class Mall.
Firgt-Class Mail ts a Posta) Service tradamurk.

Fiat=size mall - A maliplaca that axcaeds one of tha
dimensiona for lottar-sizo moad (11-1/2 inches fong, 6-1/8
inches high. 1/4 Inch thick) but that does not exceed the
maamnum dimension for the mad provessing. Fat-size
mail may be inwrapped, slseved, wrapped, of enveloped,
Fraud Internet sohemes — Fraudulent schemes using the
Internet with @ connaction to the mal.

FY - Frscal Year

Highway cantract routes — A routs served by 3 postal
contractor to carry mall by highway betwean

designatod points.

|EMP ~ The Pontad Service's integrated Emergancy
Management Pan that Improves coordination ar planning
and response activities among functienal arsas in the
avent of an emergency.

Lottery scheme — Adverisements sesking money or
property by mail for patticipation in schemes to win prizes
through chance.

Merchandise lailure lo pay scheme — Mail order
merchandise acquired without providing payment.
Merchandise misrepresentation scheme — Mall ocder
merchandise of services that are miterially misrepre-
sented i advertizing,

OWCP - Administered by the US. Department of Labor,
the Office of Workers' Compensation Programs (OWCP)

provides direct compensation to providers, clairrants,
and bensfichiries.

PCIE ECIE ~ The President’s Councll on Integrity and Ef-
ficiency and Executive Councll on Integrity and Efficiency
(PCIE ECIE) address integrity, ecanorny, and effectivensss
tssuea thal tramscend individual government agencies.
This organization also sepks to Increase the professional -
tam and effectiveness of |G personnel throughout

the governmant.

Postal Act of 2006 — Abbraviation for the Postal
Accountability and Enhancement Act passed by Congress
in December 2006,

Postal Regulntory Commission (PRC) - An Indepondent
federnl agency that makes recornmendations on Postal
Service requests for changes in postal rates and mall
clessifications, The five commissioners &re nominated
by the President and appeoved by the U.S. Seaate, Tha
nama was changad from Pastal Rate Commission on Des.
20, 2006.

Postal Reorganization Act - The statule that requires
postal rates and lees ko "provide sulficien! revenues so
that the fola) estinmied incorme and approgriations. .

will equal as nearly as practicabie total estimated costs.”
(Public Law 91-375, signed August 12. 1970.)

Priority Mail = First-Class Mai that weighs more than

13 ouncas and, at the maller's optian, any other mall
matter wolghing 13 ounces or less, Priority Madl provides
axpedited delivery

Processing and Distribution Center/Facility (P&DG
/F)— A coatral mail {acfiity that processes and dispatches
part or all of both incoming mall and outgoing mak for &
designated service aroa |t also provides instructions on
{he preparation of collection mad, dispatch schadules, and
sorting plan requiramants to maliers.
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Retail facifity - A postal unit of a Post Office and its
subordinata units as well as militsry Post Offices that sel]
postage stamps and provide other postal retail sesvices
to customers. The subordinate upits are within the
servico area of 3 main past office and Include post office
stations, post office branches, contract pastal units, and
nanpersonnel units.

SmartPay Purchase Card - SmriPay Purchass Cards
are how the Postal Service acquires goods and services
throwgh contracts,

Standard Mall - Aclsss of mall that inckudes advartise-
ments, clrcutars, nawsletters. magazines. small parcais.
und merchandise,

Unsupported costs — Costs that are questioned because
of madequate supparting docurmerdation for the proposed/
claimed costs,

Yerification — Procass to check & mailing presented

Ty & mafier fo determine proper preparation and

postage paymant,

Value proposition — Develdops audtt work that maximizes
benafits to the Postal Service and assists iop management
In reaching their goals.

Voyager Fleet Cards ~ These are crodit cards are used
by postal employees to scqidre automotive goods and
services, such gs gasofine or repairs.

Work at home scheme — Schemes, such as emvelope
stuffing, that falsely purport 1o provide home employment,

The 1ol0wing aTe ARONg 118 STIny UIOMGATs comed by 100 Lig Ststes Postal Servce: Unitnd Staded Footal Sormeo®, U4 Postal Sorvice®, USPS®, Fom
s Mad®, USPE.com®, Olck-N-Shipl, Aufomated Postal Coater®, APCED, Fipreas Mal®, Priarily Mai®, Slandand Mad®, Parmal Post (s, Tho Postsl
Sloce®, Modia Mad®, Customized Market Mad®, Uiiod States Postsl Seevics 0INce of kmpectr Ginore®, Post 080", Pestal Sorvicy™, Sigvaiare
Cratemation™ , Carafiag Mt ™, letweey Coafrmation™ Regrstarad Mal ™. Post Ofice Bax™, 7P Coda™, Casrier Pickap™, nert Postmaatar Ganera™
The Sone Egle Loge, and e Mal Truck Design 219 als0 regitared liademarks demngieq & 1he US. Fosinl Service.
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OFFICE OF INSPECTOR GENERAL

Report
~ Fraud, Theft, and Misconduct |
in the Postal Service

. CONTACT THE HOTLINE AT;

1.888.USPS.0IG

1.888.877.7644
-~ Fax:1,866.756.6741

p— WWW.USPS0ig.gov
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PROMOTING INTEGRITY AND ACCOUNTABILITY

U.S. POSTAL SERVICE OFFICE OF INSPECTOR GENERAL
1735 N. Lynn Street, Arlington, VA 22209-2020
703.248.2100 Fax: 703.248.2291 Internet: www.uspsoig.gov



