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MISSION STATEMENT

he mission of the U.S. Postal

Service Office of Inspector General
is to conduct and supervise objective
and independent audits, reviews, and
investigations relating to Postal Service
programs and operations to:

m Prevent and detect fraud, theft, and
misconduct;

m Promote economy, efficiency, and
effectiveness;

m Promote program integrity; and

m Keep the Governors, Congress, and
Postal Service management informed
of problems, deficiencies, and
corresponding corrective actions.



This report, submitted pursuant to the
Inspector General Act, outlines our work
and activities for the 6-month period
ending March 31, 2007. It focuses on the
four strategic goals outlined in the Postal
Service’s Strategic Transformation Plan
2006-2010: Improve Service, Generate
Revenue, Reduce Costs, and Achieve
Results with a Customer-Focused Per-
formance-Based Culture. We discuss
the state of the Postal Service through
our eyes and explain how our work adds
value. Finally, we have a separate chapter
that discusses preserving integrity.

In this period, we issued 201 audit reports
and management advisories. These
efforts resulted in a total monetary impact
of $441,189,917. We had 58 significant
audit recommmendations, all of which were
accepted by the Postal Service.

In addition, we closed 3,820 cases and
management took administrative action
on 1,776 cases. Our investigations led to
412 arrests and indictments, and returned
more than $22 million in fines, restitutions,
and recoveries to the Postal Service.

| look forward to working with the
Governors, Congress, and Postal Service
management as we continue to address
the challenges ahead.
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SUMMARY OF PERFORMANCE

October 1, 2006 — March 31, 2007

Audit
REPOIS ISSUEBA. ... ettt et e e as 201
Significant recommendations ISSUE .........covviiiiiiiiiii e 58
Total reports with financial IMPACT...........ooiiiiiii e 83
FUNAS PUL 0 DBLIBI USE .....vviveceiecee e $132,938,118
QUESHIONEA COSES ...ttt e e $305,085,052
REVENUE IMPACT ...ttt $3,198,426
B e ] 2= 1 $441,221,596
Investigations?®
INvestigations COMPIELEA .......ccviiiiiiii s 3,820
e =S £ TP PEEPPRR 277
INAICtMEeNtS/INFOrMATIONS .....ciiiiii e 135
Convictions/pretrial diVErSIONS* ........coiviiiieiieecie e 141
AAMINISTrative GCTIONS ...vvveeee et 1,776
COSt AVOIHANCE ... .cvecveeeeeee ettt et re et ste e erearea $79,336,879
Total fines, restitutions, and reCOVENES ...........cccoevviiiiiiiiiiiieee e $128,149,410
AMOoUNt 10 POSal SEIVICES........eeiieeie et $22,191,944

Hotline Contacts

TelePhONE CallS .....ccoe e 29,481
Bl e 9,805
Virtual Front OffiCe CallS ......ooviiiiii e 2,469
VIBUL. e e s e e araaa s 1,226
VOICE MAII MNESSATES ..vvvviieiiiiiitte e e ettt s s e e s a e e st a e e e e s arbraeaeeean 598
FaCSIMIIE — FAX .o 317
B o = 100 4 ¥ = o - 41,427

1 Includes unsupported costs of $24,192,391.

2 The Postal Service agreed to recommendations or proposed alternative corrective actions that, if implemented, could result in more than $441 million in savings.
3 Statistics include joint investigations with other law enforcement agencies.

4 Convictions reported in this period may be related to arrests made in prior reporting periods.

5 Amount included in fines, restitutions, and recoveries.
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ASSESSING STRATEGIC TRANSFORMATION PROGRESS

In this report, we assess the status of the Postal Service’s progress toward the
Strategic goals articulated in its Strategic Transformation Plan: 2006-2010, issued in
September 2005. The Postal Service’s plan describes how it intends to improve the
value of mail services and sustain a financially stable enterprise that best serves the
nation’s mailing needs while providing affordable and reliable service.

MANAGEMENT
RESPONSE TO 0IG
WORK

We adhere to professional
audit standards and
present our audit work to
management for comments

prior to issuing a final report.

Unless otherwise noted in
the selected audit work
discussed in this report,
management has agreed
or partially agreed with our
recommendations and is
taking or has already taken
corrective action to address
the issues we raised.

~\

The Postal Service’s strategic goals are to reduce costs, generate revenue, achieve
results with a customer-focused performance-based culture, and improve service.
Each of these strategic goals presents significant challenges to the Postal Service.

This section discusses audits and reviews we completed during the reporting period in
each of these areas, as well as in the area of preserving integrity.

REDUCE COSTS

W capturing improvements from existing
equipment and technology; and

The Postal Service’s strategy to reduce

costs is to improve operational efficiency.

This strategy includes:

B expanding standardization and pro-

cess control;

m reducing the cost of meeting universal
service obligations by focusing on
major cost drivers, especially delivery
operations and supply chain manage-

ment;

POSTAL ACCOUNTABILITY
AND ENHANCEMENT ACT
HIGHLIGHTS

The Postal Accountability and
Enhancement Act (Act) of 2006 is the

first major legislative change to the Postal
Service since 1971. The Postal Service’s
mandate continues to be providing reliable
universal service at affordable prices.

At the same time, the Postal Service
strives to enhance its ability to operate

in a businesslike manner, while fostering
growth and innovation in the mailing
industry. The Act directs the Postal Service
to persevere with its transformation efforts
and cost-cutting measures.
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productivity.

B targeting new investments to improve

The strategy emphasizes continued part-

nerships with customers by developing
low-cost forms of customer access via

technology and product simplification.
Additionally, the Postal Service plans to
examine facility capacities to transition
from overlapping single-product networks

to an integrated multiproduct network.

A number of important requirements
of the Act impact the OIG. The Act:

m Requires the 0IG to submit to Congress
and the Postal Service, within 6 months
of enactment, a report that details and
assesses Postal Service progress in
improving safety, reducing workplace
injuries, and identifying opportunities for
improvement.

m Requires the OIG, within 1 year of
enactment, to study and submit to
the President, the Congress, and the
Postal Service a report concerning
how the Postal Service administers the
assessment of revenue deficiencies for
Nonprofit Standard Mail.

m Applies certain provisions of the Sar-
banes-0xley Act to the Postal Service,
and requires the Postal Service to con-
form with certain aspects of Securities
and Exchange Commission reporting,
both of which will require the OIG to
conduct substantial audit work.

m Requires the 0IG to regularly audit the
data collection systems and procedures
the Postal Service uses in collecting
information used for its report to the
Postal Regulatory Commission. In
this reporting period, we audited the
Transportation Cost System (TRACS),
a Postal Service data collection
system used to estimate purchased



The Postal Service has focused on
reducing its costs and has reported that
it has achieved some success. Our work
in this area assisted the Postal Service

in identifying significant opportunities to
reduce costs by maximizing the cost-
effectiveness of contracts, improving
transportation efficiency, optimizing the
mail processing network, controlling facil-
ity and operational costs, reducing the
number of administrative vehicles, and
improving internal controls.

Maximizing the Cost-Effectiveness of
Contracts. We issued 10 contract-related
audit reports during the reporting period.
Specifically, we evaluated seven cost
proposals associated with major systems,
and we conducted audits on incurred
costs, labor and overhead rates, and a
termination claim. These audits identified
questioned costs of more than $276 mil-
lion. These identified costs are provided
to the contracting officers for their consid-
eration in negotiating the best terms for

transportation costs for major classes
and subclasses of mail and type of
service. We found that overall, internal
controls were effective and TRACS data

Service to:

Additional Act provisions that could
impact our work require the Postal

m Review workforce plans to achieve

the Postal Service. Examples of signifi-
cant work in this area include:

m An audit of a $912 million firm-

fixed-price proposal for the Flats
Sequencing System (FSS) production
disclosed more than $175 million in
questioned costs. After configuration
changes, the contractor submitted a
revised proposal of more than

$921 million. Close coordination
between the team members expedited
the audit of the revised proposal and
disclosed more than $91 million in
questioned costs for the contract-

ing officer’s consideration in contract
negotiations. Before awarding the
contract, all questioned costs were
evaluated during an independent
review performed by the Postal
Service Engineering and Supply Man-
agement teams.

An audit of a $120 million firm-
fixed-price proposal for the Multiline
Replacement Program — delivery bar-
code sorters (DBCS) disclosed more

m Establish regulations for the safe
transportation of hazardous material in
the mail.

was valid and reliable. Validity refers to
whether TRACS data represents pur-
chased transportation costs for major
classes and subclasses of mail and type
of service. Reliable data is complete,
accurate, and consistent; meets its
intended purpose; and is not subject to
inappropriate alteration.

modern service standards for market-
dominant products, and to assess the
impact of facility changes on the postal
workforce.

Prepare comprehensive plans for
reemployment assistance and early
retirement benefits for postal employees
who are displaced as a result of network
reductions.

m Define measures it must take to
incorporate affirmative action and equal
employment opportunity criteria into the
performance appraisals of senior super-
visory or managerial employees.

m Transfer the current escrow and any
future surplus for civil service retirement
to the Postal Service Retiree Health
Benefits Fund.

m Establish a new formula for funding
retiree health benefits.

October 1, 2006 — March 31, 2007
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than $1 million in questioned costs.
This was a team effort that allowed

the auditors to evaluate portions of the
proposal while the contractor prepared
them, greatly expediting negotiations.

m An audit of a $60 million firm-fixed-
price proposal for the Automated
Package Processing System (APPS)
Phase Il disclosed more than $1 million
in questioned costs. The parties failed
to reach agreements on terms and
conditions, and the contract was never
awarded.

m An audit of an $8 million price
adjustment claim for the design and
installation of electrical and telecom-
munications equipment disclosed
more than $5 million in questioned
costs.

Automated Package Processing System. \\e
assessed whether Automated Package
Processing System (APPS) machines
met objectives for replacing Small Parcel

Photo of Small Parcel and Bundle Sorter (SPBS) machines.

and Bundle Sorter (SPBS) machines and
minimizing maintenance requirements.
We also reviewed whether contract activi-
ties supported program requirements
and were performed according to Postal
Service policies and procedures, and
whether the Postal Service recovered
funds for contractor nonperformance.

At the beginning of our audit, APPS
machines were breaking mail bundles,
and management was using the SPBS
to process mail it could not sort on APPS
machines. In addition, APPS machines
needed more maintenance than planned.
By the end of our audit, test results
showed that a vendor-installed retrofit
improved APPS performance, but mainte-
nance remained a concern. Management
agreed to remove SPBS machines as
APPS performance warranted, and to
reassess its investment considering the
additional maintenance requirements.
Additionally, management agreed to
ensure that equipment contracts include



maintenance specifications prior to con-
tract award.

We found the Postal Service properly:

m established payment withholding for
technical performance shortfalls;

W sought appropriate recoveries for
contractor schedule slippages;

m specified the conditions for full
acceptance;

m negotiated to recover funds for
contractor schedule slippages; and,

m specified conditions for full acceptance
of APPS machines.

However, at the time the Postal Service
awarded the APPS production and
deployment contract, it also awarded

a second contract to the same contrac-
tor, resulting in an apparent unapproved
$12 million advance payment.
Specifically, the Postal Service awarded
a $308.8 million contract for the design;
manufacture; test and acceptance;
delivery; installation; and support of the
production level APPS. On the same day,
the Postal Service awarded a $12 million
contract to the same contractor for APPS
core recognition technology software,
Version 1.0, and nonrecurring engineer-
ing. Three days later, the contractor
delivered the software on a CD-ROM;
however, program management per-
sonnel stated they did not test or use
the CD-ROM or know its whereabouts.
About $2 million in interest was lost on
the advanced funds.

Management generally agreed with our
recommendations to improve contract
activities; however, management dis-
agreed with the characterization of the
$12 million contract payment and associ-
ated $2 million in lost interest, stating the
contract was part of negotiations that
resulted in a price reduction that was

ultimately in the Postal Service’s best
interest.

Improving Mail Processing Efficiency.

The Postal Service and the OIG worked
together to improve mail process-

ing efficiency, by recommending that
management move the off-site flat mail
processing operations to the Jacksonville,
Florida, Processing and Distribution Cen-
ter (P&DC). Relocating the flat operations
could help avoid facility and transporta-
tion costs totaling more than $3 million.

Management of the Flats Recognition
Improvement Program. \We assessed the
Flats Recognition Improvement Pro-
gram (FRIP) to determine whether the
Postal Service met requirements in a
timely and effective manner. To reduce
flats processing costs, the Board of
Governors authorized capital funds to
enhance address recognition technology
used in flat mail automation equipment.
The Postal Service then awarded $150
million to a vendor to improve optical
character reader (OCR) acceptance
rates and reduce error rates for auto-
mated flat sorter machines (AFSM 100)
and upgraded flat sorter (UFSM 1000)
machines.

The Postal Service did not deploy the
FRIP program, as initially planned, but it
generally met performance requirements
in laboratory tests. FRIP upgrades to
AFSM 100 operations reduced workhours
as expected, but we did not find similar
operational benefits from upgrades to the
UFSM 1000. This could be attributed to
changing business needs for UFSM 1000
operations. As a result, we questioned
$21.4 million paid to a vendor for FRIP
Phase 1 improvements on the UFSM
1000, since the intended operational
value was not clearly demonstrated.

We recommended that management
reevaluate the need for further FRIP
enhancements, evaluate FRIP Phase 2

October 1, 2006 — March 31,2007 | 4
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after the first deliverable, and modify the
contract based on needs and perfor-
mance. Management disagreed with the
questioned program costs, but was
responsive to the recommendations.

Optimization of the Transportation Network.
The Postal Service has one of the largest
transportation and logistics networks in
the world, reaching every city and town in
the United States. Its facilities are linked
by a complex transportation system that
depends on the nation’s air, rail, highway,
and maritime infrastructure.

The Postal Service spends close to
$8.1 billion annually to transport

213.1 billion pieces of mail worldwide.
Network transportation is the fastest
growing cost in the Postal Service’s
annual operating budget, and is second
to human capital in the annual budget.
Network transportation costs increased
about 10 percent across the board in
fiscal year (FY) 2006, even after

aggressive cost-savings initiatives. This
was partly due to dramatic increases in
fuel costs, which increased 57 percent in
FY 2006. While most mail is time-sensi-
tive, network officials must continually
balance meeting and improving on-time
performance with lowering costs. They
have little control over rising fuel costs.

We work closely with management to
improve the cost-effectiveness of air and
surface network operations, as well as
logistical support functions, such as fuel
procurement and vehicle management.
For example, during this reporting period,
we monitored implementation of the
Postal Service’s Integrated Air Strategy,
designed to reduce reliance on pas-
senger airlines, expand transportation by
dedicated cargo carriers, and in some
cases, shift mail to less costly ground
transportation. We will continue our audit
work on optimizing surface transportation
operations and reducing fuel costs in

FY 2007.

We work closely with management to improve the cost-effectiveness of air and surface network operations, as well as logistical
support functions, such as fuel procurement and vehicle management.

5 | Semiannual Report to Congress



Our audit of the Postal Service’s air network operations concluded that management could improve the effectiveness of the Atlanta Airport Mail Center

(AMC) operations.

During the past 6 months, our transporta-
tion audit reports identified close to
$117 million in future savings.

Enhancing Surface Transporiation Network
Operations. The Postal Service’s surface
transportation network consists of con-
tracted transportation, costing the Postal
Service about $3 billion annually. It also
includes transportation using Postal
Service employees and vehicles (known
as Postal Vehicle Service [PVS]), which
costs about $900 million annually. The
transportation network is dynamic and
fluid, and managers adjust to changing
network demands by ascertaining which
type of surface transportation to use to
maximize efficiency, provide operational
flexibility, and address long-term opera-
tional requirements.

As part of our Value Proposition Agree-
ment with the Postal Service Vice
President of Network Operations, we
audited whether the Postal Service can
reduce costs by reducing the number of
highway contract trips servicing Process-
ing and Distribution Centers (P&DC). In
our audit of Eastern Area P&DCs, we
concluded that the Postal Service could
save approximately $2.3 million over

the term of existing Eastern Area P&DC
highway contracts by canceling, not
renewing or modifying 78 highway trips.
The Postal Service could eliminate these
trips without affecting on-time service by
consolidating mail and equipment loads
to better utilize trailer capacity.

In addition, we audited the effective-
ness of PVS operations at the Memphis
P&DC and found that management

October 1, 2006 — March 31,
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could improve PVS effectiveness and
save more than $7.3 million over 10 years
by removing 18,874 excess hours from
existing PVS schedules. They could
eliminate hours without negatively affect-
ing service because schedules contained
unassigned time when drivers were not
needed for a specific trip or related activ-
ity, duplicate trips, and trips that were not
as full as possible. Of these, management
believed 4,911 hours were still necessary.
Of the $9.6 million in savings detailed
above, about $1 million is related to fuel
costs.

Improving the Effectiveness of Airport Mail
Center Operations. Our audit of the Postal
Service’s air network operations, in the
context of its overall integrated air strat-
egy, concluded that management could
improve the effectiveness of the Atlanta
Airport Mail Center (AMC) operations.
Further, the Postal Service could save at
least $107 million over a 10-year period,
if management increased the Atlanta
AMC’s productivity and reduced work-
hours commensurate with operational
requirements. The Postal Service could
achieve these results by using equipment
efficiently in accordance with productivity
standards, eliminating unnecessary staff-
ing, and reducing workhours, including
unsupported overtime. Subsequent to
the audit, the Postal Service implemented
a variety of management tools to better
monitor data, share information, improve
efficiencies, and match operational tar-
gets with workload projections.

Facility Reviews. Our review of the sale of
the Philadelphia Main Post Office found
the Postal Service did not conduct the
sale in compliance with existing pro-
cedural requirements, and noted the
apparent conflict of interest of a broker/
developer working for the Postal Service.

We recommended the Postal Service
require an appraisal of the property,

7 | Semiannual Report to Congress

reevaluate the terms of the sale, take
steps to meet Postal Service require-
ments when disposing of future excess
properties, take steps to mitigate the
apparent conflict of interest on this
transaction, and educate its staff on the
importance of avoiding conflicts of inter-
est with brokers and developers. The
Postal Service had the property indepen-
dently appraised, reevaluated the terms of
the sale and the apparent conflict of inter-
est, provided training on its real estate
management policies and procedures

to all pertinent employees, and estab-
lished procedures that include increased
oversight and documentation regarding
potential conflicts of interest. These steps
are expected to strengthen the Postal
Service’s real estate asset management
program and are fully responsive to our
recommendations.

eBuy Monthly Reconciliation Procedures.
eBuy is an electronic commerce portal
that provides Postal Service employees
with electronic requisitioning, approval,
and invoice certification capability. Our
audit of eBuy monthly reconciliation
procedures showed that internal con-
trols over eBuy reconciliations needed
significant strengthening. We determined
that the Postal Service did not reconcile
85 percent of the eBuy monthly accounts
reviewed, and did not have adequate
supporting documentation for those
accounts’ billing summaries. As a result,
$9.7 million of the $10.8 million total pur-
chases reviewed were at risk. In addition,
Material Logistics Bulletins (MLB) for eBuy
supplies and services did not always
contain the reconciliation requirements.
Further, management did not consistently
keep relevant MLBs current on the MLB
website. Management agreed with the
report’s recommendations and associ-
ated assets at risk. They have initiatives in
progress and corrective actions planned
to address the issues in this report.



Controls for Cellular Services. The Postal
Service is committed to having secure,
reliable, and cost-effective voice and data
telecommunications capabilities for its
business needs. Cellular technology has
advanced rapidly in the last few years
and is now part of a broad spectrum

of remote telecommunication devices.
The Postal Service is challenged with
effectively managing a variety of cellular
services and devices. Currently, Postal
Service employees use more than 26,500
cellular devices nationwide. Three major
wireless vendors provide the majority of
these services.

Our audit showed the Postal Service can
capture savings by implementing central-
ized management and control practices,
performing comprehensive inventories
and needs assessments, and improving
inventory and usage review practices. This
would help eliminate unnecessary cellular
phones, BlackBerry™ devices, pagers,

and cellular broadband cards, with an
estimated cost savings of $6.8 million.

In response to a previous OIG telecom-
munication audit, the Postal Service
disconnected thousands of unneces-
sary voice lines and reported an annual
savings of aimost $5.7 million. It also
centralized and optimized related man-
agement and control functions. As a
result of a contract modification that
added wireless services and devices, the
Postal Service expects to further reduce
its expenses by $4 million annually.

The Postal Service is challenged with effectively managing a variety of cellular

services and devices.

October 1, 2006 — March 31, 2007

S1S09 39nd3d

A
I
i
0



.

GENERATE REVENUE

A major challenge facing the Postal
Service is increasing revenue while
streamlining core services, controlling
costs, and providing greater value to its
customers. To do so, the Postal Service
must provide high-quality customer ser-
vice along with greater efficiency.

The Postal Service’s strategy for generat-
ing revenue is to foster growth through
customer value. It plans to do this by
creating more customer value in core
products and services, thereby increas-
ing mail volume and revenue to continue
financing universal service and the grow-
ing delivery network. Customer value

is defined as increased product utility;
improved ease of use and access; and
more reliable, predictable performance
at affordable prices.

We believe there are more opportunities
to increase revenue in the areas of col-
lecting revenue on stamps and annual
mail fee sharing. We further believe the
Postal Service could increase emphasis
on accurately collecting, recording, and
reporting all revenue; and strengthening
internal controls to minimize risks relating
to financial transactions.

Collecting Revenue on Stamps. \We evalu-
ated delivery and signature confirmation
deficiencies for stamp stock shipped to
consignees under the national Stamps

on Consignment (SOC) program. We
found that Postal Service officials properly
managed this program and accounted for
stamp inventory under consignment with
American Banknote Company (ABN).
However, ABN deducted unapproved
transactions from its stamp account-
ability. Further, delivery personnel did not
always confirm proof of delivery of stamp
stock to consignees, and consignees

did not always make timely payments for
stamp stock received.

9 | Semiannual Report to Congress

We evaluated delivery and signature confirmation deficiencies
for stamp stock shipped to consignees under the national
Stamps on Consignment program.

These conditions existed primarily
because ABN and Postal Service officials
did not fully comply with provisions of

the SOC contract to account for lost

or missing shipments. Postal Service
employees did not follow prescribed
procedures to obtain proof of delivery.
Further, consignees had no incentive to
make timely payments for stamp stock.
When officials do not follow contract
provisions to account for stamp inven-
tory under consignment, they maintain
inaccurate stamp balances. When stamp
shipments to consignees do not contain
proper proof of delivery and the Postal
Service is unable to provide proof of deliv-
ery, the Postal Service could be liable to
reimburse consignees for the value of lost
or missing shipments. Further, the longer
consignees’ past due accounts remain
unpaid, the more interest income the
Postal Service forfeits. Our audit identified
more than $310,000 in questioned costs
and $67,000 in unrecoverable revenue.



We recommended improvements to the
Postal Service’s management of the SOC
program, including: determining whether
appropriate adjustments to ABN’s
accountability should be made; request-
ing that ABN officials adhere to contract
provisions for approving lost, missing,
damaged, and short shipments; timely
signing for stamp shipments; recouping
payments for past due accounts; and
training pertinent staff.

Annual Mail Fee Sharing — Package
Services. The Postal Service collects
annual fees from customers who mail
certain classes of mail at discounted
rates. The Domestic Mail Manual (DMM)
sets forth the fee structure and does not
specifically allow for fees for Package
Services or Standard Mail to be paid
once and shared among all permit imprint
accounts held by the same owner. How-
ever, we found the Postal Service allowed
multiple permit imprint accounts to
improperly share fees for certain classes
of mail. Specifically, these accounts
shared fees for Centralized Account
Processing System (CAPS) customers
who held multiple permit imprint accounts
to mail Package Services items at the
same Business Mail Entry Unit (BMEU).
In addition, we identified instances of

this occurring with non-CAPS custom-
ers at eight of the 10 BMEUs we tested.
This occurred because CAPS was pro-
grammed to share fees across multiple
permit imprint accounts, similar to the
way fees are shared for First-Class Pre-
sort mailing. Further, while the DMM does
not specifically allow for fee sharing for
Package Services, it has been interpreted
inconsistently regarding fee collection for
these services.

As a result, the Postal Service has not
collected annual fees of $27,300 for 177
CAPS accounts and $1,380 for nine
locally managed accounts that mailed

Package Services for a 17-month period.
In addition, the other 354 CAPS accounts
and 41 locally managed accounts we
reviewed had the potential to mail Pack-
age Services without paying the required
fees. If the Postal Service does not take
corrective action, it may not realize an
additional $44,480 in revenue over the
next 2 years.

The Postal Service collects annual mailing fees from customers who mail certain

classes of mail at discounted mailing rates.
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ACHIEVE RESULTS WITH
A CUSTOMER-FOCUSED,
PERFORMANCE-BASED CULTURE

The Postal Service’s strategy for achiev-
ing results with a customer-focused
performance-based culture is to engage
and motivate the workforce. The Postal
Service continues to focus on four criti-
cal human resource strategies: engaging
employees, developing and managing
talent, establishing and maintaining mar-
ket-based compensation, and managing
the workforce to assure flexibility.

The Postal Service faces the challenge

of managing a large and dynamic work-
force. Added to that challenge is the need
to create a flexible workforce as part of
the network optimization initiative. Further,
controlling costs associated with work-
place programs is also important to the
Postal Service’s success. To that end, the
Postal Service is standardizing the work-
ers’ compensation case management
process and will move the process from
the areas to the districts before the end of
the fiscal year. This change will strengthen
case management activities and integrate
injury compensation, medical, resource
management, and Family Medical Leave
Act issues at the district level. The collec-
tive expertise in these areas can be used
to develop the right approach to each
claim.

During this reporting period, we assessed
the Postal Service’s ability to resolve
workforce and workplace issues, par-
ticularly those related to the workers’
compensation program. We also con-
ducted work in other important human
capital areas, such as the workplace envi-
ronment, employee benefit programs, the
comprehensive strategic workforce plan,
and the prescription drug card program.

| Semiannual Report to Congress

Workers’ Compensation Programs. A sig-
nificant cost continuing to impact the
Postal Service is workers’ compensation
expenses for injured workers. The size

of the workforce and nature of the work
are the primary factors that made the
Postal Service the largest participant (47
percent of the total federal workforce
cases) in the Department of Labor’s
(DOL) Office of Workers’ Compensation
Programs (OWCP) in 2006. Although the
Postal Service has taken positive steps
over the past 3 years to reduce workers’
compensation expenses, in chargeback
year (CBY) 2006, workers’ compensation
payments increased five percent from
about $840 million (in 2005) to $884 mil-
lion. According to the Postal Service, the
increase occurred partly because claim-
ants received an extra compensation
payment in CBY 2006, due to the nature
of the payment cycle. Technological
improvements that reduced the number
of rehabilitation assignments available for
injured employees also contributed to the
increase.

From FY 2005 to FY 2006, the Postal
Service reduced the number of career
employees from 704,716 to 696,138, and
reduced workhours by almost 5 million.
However, in FY 2006, workers’ compen-
sation expenses increased approximately
$441 million. This amount includes the
$342 million for future workers’ compen-
sation costs, and may also be affected by
a change in the forecasting model used
for the calculation. Although the number
of paid claims decreased, the actual cost
of the claims increased due to a cost of
living adjustment in January 2006. The
Postal Service continues to reduce the
number of claims as a result of its efforts
to prevent on-the-job injuries and its joint
initiative with the DOL OWCP to increase
the number of claimants returning to
work.



At the same time, the administrative fees
that OWCP charged the Postal Service,
which are set by statute and therefore
binding, increased from $44.3 million in
2005 to $48.3 million in 2006. These fees
represent approximately five percent of
the Postal Service’s total medical and
compensation costs.

During this reporting period we issued a
report to the DOL OIG requesting that it
address two issues identified during our
review of the Schedule Awards Program
in the Postal Service’s New York Metro
Area. These issues were: (1) OWCP
handbooks and course materials do

not contain information on how OWCP
participating agencies should calculate
and verify schedule award payments; and
(2) the OWCP does not notify participat-
ing agencies of new weekly or monthly
schedule award payments resulting from
annual cost-of-living adjustments (COLA).

Since the DOL OWCP has program
responsibility for schedule awards, we
recommended that it provide participat-
ing agencies with instructions on how

to calculate and verify schedule award
payments and advise agencies of COLA
changes to employees’ schedule awards
payments. This would help agencies
monitor increases in schedule award
payments to ensure they are correct and
would enable agencies to identify and
correct errors before the OWCP bills
them.

An initiative led by the Postal Service,
which used an OlG-developed database,
discovered more than $3.9 million in
duplicate medical payments since July
2003, $737,562 of which the DOL OWCP
had credited back to the Postal Service
as of February 2007. The DOL OWCP

is not required to reimburse agencies

for the administrative fees they charge

to process duplicate payments, render-
ing approximately $195,339 (about five

percent of the duplicate payment amount)
unrecoverable for the Postal Service.

Employee training in the workers’ com-
pensation area has also been improved
with the ongoing conversion of the former
8-day Basic Injury Compensation course
into a web-based training program. Some
training modules are already available,
such as the Injury Compensation: Moni-
toring Fraud and Abuse course.

The Postal Service also continues to
engage its employees through its continu-
ous workforce environment improvement
and safety programs, such as the Ergo-
nomic Risk Reduction Process and the
Voluntary Protection Programs. As a
result, from FY 2002 through FY 2006,
the Postal Service reduced the total num-
ber of injuries and illnesses by 20,692, a
34 percent reduction.
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IMPROVE SERVICE

The Postal Service’s strategy to improve
service is to provide timely, reliable
delivery and improved customer service
across all access points. It plans to
improve the quality of postal services

by focusing on the end-to-end service
performance of all mail and ensuring that
postal products and services meet cus-
tomer expectations by being responsive,
consistent, and easy to use. However,
improving service is a significant concern
for the Postal Service while it simultane-
ously works to cut costs, and service
issues have come under increasing scru-
tiny from external stakeholders in recent
months. Our work in this area is aimed at
helping the Postal Service improve opera-
tional efficiencies related to customer
service.

Service Implications Resulting from Network
Optimization. The Postal Service’s busi-
ness environment is challenging due to
declining First-Class Mail volume, increas-
ing competition with traditional mail
products from the private sector, increas-
ing automation and mail processing by
mailers, and shifting population demo-

In recent years, the Postal Service’s most significant strategic effort to optimize its mail
processing network has been the Evolutionary Network Development (END) initiative.
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graphics. In addressing these challenges,
the Postal Service continually looks for
opportunities to streamline operations,
reduce costs, increase operational effec-
tiveness, and improve service.

In recent years, the Postal Service’s most
significant strategic effort to optimize its
mail processing network has been the
Evolutionary Network Development (END)
initiative. Additionally, the Postal Service
uses Area Mail Processing (AMP) policy
to consolidate mail processing functions
to eliminate excess capacity, increase
efficiency, and better use resources.
However, with the recent Board of Gover-
nors’ approval of a new flats processing
strategy, the recent rate case, and the
enactment of the Postal Accountability
and Enhancement Act, the Postal Service
is reevaluating its processing and trans-
portation network strategy.

Our recent audits in this area have shown
that although the Postal Service has
generally been successful in evaluating
opportunities for cost reduction through
the AMP process, it needs to strengthen
its analysis of the service impacts of AMP
consolidations. Additionally, we found
inconsistencies and inaccuracies in the
data supporting the consolidations and

in the process that was followed. For
example:

B In response to a congressional inquiry
and management requests, we
audited the pre-decisional consolida-
tion proposal for the Sioux City, lowa,
Processing and Distribution Facility
(P&DF). We determined that the Postal
Service generally complied with AMP
guidance, maintained supporting
documentation, and provided confirm-
ing evidence for the consolidation.
However, we identified some incon-
sistencies in AMP proposal data and
found that inaccurate information may
have been shared with stakeholders.



= UNITED STATES
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Verify Address

This address has been standardized. Please verify the standardized address below.

Original Address

John Doe

1234 AMERICA BOULEVARD, SUITE 1000
Anytown, Virginia 12345

USPS Official Address

John Doe

1234 AMERICA BLVD, STE 1000
Anytown, VA 12345-4321

The Postal Service strives to obtain accurate address information for internal use and for its customers, as its Customer Contact
Centers use this data to provide operations information to mailers and the public.

m We assessed the post-implementation
review (PIR) of the Steubenville Main
Post Office — Youngstown, Ohio,
P&DF outgoing mail consolidation
and found evidence of cost savings,
improved service performance, and
increased productivity. However, we
found discrepancies with the approval
of the AMP proposal and the data
used to support it, and with the tim-
ing of the PIR and the data used to
support it. Management has ongoing
actions to address AMP policy issues
based on prior audit recommenda-
tions. In this report, we recommended
that management conduct training on
AMP policy.

m We audited the service implications of
AMP consolidations and concluded
that the Postal Service could improve
the way it documents service impacts
in AMP proposals and PIRs. Manage-
ment did not fully document changes
to service standards, analyze service
performance data for the affected
facilities, or review actual service
performance after a consolidation of
PIRs. The consolidation proposals
also did not consistently address other
potential changes affecting customer
service, such as collection box pick-up
times, access to business mail entry
units, and changes to retail services

that may be associated with AMP con-
solidations.

Mail Delays. In response to an August
2006 congressional inquiry, we reviewed
allegations of delayed mail at the Los
Angeles P&DC. The audit found that
during the period July 2005 through

May 20086, the Los Angeles P&DC had
difficulty with the timely processing of
mail, resulting in mail delays and service
declines. However, the Los Angeles
P&DC had made significant improve-
ments and, as of August 2006, the Los
Angeles Customer Service District met
or exceeded national service score aver-
ages. In addition, the Los Angeles P&DC
had less delayed First-Class Malil, Priority
Mail, and Package Services Mail than
similar-sized facilities. Our review focused
on the processing of mail at the P&DC,
and not on the actual delivery of mail to
Postal Service customers.

Mail Processing Efficiency. \We assessed
whether the Postal Service was comply-
ing with the National Color Code Policy
and best practices as they relate to
improving mail processing efficiency
within plants. For Standard Mail, this
includes using a series of color-coded
tags to ensure that mail is processed
efficiently in a first-in, first-out sequence to
meet processing, dispatch, and delivery
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targets. A color-coded tag represents the
day of the week the mail arrives on Postal
Service premises and denotes targeted
clearance from the facility in 1 or 2 days.
At the South Jersey P&DC, we concluded
that the Postal Service generally pro-
cessed Standard Mail using the correct
color-code processes, but recommended
that the Postal Service tighten controls
over its color-coding process and provide
training to avoid possible delays and
negative service implications.

Delivery & Retail Standard Operating
Procedures. \We assessed the implementa-
tion of Standard Operating Procedures
(SOP) in the nine Postal Service areas
and selected district and delivery and
retail units within the Capital Metro, Great
Lakes, Southeast, and Southwest Areas.
We found that all nine Postal Service
areas implemented the City Delivery
Operations SOP appropriately; however,
we identified areas for improvement in
Morning Standard Operating Procedures
(AMSOP), integrated operating plans
(IOP), volume recording, Delivery Point
Sequencing (DPS), and matching work-
hours to workload. Key recommendations
included developing a plan to achieve
AMSOP certification by the end of FY
2006, following the SOP for revising 10Ps,
measuring mail volume, and adhering to
policies for matching workhours to work-
load.

Facility and Address Management. Address
management forms the basis of how

the Postal Service moves mail. The
Facilities Database system contains facili-
ties-related information, such as facility
identification, physical characteristics,
addresses, hours of operation, and prod-
ucts and services provided. The Postal
Service strives to obtain accurate address
information for internal use and for its cus-
tomers, as its Customer Contact Centers
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use this data to provide operations infor-
mation to mailers and the public.

In March 1993, the Postal Service imple-
mented delivery point sequencing (DPS).
DPS is the process of arranging barcoded
mail according to the Letter Carrier’s line
of travel to eliminate manual mail sorting,
improve efficiency, and reduce costs. In
1994, the Postal Service established the
Address Management System (AMS) to
capture, correct, and complete address
information to enhance the efficiency of
mail processing and delivery via automa-
tion. AMS captures address information in
sortation programs used to process mail
in DPS.

We found that district officials in the
Northeast and Southeast Areas effectively
managed delivery AMS quality review
results for approximately 24 percent
(4,818 of 19,774) of their routes according
to Postal Service guidelines. However,
opportunities existed for them to imple-
ment best management practices from
the New York Metro Area’s New York
District to improve the quality of AMS data
used in processing and delivering mail.
Almost 212,115 AMS data errors may exist
in the selected Northeast and Southeast
Area Districts on the 14,956 routes for
which street reviews were not conducted.
If the area officials implemented a pro-
gram similar to the New York District, they
could reduce errors by almost 32 percent,
saving the Postal Service more than $5.4
million over the next 10 years.

Additionally, AMS helped Postal Service
management improve the utility and com-
pleteness of facility data that the AMS
provided to the Facilities Database. We
made recommendations to increase use
of standard facility naming conventions,
add input and validation controls over
facility data, and establish an independent
quality assurance function to enhance
data reliability.



WORKING TOGETHER TO ACHIEVE
THE POSTAL SERVICE’S GOALS

Over the past few years, while focusing on our
audit and investigative work, we also worked
hard to improve our professional relationship
with our client, the Postal Service. The
following summaries highlight areas where we
worked with Postal Service officials to address
significant issues, and in one case, the Postal
Service took our findings in one district and
formulated nationwide corrective actions.

Flats Sequencing System

We worked with the Postal Service to expedite
the review of two proposals for the production
of the Flats Sequencing System (FSS). FSS

is the latest advancement in mail automation
technology that the Postal Service expects will
greatly expedite and reduce the cost of flats
processing. The original proposal of more than
$900 million had significant cost concerns,
and a major configuration change occurred
during its review. All parties worked to ensure
a full review of both proposals and to promptly
address major pricing concerns the audits
raised.

Governors’ Official Expense Policy

The Postal Service Governors requested
that the Postal Service review the Guidelines
Relating to Governors’ Official Expenses. A
working group comprised of Postal Service

management, the Board of Governors office,
and OIG members was formed to accomplish
this review. The working group discussed
suggestions and ultimately drafted revised
guidelines. The Governors reviewed, further
revised, and approved the guidelines as
policy effective January 2007. This policy
governs reimbursement of expenses incurred
by individual governors in the performance
of their postal-related duties, beyond the
annual $30,000 stipend and $300 per
meeting fees authorized by statute. It also
serves as a guideline for annual OIG reviews
of the Governors’ travel and miscellaneous
expenses.

Mail Processing Task Force

The Postal Service formed a task force in
February 2007 to review mail conditions and
operations at the Chicago Metro Surface
Transportation Center (Busse Hub). It was
comprised of management, the OIG, and
the Inspection Service. The task force’s
objectives were to assess the role of the
Busse Hub and to identify opportunities to
improve service. The task force found the
Busse Hub had expanded beyond its original
intent and had some inefficient operations.
The task force also noted inefficient floor
layout and mail flows; unnecessary handling
of mail; ineffective staffing and scheduling;
and inadequate visual aids and signs to help
expedite mail processing. The report made

recommendations to streamline processing
operations and improve service.

Mail Sorting Efficiency

In 2006, we reviewed the efficiency of

carrier sequence barcode sorters (CSBCS) in
cooperation with the Seattle District. We found
opportunities existed to process letter mail on
the Delivery Barcode Sorters (DBCS) at the
plants, rather than the less efficient CSBCS
at some associated offices. This resulted in
reduced mail processing and maintenance
workhours, increased processing efficiency,
and increased use of the DBCSs. We
estimated the Postal Service would save
more than 10,000 workhours, which could
produce a cost avoidance of $3.7 million over
10 years. The Postal Service subsequently
took the OIG report theme — processing malil
upstream in plants on more efficient sorters
— and developed a methodology to eliminate
as many CSBCSs as appropriate nationwide.
The Postal Service team identified excess
letter processing capacity on the DBCSs
nationwide and matched offices nearby that
had CSBCSs. To date, the Postal Service
identified 360 excess and/or idle CSBCSs. The
estimated workhour savings for the project
equates to millions of dollars. This is a win-
win project that simultaneously streamlines
the processing network and increases the
efficiency of the Postal Service.

Processing most mail on automated
equipment means that the quality of
address information is very important.
Mail that employees cannot process on
automated equipment requires manual
processing, which is less efficient and
more costly to the Postal Service. Use of
correct and complete address information
can reduce costs to the Postal Service.
Since the Postal Service’s goal is to sort
95 percent of letters by DPS by 2010,

a decrease in AMS data errors will help
officials achieve their goal and will reduce
operating costs.

Contact Centers. Contact centers provide
customers access to local post office
hours and locations, information on
domestic and international rates, ZIP
Code lookup, stamp sales transactions,
and a number of other services. In Janu-
ary 2003, the Postal Service entered a
4-year, $254.6 million fixed-price incentive
contract to consolidate and streamline
the call center network into a more fully
integrated and managed network.

During this reporting period, we issued

a report on the contact centers’ ability to
improve customer service. We found that
the Postal Service could not determine
whether the contact center contract had
improved customer service since it did
not have effective measures to capture
the accuracy of contact center responses
to customers. In addition, we determined
that the Postal Service could reduce the
cost of the contact center contract by
relaxing the current service level require-
ments. Management partially agreed

with our finding to relax the service level
and disagreed with our recommenda-
tion and monetary impact. During that
process, management identified initiatives
to address the issues in the report; those
initiatives are now in progress.
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PRESERVING INTEGRITY

The OIG works to preserve the integrity
of Postal Service processes and person-
nel, which are essential elements for
safeguarding Postal Service products,
customers, services, and assets.

During its long history, the Postal Service
has faced both natural and man-made
disasters that adversely impacted mail
delivery. These incidents led to a renewed
emphasis on developing initiatives to
more effectively secure the nation’s mail
system. This is a significant challenge
due to the sheer size and geographic
dispersal of the Postal Service. In support
of the Postal Service, we participate in the
Mail Security Task Force and attend train-
ing relating to emergency planning and
dangerous mail investigations. We are
also a member of the President’s Council

10-Year Hotline Trends by Reporting Period
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This chart shows the combined number of contacts made to the OIG Hotline by phone, e-mail, fax,
mail, and voice mail during the first half of each fiscal year since 1998. The dramatic rise in the
contact population began in early 2004, and continued with the implementation of the Virtual Front

Office (our new call center) in 2006.
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on Integrity and Efficiency (PCIE) Home-
land Security Roundtable, which shares
information on related security work per-
formed by all OIGs.

By conducting financial audits of Postal
Service installations and information
systems audits, the OIG helps assure
integrity in this vital process. Investigative
efforts assist the Postal Service in pro-
tecting the mail, safeguarding the Postal
Service's revenue and assets, and helping
maintain the integrity of postal personnel.
This section discusses audit and investi-
gative activities to preserve integrity in the
Postal Service during this period.

Audit Activities

By focusing on key vulnerabilities of
Postal Service installations, our audits
have shown how the Postal Service can
further protect the integrity of the mail-
stream. Ultimately, assessing the integrity
and accuracy of management data helps
to maintain a stable and sound Postal
Service.

Financial Statements Account for the Postal
Service’s Costs and Revenues. The follow-
ing is an outline of the Postal Service’s
financial position and a summary of the
financial audits of Postal Service instal-
lations performed in support of the
independent accountant’s opinion on the
financial statements.

Postal Service’s Financial Position. The
Postal Service realized its fourth con-
secutive year of positive net income

and a third consecutive year of positive
retained earnings. The Postal Service also
achieved a net income of $900 million,
although it added more than 1.8 million
delivery points and handled 1.4 billion
additional pieces of mail compared to the
prior year.



We audited and issued reports on 102 post offices and
Business Mail Entry Units.

Revenues increased to $72.8 billion (more
than $2.8 billion over FY 2005) primar-

ily due to a rate increase across all rate
classifications, implemented in January
2006. However, operating expenses
increased from $68.3 billion in FY 2005
to $71.6 billion in FY 2006 primarily due to
increases in compensation and benefits
and transportation expenses, the same
factors that drove the increase from FY
2004 to FY 2005. The Postal Service
expects the economy to continue to
affect revenue growth, but it expects rev-
enues to increase by $2.5 billion, or 3.4
percent, primarily due to the anticipated
rate increase. It also expects expenses

to increase 2.3 percent over FY 2006
primarily due to cost-of-living pay adjust-
ments and potential contractual pay
increases. However, the Postal Service
plans to limit operating expense increases
by reducing 40 million workhours through
process improvements, automation, and
projected volume decline.

The Postal Service began FY 2006 with
no outstanding debt obligations. However,
because cash flows were not sufficient to
fund the more than $2.9 billion escrow

requirement of the Postal Civil Service
Retirement System (CSRS) Funding
Reform Act of 2003 (PL 108-18) and capi-
tal and operational needs — and because
it was heading into an environment of
perceived uncertainty — the Postal Ser-
vice borrowed $2.1 billion on September
30, 20086, to satisfy these requirements
and provide operating cash for future
operations. For 2007, the Postal Service
does not expect cash flows from opera-
tions to be sufficient to fund legal
mandates and all capital investments.
Therefore, the Postal Service expects to
borrow at least $1.2 billion to cover the
shortfall.

The Postal Accountability and Enhance-
ment Act has financial implications for the
Postal Service. It eliminates the escrow
previously required under PL 108-18

and reduces payments into the CSRS.
However, it requires the Postal Service to
place between $5.4 billion and $5.8 bil-
lion into the newly created Postal Service
Retiree Health Benefits Fund each year
for the next 10 years to substantially fund
its share of retiree health benefits. Also,
the Postal Service expects to incur signifi-
cant costs as a result of the requirement
to comply with Section 404 of the Sar-
banes-Oxley Act beginning in FY 2010.

Field Financial Audits. As part of the overall
audit of the Postal Service’s financial
statements, using a stratified sampling
plan, we audited and issued reports on
102 post offices and BMEUs. We also
issued 18 reports in addition to those in
the sampling plan and four summary cap-
ping reports. The reports concluded that
financial transactions were reasonably
and fairly presented in the accounting
records and, generally, internal controls
were in place and effective. However, the
reports identified various internal control
and compliance issues that could be
improved. In addition, we issued four
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The 0IG publication, “Discover the OIG,” is distributed
internally to postal employees and to our external
stakeholders.

audits at Postal Service headquarters and
the Information Technology and
Accounting Service Centers, which
concluded that management’s financial
accounting policies and procedures
conformed to accounting principles

generally accepted in the United States
and provided for an adequate internal
control structure. We did not identify any
instances of noncompliance with laws

POSTAL SERVICE EFFORTS
TO PROTECT SENSITIVE
INFORMATION

The Postal Service adopted an initiative in
October 2005 to strengthen controls over
sensitive information that mirrors many

of the concerns included in the Office of
Management and Budget's Memorandum
M-06-16 security directive. After issuance
of Memorandum M-06-16, the Postal
Service appointed a team to manage the
protection of sensitive data, develop goals
and action items to safeguard personally
identifiable information, and update policies
on transporting and storing sensitive
information off-site. The Postal Service will
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also deploy encryption tools for employee
use and replace existing laptops with
encryption-capable laptops over the next

2 years. We made recommendations to
amend policy and implement procedures

to recertify sensitive and business-
controlled sensitive applications every

3 years, update the information security
assurance documentation for systems that
are reclassified as sensitive or business-
controlled sensitive, and establish milestones
for completing the sensitive data action plan.
When fully implemented, these initiatives
safeguard sensitive business, customer, and
employee data and are expected to assist

in preserving the value and integrity of the
Postal Service brand.

and regulations that have a direct and
material effect on the financial statements.

We issued 10 reports and one summary
capping report for Cost and Revenue
Analysis test observations. We concluded
that the Postal Service generally con-
ducted the statistical tests in accordance
with established policies and procedures.
However, we noted some areas where
the Postal Service could make improve-
ments to maintain the integrity of the
statistical data.

Security and Controls in Technology
Investments. We perform information
systems general controls reviews to sup-
port the annual financial statement audit
and to assess the adequacy of controls
over information systems security and
software.

FY 2006 Information Systems General
Controls. General controls are the poli-
cies and procedures that apply to all or

a large segment of an organization’s
information systems and help ensure the
systems’ proper operation. Examples

of general controls include those that
safeguard data, protect computer appli-
cation programs, protect system software
from unauthorized access, and ensure
continued computer operations in case
of unexpected interruptions. Moreover,
the effectiveness of general controls is a
significant factor in determining the effec-
tiveness of application controls. Without
effective general controls, application
controls may be rendered ineffective

by circumvention or modification. For
example, edits designed to prevent users
from entering unreasonably large dollar
amounts in a payment processing system
can be an effective application control.
However, this control cannot be relied on
if the general controls permit unauthor-
ized program modifications that might
allow some payments to be exempt from
the edit. Both general and application



controls must be effective to help ensure
the reliability, confidentiality, and availabil-
ity of critical automated information.

During the reporting period, we sup-
ported the annual financial statements
audit with an audit of information systems
general controls. For FY 2006, we found
that general controls for selected applica-
tions, data, and computer infrastructure
at selected Postal Service information
technology (IT) data centers provided
reasonable assurance that computer-
processed data were complete, validated
for accuracy, and secure; data integrity
controls were in place; and business
practices complied with Postal Service
policies, procedures, and standards. In
addition, controls over software, data,
personnel, and physical security that
affect computer systems were adequate.
However, we identified some [T audit
control issues that neither alone nor col-
lectively represent a significant risk to
reliance on general computer controls.
These issues were in the areas of access
to UNIX servers, Oracle password set-
tings, mainframe disaster recovery
equipment testing, physical security over
information assets, security clearance
retention and database reconciliation poli-
cies and procedures, and security and
administration of routers and switches.

We perform security vulnerability assessments on critical Postal Service Information Technology

resources — networks, servers, and databases.

SECURITY VULNERABILITY ASSESSMENTS

A vulnerability assessment is a process that defines, identifies, and classifies the security weaknesses in
a computer, network, or communications infrastructure. We perform security vulnerability assessments on
critical Postal Service Information Technology resources — networks, servers, and databases — to ensure
that these resources and the sensitive customer information they handle are secure. The assessment
results provide management with technical information to assist in locating potential weaknesses,
establishing priorities for corrective action, and implementing repairs, as necessary.
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Mainframe Service Gontinuity and Physical
Security. To ensure continued computer
operations in case of unexpected inter-
ruptions, management made major
improvements in service continuity
affecting the mainframe processors at
two of its IT data centers. For example,
management developed policies requiring
essential business functions located in
major [T facilities to develop workgroup
recovery plans, track the development
and testing of application disaster recov-
ery plans on a monthly basis and identify
those that are incomplete or are past

due for testing, and began an effort to
acquire and implement new technology
that allows the near real-time replication
of production mainframe files on storage
devices located in Eagan, Minnesota, and
San Mateo, California.

As part of the FY 2006 information sys-
tems general controls audit, we evaluated
whether service continuity controls were

in place to ensure that critical operations
would continue without interruption or
could be resumed within a reasonable
amount of time when unexpected events
occur. We determined that while manage-
ment established and updated continuity
plans and procedures relating to essential
business functions at the IT data centers
and used new technology for backing up
critical data files and sending them off-
site, management needed to complete
testing of mainframe disaster recovery
equipment at the San Mateo and Eagan
[T facilities. Management was responsive
to the finding and began tests to validate
that the new disaster recovery environ-
ment functioned properly. Further tests
designed to validate that applications
functioned properly in the new environ-
ment began in February 2007.

To determine whether management has
adequately protected critical IT physical
resources from accidental or intentional

SUSPICIOUS
EXPENDITURES TASK FORCE

During this reporting period, we
established a cross-component task force
to coordinate purchase card audit and
investigative work. Our Office of Chief
Information Officer developed a Computer
Assisted Assessment Techniques (CAATS)
Continuous Monitoring System (CCMS)
where purchase card transactions are
analyzed and flagged based on certain
anomalies or indicators. The CCMS
allows users to analyze purchase card
transactions using pre-defined queries.
Our Offices of Investigations and Audit
use the CCMS data and other data mining
tools to identify and review transactions
that appear to be non-compliant with
Postal Service policies and procedures.
We then ask the cardholder and approving
official of the flagged transactions to
provide explanations and supporting
documentation for the transactions. The
results of these inquiries are evaluated
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and may result in the initiation of an
investigation or issuance of an audit
report. We also track trends in suspicious
transactions and their resolution and

will report on them periodically to
management.

In addition, the task force has a number
of planned and ongoing audits, such as
audits of purchase card transactions at
Postal Service districts and statistically
selected field units as part of the annual
financial statement audits. Further, at the
request of management, we will audit
Postal Service executives’ use of purchase
cards, complementing ongoing Postal
Service efforts to strengthen controls.
We are also auditing the effectiveness of
internal controls on Voyager transaction
cards that Postal Service employees

and highway contract route suppliers
use to purchase commercial fuel for
postal-owned and leased vehicles, and
supplier vehicles transporting mail for
the Postal Service. Beginning in 2002,

we published a series of audit reports
that noted unauthorized transactions and
serious internal control weaknesses in
the Voyager card program. Our current
audits will assess the effectiveness of the
internal controls that were implemented
as a result of our recommendations,

and the internal controls applied to the
recently created highway contract route
Voyager card program.

The work of this task force exemplifies
the effectiveness that coordinated efforts
between OIG components can have.

For example, auditors and investigators
working together led to a significant case
in North Carolina, which identified an
alleged embezzlement possibly exceeding
$100,000 and led to the resignation of
one Postal Service employee and the
retirement of another employee.



loss or damage, we performed an audit
of physical security controls at the Eagan,
San Mateo, and St. Louis, Missouri,
Information Technology and Account-

ing Service Centers (IT/ASC). While we
found management had implemented
beneficial physical security controls at the
[T/ASCs, we noted they could improve
physical security over information system
assets by performing regular testing of
the badge access system in St. Louis
and by storing the badge system back-
ups in a secure, off site location. In San
Mateo, managers could improve con-
trols over physical security by regularly
reviewing the monitoring system of the
restricted areas to verify it is functioning
properly and to take immediate action to
correct any deficiencies that they identify
as a result.

Inspection Service. We conducted two
qualitative assessment reviews of
investigative and related administrative
processes at the Inspection Service’s
Miami and Washington Divisions. Overall,
inspectors generally complied with basic
investigative standards while conduct-
ing investigations; however, we found
improvements could be made to overall
case documentation and supervisory
reviews to further maximize program
efficiency and the quality of investigations.
We recommended that management
make changes to investigative policies
and procedures, improve management
controls, and train inspectors to address
the issues identified during our reviews.

We also assessed emergency pre-
paredness efforts at each division by
examining their Integrated Emergency
Management Plans (IEMP). Both divi-
sions’ IEMPs generally provided a
consistent framework for an integrated
plan as required by Homeland Security
Presidential Directive 5; however,
emergency preparedness at both
divisions could be enhanced. For

example, we recommended that man-
agement update stand-alone emergency
management plans, conduct required
risk assessments, and incorporate
lessons learned from emergency pre-
paredness exercises to identify systemic
weaknesses and strengthen emergency
management plans to respond effec-
tively to emergencies.

In March 2007, the Postal Service began
consolidating its homeland security
responsibilities under the Inspection
Service. Emergency Preparedness and
Aviation Mail Security are being realigned
to form the National Preparedness Group
(NPG). NPG will focus on policy and guid-
ance, continuity of operations planning,
exercise coordination and evalua-

tion, aviation mail security, hazardous
materials and substances, emergency
management, facility security reviews,
and homeland security performance
measures aligned to potential risks and
vulnerabilities.

Security Review. \We audited Postal Ser-
vice security controls and processes for
the Capital Metro Area and concluded
that the Postal Service and the Inspection
Service have opportunities to improve
security controls and processes to more
effectively and efficiently protect employ-
ees, customers, the mail, and critical
assets. For example, responsible security
personnel did not always conduct facility
security surveys accurately or annually as
required, and did not always sufficiently
address and resolve deficiencies identi-
fied during security assessments. Key
recommendations included requiring
personnel to implement internal controls
to ensure that responsible security per-
sonnel complete these surveys accurately
and in a timely manner, developing
performance measures to assess the
achievement of security goals, and pro-
viding appropriate guidance and training.
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We reviewed the handling of a potentially explosive ordnance found in the
mailstream at the Dallas Bulk Mail Center and found that employees mishandled the
ordnance. Depicted here is the ordnance (a World War II, American 3-inch training
round) that came out of a package and the special package holding unit where the

ordnance was held.

Explosive Ordnance. \We reviewed the
handling of a potentially explosive ord-
nance found at the Dallas Bulk Mail
Center (BMC) and found that employees
mishandled the ordnance. Additionally,
Dallas BMC management had not estab-
lished a site-specific IEMP to ensure they
could effectively respond to bombs and
suspicious mail. Management agreed

to provide training and practice drills

to ensure that employees understand

the procedures for handling suspicious
and dangerous mail. Management also
agreed to complete a site-specific [IEMP
with procedures for handling suspicious
and dangerous mail and to implement
plan requirements.



INVESTIGATIVE ACTIVITIES

Special Agents — federal law enforce-
ment officers — play a key role in
maintaining America’s trust in the postal
system. Their charge is to investigate
internal crimes and fraud against the
Postal Service and to help detect and
prevent postal crimes.

The vast majority of postal personnel are
dedicated, hardworking public servants
whose daily efforts instill trust in America’s
postal system. However, it takes only one
incident of theft, fraud, or misconduct to
potentially diminish that trust.

To identify trends and develop effective
countermeasures to prevent or minimize
future violations, we created a Counter-
measures team. This team uses trend
surveys to capture information on inves-
tigations, develop justifications, and work
with other OIG components to ensure
proper implementation and monitoring of
approved countermeasures. For example,
employee mail theft at a plant may be
prevented or minimized with an enforced
policy prohibiting employees from car-
rying personal items like a backpack

or gym bag on the workroom floor and
allowing only clear plastic bags for per-
sonal items. The Countermeasures team
works closely with important mailers such
as the Department of Veteran Affairs (VA).
Currently, we are working with the VA's
Consolidated Mail Outpatient Pharmacy
on proactive initiatives to identify non-
receipt of life-saving prescriptions and
possible points of loss within the postal
network.

With more than 500 Special Agents sta-
tioned in more than 90 offices nationwide,

the OIG carries out that mission by inves-
tigating internal postal crimes involving:

m Theft, delay, or destruction of mail by
employees and contractors

Injury compensation fraud
Embezzlements and financial crimes
Contract fraud

Computer crimes

Internal affairs and executive investiga-
tions

Whistleblower reprisals

m Employee misconduct and general
crimes

m Narcotics.

Investigative Analysts examine data and
analyze trends to augment investigators’
work in the field. Analysts and Special
Agents partner to help detect and prevent
fraud, provide investigative analysis and
research, review investigative trends, and
facilitate strategic initiatives.

0IG Special Agents prepare to arrest a Charlotte postal employee at her residence.
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Theft, Delay, or Destruction of Mail by
Employees and Contractors. Americans
expect their letters and parcels to arrive
on time and not be stolen, rifled, read,

or obstructed while in the possession of
Postal Service employees. That expecta-
tion and trust extends to every one of the
690 million letters that travels across the
country daily — whether it is a First-Class

Mail letter; a Priority Mail piece; Express These video cassettes and CDs were seized from the home of a Florida

Mail overnight service: a magazine: or a Letter Carrier. The employee resigned form the Postal Service and the
9 ’ 9 ' Florida State Attorney is still considering state prosecution at this time.

i
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family heirloom sent by Registered Mail.

Last year, the Chairman of the Board of
Governors and the Postmaster General

0IG Special Agents from the Los Angeles Field Office arrest a postal employee for mail theft.

announced their decision to complete
the investigative realignment between
the OIG and the Inspection Service. This
realignment transferred all investigations
of employee misconduct, including theft
of mail, to the OIG. The announcement
established a timeline for completing this
transfer and set September 1, 2006, as
the starting date for our assumption of
employee mail theft investigations. As

of January 1, 2007, we are exclusively

responsible for all employee misconduct
and mail theft investigations.

To handle the new investigative respon-
sibilities, our Office of Investigations has
hired more than 260 new investigators
since April 1, 2006, and has identified an
internal mail theft subject matter expert
within each field office. These special-
ists offer experience and guidance to
their respective field offices. Special
Agents assigned mail theft duties have
completed a rigorous training program
in preparation for taking on these new
duties.

Office of Investigations management

is taking a lead role in partnering with
the mailing industry by attending stra-
tegic meetings with key mailers (such
as Netflix, Blockbuster, and QVC) and
major financial industry associations
(such as the International Association of
Financial Crimes Investigators) to ensure
a seamless transfer of responsibilities.
Additionally, these partnerships will iden-
tify and exchange best practices and
share loss prevention strategies.

Many of the new investigators who joined
the OIG last year were Postal Inspectors
specializing in internal crime investiga-
tions. These investigators, along with the
existing complement of Special Agents,
had an immediate impact. Following is a



mail theft investigation that occurred in
this reporting period.

m $50,000 in Stolen Credit Card Charges
by Letter Carrier Uncovered. A manager
of a self-service storage facility in Fort
Worth, Texas, contacted us after one
of his units, rented by a Letter Carrier
overdue on payments, was opened
and found to contain thousands of
pieces of mail.

Special Agents recovered deliverable
mail dating back to 2002, along with
numerous rifled First-Class Malil letters
containing credit cards. The investiga-
tion revealed that the Letter Carrier
had stolen the contents of numerous
First-Class Mail letters containing credit
cards, and had incurred fraudulent
charges of approximately $50,000. It
was also determined the Letter Carrier
stole hundreds of free samples, pre-
scription medicine sent via the Postal
Service, magazines, and other types
of mail.

The Letter Carrier resigned from the
Postal Service and was indicted by a
federal grand jury in February 2007.

Delay or destruction of mail entrusted

to postal employees is a serious federal
crime punishable by up to 5 years in
prison. Regardless of the class of mail,
all mail has value and postage has been
paid by the mailer who expects that the
mail will be delivered in a timely manner.
The OIG takes all allegations of delay,
destruction, or “dumping” of any class of
mail as a serious matter.

During the reporting period, we found
instances of employees “dumping”
various classes of mail in Michigan,
Texas, and Virginia. After our investiga-
tions, management took administrative
action ranging from letters of warning to
proposed removals of employees. The

The OIG takes all allegations of delay, destruction, or
“dumping” of any class of mail as a serious matter.

following describes a specific investiga-
tion in Arizona.

m Arizona Postal Employee Indicted for

Dumping Mail. An Arizona Manager
reported that a Rural Carrier Associate
had discarded mail at a post office.
Our investigation revealed that the
Rural Carrier Associate put mail in a
trash bag and threw it in a Dumpster.
Discarded mail included 257 pieces of
First-Class Mail, 423 pieces of Stan-
dard Mail, and 10 pieces of Nonprofit
Standard Mail. The dumping occurred
regularly when he could not fit the
mail into his delivery vehicle or if the
addressees’ mailboxes were full.

TITLE 18, UNITED STATES CODE, § 1703. DELAY OR DESTRUC-
TION OF MAIL OR NEWSPAPERS

(a) Whoever, being a Postal Service officer or employee, unlawfully secretes,
destroys, detains, delays, or opens any letter, postal card, package, bag, or mail
entrusted to him or which shall come into his possession, and which was intended to
be conveyed by mail, or carried or delivered by any Letter Carrier or other employee
of the Postal Service, or forwarded through or delivered from any post office or
station thereof established by authority of the Postmaster General or the Postal

Service, shall be fined under this title or imprisoned not more than five years, or both.

(b) Whoever, being a Postal Service officer or employee, improperly detains, delays,
or destroys any newspaper, or permits any other person to detain, delay, or destroy
the same, or opens, or permits any other person to open, any mail or package of
newspapers not directed to the office where he is employed; or

Whoever, without authority, opens, or destroys any mail or package of newspapers
not directed to him, shall be fined under this title or imprisoned not more than one
year, or both.

~\
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INJURY COMPENSATION
FRAUD INVESTIGATIVE
RESULTS

October 1, 2006 — March 31,
2007

1,143 fraud investigations
resolved

$79 million in compensation
payments avoided

13 arrests
12 indictments/informations

6 convictions®

261 personnel actions taken
by postal management

* Convictions do not

necessarily reflect the results of
investigations from this reporting
period.

m In December 2006, the Rural Carrier
Associate was indicted for Delay or
Destruction of Mail and was issued a
Notice of Removal.

Injury Compensation Fraud. The Postal
Service funds workers’ compensation
benefits for employees who sustain
job-related injuries. The monetary and
medical benefits the Postal Service paid
to workers’ compensation claimants
totaled $1.2 billion in 2006. At the end of
2006, the Postal Service’s estimated total
liability for future workers’ compensation
costs was more than $7.8 billion. This
was an increase of $342 million over the
previous year. Administered by the DOL,
the OWCP provides direct compensation
to providers, claimants, and beneficia-
ries. The Postal Service later reimburses
OWCP in a process known as “charge-
back billing.”

Most employees receive workers’ com-
pensation benefits because of legitimate
job-related injuries. However, a small per-
centage of postal employees and health
care providers abuse the system. These
schemes cost the Postal Service millions
of dollars each year in compensation
payments, medical costs, administrative
expenses, and enforcement costs.

We initiate criminal investigations when

it is suspected that individuals or health
care providers are defrauding the DOLs
Federal Employees’ Compensation Act
benefits fund. Criminal prosecutions are
an effective deterrent to fraud and may
permanently prevent the payment of any
additional compensation. Any cases that
may require administrative action are
referred to the Postal Service and the
DOL. Special Agents work closely with
Injury Compensation Specialists from
the Postal Service on all phases of these
investigations.

27 | Semiannual Report to Congress

During this reporting period, injury com-
pensation fraud investigations resulted
in more than $79 million in cost savings/
avoidances. Investigations by Special
Agents led to arrests of 13 suspects and
261 administrative personnel actions,
including removals, letters of warning,
and claim terminations. Following are
examples of injury compensation fraud
cases investigated during this reporting
period.

m Bogus Injury Claim Uncovered, Yielding
$1.3 Million Cost Avoidance. A | ouisiana
Flat Sorter Machine Clerk (FSM Clerk)
submitted an OWCP form claiming she
had a medical condition of “plantar
wart and ganglion cyst,” and therefore
could not perform her required duties
to stand on concrete floors 8 hours per
day lifting and pushing heavy equip-
ment. Thereafter, the OWCP placed
her on the long-term Periodic Roll for
total disability.

Our investigators videotaped the FSM
Clerk engaging in various activities
exceeding her stated limitations and
indicating the Clerk’s ability to perform
postal work. After our Special Agent
showed the video to the Clerk’s physi-
cian, he issued a revised OWCP form
documenting restrictions to allow the
Clerk to return to work in a limited-duty
capacity.

The Postal Service thereafter extended
a job offer to the FSM Clerk matching
the physician’s imposed limitations.
The FSM Clerk did not respond to the
job offer or to numerous requests to
complete OWCP documentation.

On February 7, 2007, the DOL termi-
nated the FSM Clerk from the

Periodic Roll for failing to respond to
a valid job offer from the Postal Ser-
vice, saving the Postal Service more



than $1.3 million in future payments.
The Postal Service is in the process
of removing the FSM Clerk from the
employment rolls for failing to accept
a valid job offer.

GCivil War Collector Ordered to Pay
$260,000 in Restitution. A former Virginia
City Letter Carrier allegedly injured his
back and hip. After the employee’s
physician wrote that the City Letter
Carrier could not drive a vehicle more
than 1 hour per day, nor stand, walk,
kneel, or 